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Anonymizing your activity

* Anonymity while researching malware is a must
* Not leaving traces in our organization
* Not being identify by bad guys

* A widely-used possibility = The Onion Router (TOR)
* Proprietary Tor browser
 Destination server cannot trace back Tor initiator

* What about non-HTTP connections (SSH, FTP...)?
» Tosocks wraps SOCKS-friendly applications
* Reject all (non DNS) UDP traffic

userl@scsd:~$ usewiththor wget www.unlockedworkstation.com/ip.php

user@scsd:~$ cat ip.php
59.31.236.91

Use -U flag to obfuscate details of user agent and OS
ri -U “Mozilla/5.0 (Windows NT; en-US) Firefox/3.6.2”

~—

J Tor no de N Tul node gg

\ Tor node Tor
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. L ||.- - exit node / :‘
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--- Encrypted traffic
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https://www.torproject.org/
https://www.torproject.org/download/
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Anonymizing your activity

« Tor also exposes some pitfalls:

Usage: Tor used to uncover several illegal activities
Speed: connection may bounce among several nodes
Untrustworthy Tor Operators: bad guys know about Tor and exit nodes

« Tor Block Lists: websites tracks Tor exit nodes Py -
------------------------- S~
- Alternative? Proxy servers SR o
. . | TOXy Server VED Server
* No encryption between client and proxy Ly (Intercepts and (Receives traffic
: . ’ & etransmits traffic from proxy and
 Proxy knows client, exit node doesn't Client — You remansmis traflic O
e Several open proxies 1&_-;{“}11"[1}%'[1'1-6‘:} lﬁ“ responds to
: : se proxy when proxy)

sending traffic
to web server)

* Wisely chose the proxy type:

Transparent: do not modify the request or response beyond what is required
Anonymous: do not reveal your IP address to the server to which you are making a request
Highly anonymous: do not reveal your IP address or any other information to a target server

No trusted way to prove which type your proxy is... ~
+ \/UMU


https://www.proxy4free.com/
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Anonymizing your activity

Client Machine SSH Server
- [R). Internet

AC )

Encrypted SSH tunnel

Alternative”? SSH tunnels to proxy connections
« SSH tunnels open a listening port on your local workstation, connect
to your server via SSH, and then use your server as a SOCKS4/5 proxy
» Several companies offer cheap shell accounts Q

Alternative? Web-Based Anonymizers Target Server
« HTTP proxies wrapped up into a web interface
« Several business models depending on the offered features
 Famous example: anonymouse.org

Alternative? Cellular Internet
« Dynamic IP address by itself cannot be tied directly back

Alternative? Virtual Private Network (VPN)
« Connection with a remote server that allows send traffic through it _
- » |P address assigned on the VPN network -~
r' « Several providers and functionalities > \/UMU


https://sdf.lonestar.org/
https://sdf.lonestar.org/
http://anonymouse.org/
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Overview & Impact

XI - Older Type

~ Jet Database Engine Remote Code
CVE-2019-0579 Important Yes No 3 3 RCE
Execution Vulnerability
Chakra S me M
CVE 20190539 = Scrptiog FopmeMemny [ No No 1 NA RCE
Corruption Vulnerability
Chakra S me M
CVE 20190568 = Scrptiog FopmeMemny [ No No 1 NA RCE
Corruption Vulnerability
Chakra S me M
CVE 20190567 = Scrptiog FopmeMemny [ No No 1 NA RCE
Corruption Vulnerability
. o Microsoft Edge Memory Corruption .
CVE-2019-0565 Critical No No 1 NA RCE
Vulnerability
~ Windows DHCP Client Remote Code .
CVE-2019-0547 Critical No No 1 NA RCE
Execution Vulnerability
. Windows Hyper-V Remote Code .
CVE-2019-0550 Critical No No 2 2 RCE
Execution Vulnerability
o Windows Hyper-V Remote Code .
CVE-2019-0551 Critical No No 2 2 RCE
Execution Vulnerability
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Unknown vulnerabilities and new malware arise daily

Malware behaviors vary steadily to go unnoticed —
evade detection

* Polymorphic malware can change as they propagate
» Botnets is a clear example of behavior change

~

s \./ UMU
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Botnets impact

 Communications (zombies) <bot «—» C&C> (Command & Control) may vary:
 URL where the C&C is waiting for requests
* Frequency time requesting malicious actions
« Advanced botnet protocols: P2P, IRC, HTTP...

Controller

Zombies

Top 10 botnets threatening US & no. recruited bots

Zeus 3.6M Monkif 520K
Koobface 2.9M Hamweq 480K
TidServ 1.5M Swizzor 370K

Trojan.Fakeavalert 1.2M Gammima 230K
TR/DIldr.Agent.JKH 1.2M [Conficker 210K]

V

- Vietim Possibly the largest botnet around ~A
rl the world € [9..15] millions then 7 \./ UMU




F Facultad de
I Informatica

Botnets impact

MASTER IN

CYBER-
SECURITY

WUINTLe S

YOUR POTENTIAL

« Type of botnet-enabled attacks: DDoS attacks, Sniffing Traffic, Spamming,

Keylogging

Mirai hutnat DDo5 attack takes out

Lost Revenue Due to Response
(Decline and Site Qutage)

Total of 164 Countries affected and more than 500,000 nodes affected (100K on DYM attack)
Attackers target individual server with overwhelming DNS gueries (overloads and fails)
Attack surges ranges from 620Gbps to 1.2 Thps (suspected =500 Gbps impact Liberia’s internet)

— — —

Additional concentrations High concentrations

Morth America, Europe, and Oceania Vietnam, Brazil, China, South Korea, Taiwan Thailand, | . '.
Indaonesia, Hong Kong, Macau, and Spain - '

., i IR ——
Liberia communications networks | -

How 1.5 Million Connected
Cameras Were Hijacked to
Make an Unprecedented

TWRITTHN T O S WIS TR (5

Mirai: The loT Bot That Took Down Krebs
and Launched a Thps DDoS Attack on
- o
— |Mirai "internet of things" malware
from Krebs DDcS attack goes open
Source

i on Dwre=bar TH, 16

NyaDrop exploiting Internet of Things insecurity "EJ
to infect Linux devices with malware

Surtaces for second ime follow Sepnnd success Botnet &
Brian Krehs




F Facultad de MCAS?EER— Uil e
I Informatica SECURITY | == ==~m=-

ﬁ x 1,000 284 7 Billion o137 Trillion Q 90% ®, O Latency &

og) (43

increasing wireless capacity connecting connecting saving 90% energy perceiving zero downtime
1,000 times 7 billion people 7 trillion "things"
f
Autonomic <
Manager
-
(‘
Sensors Effectors
Managed 2
- Element ~
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« MAPE-K, introduced by IBM (2003) adding a new loop

« Knowledge: Consists of particular types of data such as
symptoms, policies, change requests and change plans

 Honeypots can bring unknown knowledge
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(IBM White paper “An architectural blueprint for autonomic computing”)

~

Autonomic
Manager

<

Managed
Element



https://www-03.ibm.com/autonomic/pdfs/AC%20Blueprint%20White%20Paper%20V7.pdf
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Honeypot definition

* Definition from the SANS Institute’s Intrusion Deception:
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Honeypots are programs that simulate one or more network
services that you designate on your computer’s ports.

An attacker assumes you're running vulnerable services that can
be used to break into the machine. A honeypot can be used to log
access attempts to those ports including the attacker’s keystrokes.

This could give you advanced warning of a more concerted attack.

* Definition also used at www.honeypots.org



http://www.honeypots.org/
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Honeypot definition

A honeypot is a computer/network
setup to attract hackers. It allows

administrators or security experts Q \%J \%j
Router
to analyze how hackers attempt Ty S

to hack ICT systems without | | | |
risking their own resources |

ethi

Honeywrall E ath? —
nt

Gateway 10.1.11

Threats discovered while analyzing ot

the honeypot logs can be remedied :
later into the production system —

making it more secure Z 2
Honeypot Honeypot Honeypot —
- 192.168.1.101 192.168.1.102 192.168.1.103 Y™
[; 2 (O UMU
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Honeypot | Main functions

Divert attacker’s attention from the target real network
« Waste attacker’s time by diverting the attacks to a fake system
« Resources are kept safe from compromise
Build attacker’s profiles to pinpoint attack methods
|dentify new vulnerabilities and risks unidentified to date
- Early warning about attacks
Capture new malware (viruses, worms...) for further study
« Off-line investigations
Collect forensic data without gathering legitimate traffic
« Smaller, high-value datasets can be generated
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An evening
with Berferd
! First known
Deception toolkit production
released honeypot
! | 5 Honeynet
5 i concep Honeyd
§ i m released (MS08-067)
SDINET The Cuckoo’s | Honeyn : Client ' Al
honeypot Egg published /| Project beg ! honeypot honeypot
1986 1989 1997 1999 ! 2002 2005 2012



http://www.honeyd.org/
http://www.honeyd.org/
https://www.cheswick.com/ches/papers/berferd.pdf
https://www.cheswick.com/ches/papers/berferd.pdf
https://www.cheswick.com/ches/papers/berferd.pdf
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Taxonomy

Decoy
‘ Fidelity | | Scalability ‘ ‘ Adaptability ‘ ‘ Role ‘ | Physicality / Virtuality | ‘ Deployment Strategy ‘ | Resource Type
Low i: Unscalable Static t Server Physical Sacrificial lamb General USB
Medmum Scalable Dynamic Client Virtual Deception ports Web application SCADA/ICS
High Proximity decoys VoIP ToT
Minefield SSH IPv6 networks
Redirection shield Bluetooth

Security Program

1 1 1 1 1

‘ Attack Monitoring ‘ ‘ Attack Prevention | ‘ Attack Detection ‘ ‘ Attack Response ‘ ‘ Attack Profiling
i: Network activity Filtering t Signature-based t Traffic redirection t Direct information
System activity Tarpitting Anomaly-based Decoy reconfiguration Derived information

Containment

« Decoy features (capture)
 Honeypot to be attacked and capture data for analysis
« Security program features (analyze)
* Implement monitoring, detection and response mechanisms

W. Fan, “Contribution to the design of a flexible and adaptive solution for the
management of heterogeneous honeypot systems,” PhD Dissertation, 2017



http://oa.upm.es/46846/1/WENJUN_FAN.pdf

F Facultad de
I Informatica

MASTER IN

CYBER— |unie e

SECURITY | ™=

Decoy

| }'idle;it_\' | ‘ Scnl‘all:ilit}' ‘ ‘ _—\dap'g:bilit_\' | ‘ Rlnl'e ‘ ‘ Pll)'sicnlit%\'irtualit‘v ‘ ‘ Dep lo)'mi Strategy ‘ | Resulte Type
Low t Unscalable Static t Server Physical Sacrificial lamb General USB
E Medmum Scalable Dynamic Client Virtual Deception ports Web application SCADA/ICS
High Proxmuty decoys VoIP IoT
Minefield SSH IPv6 networks
Redirection shield Bluetooth

* Fidelity

 Interaction level of the honeypot: LIH, MIH or HIH

« Extend of accuracy that emulation provides to attackers
« Scalability

« Capability to implement and operate a larger number of
honeypots running at the same time

A honeynet can be seen as a scalable honeypot system
- Adaptability

 Reconfiguration skills to adapt the honeypot to changed
ri circumstances — context-aware honeypots




F Facultad de
I Informatica

MASTER IN

CYBER— |unie e

SECURITY | ™=

1

1 ]

| Fidelity | | Scalability | | Adaptability

‘ Role ‘ |P11_Vsic:|lit_\' \'il‘tualit}" ‘ Deplovment Strategy ‘ ‘

Resource Type

Low
Medmm
High

 Role

Is it actively detecting (client-based) malware or
passively capturing (server-based) malicious
traffic/system activity?

A client honeypot initiates requests to servers
looking for malicious programs on the server side
« Physicality / Virtuality

Implementation ways when deploying a honeypot

Multiple virtual honeypots can be hosted and run
on the same physical host concurrently

Sacrificial lamb

Deception ports

USB
Web application SCADA/ICS
IoT

Proximuty decoys

Redirection shield

206

IPv6 networks

Bluetooth

2|
eq

Request
/A Benign
Server

Response

Request

AR
O

Client Honeypo‘t\_/

Attack

v O UMU
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11

¥

1

| Deplovment Strategy |

Resource Type

Decoy

| Fidgelity | | Scatability | | Adaptability | | Role | | Physicality / Virtuality |
Unscalable Static Server Physical
Scalable Dynamic Client WVirtual

Low
Medium
High

 Deployment Strategy
Goals in the deployment of the honeypot

Different strategies among others:

Sacrificial lamb
Deception ports
Proximity decoys
Minefield

Redirection shield

General

USB
Web application SCADA/ICS
VoIP IoT
SSH IPv6 networks
Bluetooth

Sacrificial lamb: waits to be compromised (e.g., Cuckoo)
Deception ports: mimic services on diverse system ports

Proximity decoys: same network as production system, cloning its

configuration
Minefield: large number of honeypots deployed

at the protected network perimeter

Redirection shield: forward malicious traffic

to honey

pots for isolated analysis

Attacker

Potential Victim

I " Attack is redirected .
. to another honeypot

i & .
*  Honeynet .
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Decoy
‘ Fidelity ‘ ‘ Scalability | ‘ Adaptability ‘ ‘ Role ‘ | Physicality / Virtuality ‘ ‘ Deplovment Strategy ‘ ‘ Resource Type
Low t Unscalable Static t Server Physical Sacrificial lamb General USB
Medmm Scalable Dynamic Client Virtual Deception ports Web application SCADA/ICS
High Proximuty decoys VoIP IoT
Minefield SSH IPv6 networks
Redirection shield Bluetooth

 Resource Type

« Software type implemented by the honeypot to be attacked
« Customized to specific attacks:

Web Apps  Attacks detection on web applications Glastopf
VolP Capture threats in Internet telephony Artemisa
SSH Capture (brute-forced) SSH attacks Kippo/Cowrie
SCADA/ICS Emulate industrial control system resources Conpot

r_ loT Attacks targeting loT devices ThingPOT
|
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Security Program

‘ Attack Monitoring ‘ ‘ Attack Prevention ‘ ‘ Attack Detection ‘ ‘ Attack Response ‘ ‘ Attack Profiling
i: Network activity Filtering t Signature-based t Traffic redirection t Direct information
System activity Tarpitting Anomaly-based Decoy reconfiguration Derived information

Containment

« Security program features will depend on the honeypot
type and the purposes/objectives to analyze; e.g.:

« System activity (keystrokes, system calls, etc.) can only be
monitored when using MIH/HIH’s

« Anomaly-based detection to find out unknown attacks
usually requires a HIH with full capabilities

comr g~ HONEYLOG

All these features of a security | '™~ e T o

program are highly related to : &
the MAPE-K processes ] —

:::::::::::
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Classification (categories) by layers

« Design plan before installing a given honeypot software

Honeypot

/ Purpose

CYBER-
SECURITY
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YOUR POTENTIAL

/ Nature
/ Setup
Variety

Form

Interaction VY
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Purpose

Categories | Purpose Nature

Setup
 How honeypots are used for different purposes in the implementation | variety

environment Form
« Categorized into two types: Interaction

» Keep attackers away from the real system
Production °* Make attackers believe they’re exploiting the real system
honeypots -« Used by corporations and companies

— Mitigate risks in organization Production  Research

 Collect, monitor and analyze attacker’s activities and tools

Research  Designed for spotting unknown vulnerabilities and attacks
honeypots « Run by volunteers (non-profit)

ri — Probe threats and trends in cyber-attacks A

\/ UMU
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Categories | Nature
« Aligned with the role of honeypots and defines in "which position”
honeypots are implemented

« (Categorized into two types:
» Passively waiting for attacker’s activities

Server-based < Provide emulated vulnerable services/software, wait for
honeypots attackers and analyze the logs produced

— Production/research honeypots follow this approach

* Actively searching for attacks in Internet
» Detect malicious servers that attempt to exploit clients

* E.g., Monitor and capture changes in the file system,
registry, etc. while visiting certain web sites

ri — Research honeypots are usually based on this type

Client-based
honeypots
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Purpose
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Setup

Variety

Form
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Categories | Setup

« Honeypots can be setup following two options:
* A single standalone honeypot for specific attacks
* A network of honeypots — honeynet or honeyfarm

« Honeywall is the core of (Genlll) honeynets offering:

« Data capture: Collect data from attacker’s actions
* | Data control. Contain malicious activity within the honeynet
* | Data analysis: Simplify analysis of data & network forensics

Sebek is a kernel module
for HIHs for data collection

Simple Genlll honeynet setup
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Variety

Form
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http://www.honeynet.org/project/sebek
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Categories | Variety

« Specialized honeypot applications to monitor
and analyze specific malware or attack:

 Web server-based honeypot

« Emulated web service to probe attacks waiting for attackers to
discover vulnerabilities and ways of exploiting them

* Flooding web servers using CGIl (Common Gateway Interface)
is the first web application attack known, though XSS and SQL
injection are widely used

« This honeypot is made up of four components:
A module identifies the targeted web page and generates it automatically

Web pages are query-based and there are no software involved
All interaction between the server and attackers are logged
rl Afilter is used to separate attacker’s traffic and the legitimate one
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Categories | Variety

 Web client-based honeypot

« Capture and identify malicious web servers by
actively visiting them for analysis

« This honeypot is made up of three components:

Queuer or crawler: Create a list of (potential) malicious web sites to visit
Client. Visit the web site and collect as much information as possible
Analysis: Determine whether an attack could occur on the client honeypot

« Worm detection honeypot
* Monitor and study worms, evolution and polymorphism
 Advanced Persistent Threat (APT) honeypot

« Detect malware trying to remain hidden for as long as possible
ri « Attack very low and slow to ensure malicious activities
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Purpose
Categories | Variety e
 Bot detection honeypot Setup
« Threat used for sending spam, launching crippling Variety
DDoS attacks, gathering user’s information, etc. Form
« Can be used to study bots (protocols, behaviors, etc.) and Interaction

contain DDoS attacks to keep real servers safe

« Bots could be detected by IDSs and forward their malicious
traffic to dedicated bot-based honeypots

« |DSs are usually based on pattern recognition techniques
 Movements and activities could be monitored and analyzed

External Network

Shadow honeypot

Shadow Honeypot

» Segment suspicious traffic from regular traffic
* Redirect malicious traffic to dedicated honeypot

~
rl Combining anomaly-based detection and honeypot \ UMU
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* Honeypots can be deployed in several ways depending on their form

Categories | Form

« Honeypots can be differentiated as:

Physical
honeypots

Virtual
honeypots

« Each (hardware-based) honeypot run on a dedicated host
» Time intensive and resource consuming
— Production honeypots are usually based on this type

« Setup on a single host, but being able to run multiple
honeypots simultaneously

« Cheaper and more secure than hardware-based systems
« Helped by the support of new technologies: SDN, NFV...
— Typically used for honeynet deployment
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Categories | Interaction

* Low-Interaction Honeypot (LIH) aka facade

« Emulate OSs and apps with little subset of
functionality — attackers can’t compromise it

* Medium-Interaction Honeypot (MIH)

* Doesn’t implement TCP/IP stacks by itself, emulating logical
app responses for incoming requests — fake responses

* High-Interaction Honeypot (HIH)
 Fully functional system to be compromised by attackers
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Emulated
Application

Emulated
Application

Application

Emulated
Operating System

Operating System

Operating System

LIH

MIH

HIH

Purpose

Nature

Setup

Variety

Form

Interaction

C
=
=
-




F Facultad de
I Informatica

Categories | Interaction

Amount of functionality the honeypot provides
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The greater the interaction level,
the more we can learn

Risk level of honeypots:
« Chance that attackers can use a honeypot to harm, attack

or infiltrate other resources/systems

The greater the interaction, the more complexity and risk

Emulated
Application

Emulated
Application

Application

Emulated
Operating System

Operating System

Operating System

LIH

MIH

HIH

Purpose

Nature

Setup

Variety

Form

Interaction

C
=
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Low-Interaction Honeypot (LIH)

Categories | Interaction

« Easiest type of honeypot to install, configure and maintain
« Low or limited risk for production systems ¢
« Customized to specific attacks ©}¢"

 No real (or reduced) interaction for attackers K}

« Can only capture known attacks €}

« Can easily be detected by skilled attackers ©)

CYBER-
SECURITY

Purpose

Nature

Setup

Variety

Form

Interaction

Emulated
Application

Emulated
Application

Application

Emulated

Operating System

Operating System

Operating System

LIH

MIH

HIH

LIH examples:
 Nepenthes
 Honeyd
 Honeytrap

C
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https://github.com/jrwren/nepenthes
http://www.honeyd.org/
https://github.com/honeytrap/honeytrap
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Medium-Interaction Honeypot (MIH)

Categories | Interaction

« Attackers interact with the decoy file system )
* Files (malware) can be uploaded and downloaded
« Attacker’s malware can be analyzed later off-line

 Reveal attacker’s intended objectives «

* Low vulnerability to exploits / Minimum level of risk
« Required additional configuration steps to make the

deception as realistic as possible €}
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Emulated

Application

Emulated
Application

Application

Emulated

Operating System

Operating System

Operating System

LIH

MIH

HIH

MIH examples:

Specter

Dionaea

HoneyBot

Purpose

Nat

ure

Setup

Variety

Form

Interaction

€.



http://www.specter.com/
http://dionaea.carnivore.it/
http://www.atomicsoftwaresolutions.com/
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B0 stopped
SEH stopped

Engire Mezzages ¥ Emetz [ Connections | GENERIC  stopped
Start Engine |  Reconfigue | tosd | apout |
Stop Engine | Log Analyzer | Save | Licernse |

Hest Mame ; facatssr 2| Uses Configuration | 2|

SystemName:  [SVR4BLGT Bl | Newiok Configursiion ] =

Configuiation Yersion:  [2.0

?
2 \web Senvice Configuation| 7
Mai Serves IP Address - 2|

Mail Addkess: | 2| [ Include seltings nmal: 2|
Shott Mail sddress : 2| StawsMail Peiod [n): [24 7]

[ Remabs Management Port : |—28

Set Password ﬂ
IP Addresses _':‘_J
Edit Mezsage ﬂ

[T Use custom waning message i‘

¥ E=pect fiendly conneclions

¥ Use custom mal message for POP3

iHE”D Fred - nice to see pou again.
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Emulated Emulated Application
Application Application Applica
Emulated SN v -
Operating System Operating System Operating System
LIH MIH HIH

MIH examples:

Specter

Dionaea

HoneyBot

Purpose

Nature

Setup

Variety

Form

Interaction

€.



http://www.specter.com/
http://dionaea.carnivore.it/
http://www.atomicsoftwaresolutions.com/
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Categories | Interaction

High-Interaction Honeypot (HIH)

« Valuable data captured from attackers ¢
« Network/system actions, tools, behaviors, etc.

Maximum level for learning on attacks & methodologies 7
Learn to prevent future attacks and threats

Very time and resource consuming £}

High level of risk for production systems €}

« Deploy further security systems to reduce risk levels
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Emulated
Application

Emulated
Application

Application

Emulated
Operating System

Operating System

Operating System

LIH

MIH

HIH

HIH examples:

Argos

Cuckoo Sandbox

Sebek

Purpose

Nature

Setup

Variety

Form

Interaction
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http://www.few.vu.nl/argos/
https://www.honeynet.org/project/Cuckoo
https://projects.honeynet.org/sebek/
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Categories | Summary

High-interaction

Violate

Installation of Rootkits
Alteration of Logs
Setup of Backdoors
Launch of New Attacks

[evel of

Exploit

Brute force attack
Buffer overflow
Cross-site scripting -

Probe
Port Scan
Vulnerability Scan
Connection Attempt

Control

Level of
Detection
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Freely-available honeypot tools

m The Honeynet Project, https://www.honeynet.org
27 repositories with source code: https://github.com/honeynet

Kippo, “SSH honeypot that can log brute force attacks,”
https://github.com/desaster/kippo

Cowrie, “SSH and Telnet honeypot,” https://github.com/cowrie

Glastopf, “Web application honeypot that emulates often-exploited web
vulnerabilities (e.g. SQL injection),” http://glastopf.org

Dionaea, “Honeypot to collect malware in Windows services (SMB,
HTTP, TFP and FTP),” http://dionaea.carnivore.it

Thug, “Emulating a web browser,” http://buffer.github.io/thug

C
=
=
-

F


https://www.honeynet.org/
https://github.com/honeynet
https://github.com/desaster/kippo
https://github.com/cowrie
http://glastopf.org/
http://dionaea.carnivore.it/
http://buffer.github.io/thug

MASTER IN
CYBER— | uneoax

SECURITY | =™

Building the lab

Dr. Pantaleone Nespoli, Dr. Juan Antonio Martinez Navarro

éﬂ ‘@ UNIVERSIDAD r Facultad de
DE MURCIA I Informatica



	Building the lab
	Agenda
	Anonymizing your activity
	Anonymizing your activity
	Anonymizing your activity
	Overview & Impact
	Botnets impact
	Botnets impact
	Slide Number 9
	Slide Number 10
	Honeypot definition
	Honeypot definition
	Honeypot | Main functions
	Honeypot | Timeline
	Taxonomy
	Slide Number 16
	Slide Number 17
	Slide Number 18
	Slide Number 19
	Slide Number 20
	Slide Number 21
	Slide Number 22
	Slide Number 23
	Slide Number 24
	Slide Number 25
	Slide Number 26
	Slide Number 27
	Slide Number 28
	Slide Number 29
	Slide Number 30
	Slide Number 31
	Slide Number 32
	Slide Number 33
	Slide Number 34
	Slide Number 35
	Slide Number 36
	Slide Number 37
	Slide Number 38
	Slide Number 39
	Building the lab

