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* Linguistics is a science
— Linguistic methods are tested by experiments.
— Some linguistic methods can be automated in
software.
* Corpus linguistics involves several disciplines
and can be applied to different linguistic
aspects.

— Leech (1992): language in use
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* Forensic linguistics attempts to solve forensic issues by using tools
from:

— Linguistics
— Corpus linguistics
— Computational linguistics

Forensic computational linguistics
— Developed out of linguistic theory and computational linguistics
— Using language as evidence

e Itis crucial that the expert witness provides error rates starting with
known data, i.e., ground truth data.




- - - S UNIVERSIDAD DE
Forensic computatlonal |IngUIStICS MURCIA

Innovations in forensic science

— Examples of standard procedures from non-
forensic sciences:
* Forensic Toxicology from Chemistry
* Forensic DNA Identification from Paternity Testing
e Forensic Linguistics from Computational Linguistics
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Standard linguistics procedures, e.g.,

— Normalizing frequency instead of using raw frequency
when comparing corpora of different sizes.

— Corpora annotation
 Automatic
e Manual

* Semi-automatic

— Post-editing human correction is recommended as a standard
industry practice (Cantos-Gomez 2013; McEnery & Hardie 2012)
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> Q
But WHY USING CORPORA IN FORENSIC @lé
COMPUTATIONAL LINGUISTICS?

 Empirical analysis grounded in linguistic theory
that can be replicated:

— Coulthard (1994) advocated for the use of corpus in
forensic linguistics given the possibilities that the
empirical exploration of corpora can provide in terms
of evidence and investigation.

— Chaski (1997) developed the first specific corpus for
forensic authorship identification

* Funded by USDOJ and available to researchers who
meet research proposal standards.




UNIVERSIDAD DE

Corpus linguistics for forensic purposes MURCIA

Chaski Writing Sample Database (Chaski 1997)

Task ID Topic

1 Describe a traumatic or terrifying event in your life and how you handled it

Describe someone or some people who have influenced you

What are your career goals and why?

What makes you really angry?

A letter of apology to your best friend

A letter to your sweetheart expressing your feelings

A letter to your insurance company

A letter of complaint about a product or service

O S0 =1 | O | e |

A threatening letter to someone you know who has hurt you

[
=

A threatening letter to a public official or celebrity whom you do not know

LAEL
ru years
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The four corners of forensic linguistics

Identification Text-typing’ e.g.,
(speaker / author / Is this a real threat?

language) Is this truthful or false?

Inter-textuality:

Are these texts related Linguistic profiling, e.g.,

to each other?
How similar are these
two texts?

Age, Dialect, Gender,
Education, L1
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Identification
(author)

Today’s webinar

Text-typing:
Is this truthful or false?
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Text-typing:
Is this truthful or false?




Text-typing: Is this truthful or false?

e Different tools for automated deception detection

— Deception data can be experiment in lab versus real-life
experience:
* Low-stakes
— No harm can be done
* High-stakes
— Real-life damages are possible and likely
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* Deception detection

— Ground truth data that are forensically feasible

e “Ground truth” data means data that we know what the
correct answers are.

— For deception detection, we need data where we know
documents are true or false.

* When a method is tested on ground truth data, we can
accurately report its error rate.
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Computational classification of written statements as true or false

Automatic extraction of
lexical features for different
purposes, e.g.:

General Inquirer (Stone et al.
1962)

LIWC: Linguistic Inquiry and
Word Count (Pennebaker et al.
2001)

UMTextStats (Garcia-Diaz et al.
2020)
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e Corpus collection for deception detection (Almela, Valencia-
Garcia, & Cantos 2013)

100 participants

- Native speakers of European
Spanish
+ University students

Spanish

Truthful Untruthful

Homosexual
@, adoption ﬁ
g Bullfighting g
5 o [

friend

94 words/statement
56,882 words
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e Linguistic Inquiry
R and Word Count

e Automatic extraction of lexical features: LIWC

categories
— 4 broad dimensions » Relationship between language and...
* Linguistic processes > State of mind
* Psychological processes > Mental health
+ Relativity » Truth value
e Personal concerns
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Example: LIWC Dimension | — Standard linguistic categories

Total pronouns Pronoun I, our, they, you re

Total first person Self I, we, me
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Example: LIWC Dimension | — Standard linguistic cat

Total ;—; ”"

— e e— e

pronouns S

Total 1st
person r

\ ASt 96‘50“ }

Not to mix categories with redundant information
in automatic classification experiments
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Example: Stylometric dimension

Standardized type/token ratio

Mean word length
Sentences/WC
1-letter words/WC
2-letter words/WC
3-letter words/WC
4-letter words/WC
5-letter words/WC
6-letter words/WC
7-letter words/WC

Complex words/WC

O -
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Machine learning techniques

e Goal of automatic classification (Almela et al. 2013)

* To use an object's characteristics to identify which class it belongs to

e C(Classification decision based on the value of a linear combination of the
characteristics

Feature
values

—> Feature
vector

» Support Vector Machine (SVM)
* Representation of examples as points in space

&
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Machine learning techniques

e 10-fold cross-validation

Training examples
marked as
belonging to one of
two categories
(true/false)

Building of a
model assigning
new examples to

categories

Raw Corpus Analysed
Corpus

Validation A
Y (D).~
Results S K0 years
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Machine learning techniques

 Feature vectors = 31 classifiers
 LIWC dimensions including terminal categories

e Stylometric dimension I 1+ styl
2 2+ styl.
3 3+ styl.
4 4+ styl.
: 12 1 2+ styl.
"yzﬁ '} ‘- WE KA 13 1 3+ styl.
The University 1_4 1_4+ styl.
of Waikato 2.3 23+ styl.
- 2 4 2 4+ styl.
3 4 3 4+ styl.
123 1 2 3+ styl.
124 1 2 4+ styl.
13 4 1 3 4+ styl.
234 2 3 4+styl.
1234 123 4+styl
| s [T
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Machine learning techniques

1. Linguistic
processes “Function words can pvovide powevﬁd

ns ight into the human psyche.”

4. Personal
concerns Chung & Pennebaker (2007: 344)
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Machine learning techniques
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Real life applications: VeriPol

e \VeriPol (Quijano-Sanchez, Liberatore, Camacho-Collados, &
Camacho-Collados 2018)

* Assessment of false violent robbery cases for the Spanish National Police
(CNP)

* NLP and ML methods in a decision support system providing police
officers with the probability that a given report is false

* Ground truth data: Corpus of 588 false robbery reports and 534 truthful
robbery reports
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Real life applications: WISER (WItness Statement

Evaluation Rank)

ALIAS
Technology
e ALIAS Technology, LLC (CEO: Carole E. Chaski, PhD)
— Task: Does this text contain deceptive language?

— Uses: It can help investigators prepare for interrogations by

analyzing witness statements after the interview but before the
interrogation.

— Speed: WISER1 runs very quickly, in minutes.

— Notes: Law enforcement agencies who enter into a research relationship with
the Institute for Linguistic Evidence (ALIAS Technology’s sister for R&D) can
obtain access to WISER1 without cost for a negotiated period of time.

— Accuracy: It currently attains over 90% accuracy distinguishing truthful from
false witness statements from actual criminal investigations. However, the
Institute for Linguistic Evidence is conducting ongoing research on new text
collections to determine under what conditions WISER can continue this high
level of accuracy.

— Current languages: English
— Research-in-progress languages: Spanish

O
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Evaluation Rank)

JAY I PARSS
Technology

e Chaski, Almela, Holness, & Barksdale (2015): S

1. Experimental data: students writing two narratives of a traumatic
experience, one truthful and the other false —> 71% accuracy

2. High-stakes data, actual statements from real criminal investigations
with non-linguistic evidence of their veracity or falsehood = 93%
accuracy




In a nutshell...

* I[mportance of contextualized study of deception

* Ground truth data (collaboration with law
enforcement)

e Existing tools = NOT INFALLIBLE

* As linguists, we should keep on testing what is
used in real life and trying to improve it with our
linguistic knowledge.




ALIAS: A system for linguistic evidence

= System maintained on secured, web-accessible server.

= Subscribers access system to input/store linguistic
data.

= Text, voice and image data can be stored.

Linguistic Evidence
Data

= ALIAS modules perform high-level linguistic analysis.
SO CHHIEDATGEIWAEY =  Each module is tuned for its specific task.
= Modules can be added rapidly when R&D warrants.

Results for = R&D includes testing on ground-truth data.
Investigation & = R&D produces quantity requirements and error rates.
Testimony = ALIAS modules meet US legal evidence standards.




ALIAS: A system for linguistic evidence

Authorship
identification

Predatory chat

Suicide note
classification

ALIAS
(Automatized Linguistic
Identification and
Assessment System)

Linguistic profiling
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Threat
assessment

Textual
similarity




Authorship identification

Identification
(author)

LAEL




ALIAS SynAlID: Syntax-Based Author ID

Syntactic method

— Syntactic analysis

* |dentification of the roles that words and punctuation play in
a given phrase structure or set of phrase structures;

* |dentification of the relationships between them.

— Syntactic analysis also takes into account the
complexity of phrase structures: markedness
(Battistella 1990)

* Unmarked phrase —“the professor”

* Marked phrase —“the Swedish professor who you met at
the conference”




ALIAS SynAlID: Syntax-Based Author ID

* The reality of phrase structure in our cognition
— Common experience of being able to finish another person’s sentence
— Reality of phrase structure in our cognition
* Demonstrated neurologically and accepted by linguists of all schools

— Another common experience: not being able to repeat verbatim what has
been said

* Phrase structure degrades in memory within milli-seconds: we remember
the meaning instead of the form, since the purpose of language is
communication of meaning

* Syntactic structures are not easy to imitate, because they are not easy to
remember

— They can be measured in all authors, since they must be used in
producing language




ALIAS SynAlID: Syntax-Based Author ID

e Data analysis procedure: Main steps (Chaski 2005)

— KD are analyzed linguistically using the SynAID method:

* Each word is tagged for its syntactic category (noun, verb, adjective,
etc.)

* The combination of tags is categorized as “marked” or “unmarked”
* Each document is measured for 26 syntactic features

* The 26 SynAlID linguistic categories are quantified so that each bundle
and each individual text has a numerical profile

* The numerical profiles of the known authors are tested statistically
using Linear Discriminant Function Analysis to determine if SynAlD can
differentiate the different authors (cross-validated accuracy)

* Using that statistical model, it is applied to classify the QD, reporting
error rate

O



ALIAS SynAlID: Syntax-Based Author ID

e Syntactic method (Chaski 2005)

— SynAID has been used in ~50 cases, with average
accuracies >95%

— Admitted as scientific evidence in Federal, State
and Military Courts after evidence hearings

— Used in Canada, Australia and Europe
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1. Empirical testing of method independent of litigation.

2. Method is grounded in linguistics.

3. Method is tested on ground truth data that are forensically feasible.
4. All known and all questioned texts are analyzed the same way, by
computer software whenever possible, or protocol.

5. Data are not contaminated.

6. Statistical procedures are in method, and follow standard principles
of statistics including cross-validation.

7. A conclusion/prediction from testing the forensic data is stated in
the report and in testimony.

https://linguisticevidence.org/

llll
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Ongoing research

* QOur research agenda for the WISER project:
(1) Getting Spanish translations of ALIAS categories
(2) Getting enough witness statements

* QOur research agenda for the Spanish version of ALIAS
SynAID (Almela, Cantos, & Almela 2020):

(1) Contrastive analysis of English and Spanish
(2) Measuring markedness categories in Spanish
(3) Empirical testing of categories: Corpus test




Final remarks

 Methods must be adjusted for realistic forensic use
* Methods must provide an error rate on forensic data

 Even within forensic science, methods should
continue to be driven by research within the forensic

setting
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Thanks for your attention!

angelalm@um.es

aalmela@linguisticevidence.org
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