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Capitulo 1

Resumen

1.1. Motivaciéon y Objetivos

La evolucion de Internet estd impulsando la expansién del paradigma del Internet de las Cosas
(IoT) , transformando la forma en que vivimos. El término IoT fue introducido por Kevin Ashton en
1999 [2| para denotar un ecosistema constituido por un elevado ntimero de dispositivos heterogéneos
interconectados (cosas) que recopilan, intercambian y procesan datos relacionados con su entorno.
Hoy en dia, el paradigma IoT estd teniendo un fuerte impacto en la sociedad, alentando la aparicién
de nuevos escenarios que prometen mejorar nuestra calidad de vida. En este sentido, un reciente
informe realizado por la compania loT Analytics pronostica que el nimero de dispositivos conectados
a Internet ascienda de los 21.200 millones actuales a 34.200 en el ano 2025 , como se muestra en

la Figura [I.1}

2% 10T ANALYTICS Insights that empower you to understand loT markets

Total number of active device connections worldwide

Number of global active Connections (installed base) in Bn
354

304

254

204

=
@
=
W
©

10

————————
N
o
o

r_}Non-IoT

M o1

o4
2015 2016 2017 2018 2019 2020 2021 2022 2023 2024 2025

Note: Non-loT includes all mobile phones, tablets, PCs, laptops, and fixed line phones. IoT includes all consumer and B28 devices connected - see loT break-down for further details
Source: loT Analytics Research 2018

Figura 1.1: Estimacion del niimero de dispositivos conectados a InternetEl

El IoT se fundamenta principalmente en el intercambio masivo de grandes volimenes de informa-
cion proveniente de diferentes dispositivos que actiian como fuentes de datos. Por ello, es considerado
como el principal impulsor de la era del Big Data , donde la informacién es un activo clave de
gran valor econémico y social . Asi, la integracién del IoT con técnicas de Big Data posibilita el

Ihttps://iot-analytics.com/state-of-the-iot-update-ql-q2-2018-number-of-iot-devices-now-7b/
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desarrollo de nuevos servicios que hacen uso de los datos compartidos para inferir nuevo conocimiento
y, en consecuencia, tomar decisiones mas eficientes en ambitos como el transporte o la sanidad. Sin
embargo, el despliegue de estos servicios atin presenta ciertos desafios relacionados con el tratamiento
de tales datos, especialmente en el caso de informacién de cardcter personal, donde un uso inadecuado
podria vulnerar la privacidad de las personas. De hecho, el estudio realizado por el organismo Mobile
Ecosystem Forum (MEF) constaté que la pérdida de privacidad y la seguridad son las principales
preocuaciones de la sociedad derivadas de la expansién del IoT, como refleja la Figura [T.2]
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Figura 1.2: Principales preocupaciones de la sociedad relacionadas con el IoTf]

En este sentido, la Unién Europea (UE) ha presentado diferentes instrumentos legales, como son la
directiva “Network and Information Security” (NIS)EI, la ya implantada “General Data Protection Re-
gulation” (GDPRE y la reciente regulacion “Cybersecurity Act’ﬂ con el fin de abordar los problemas
de seguridad y privacidad en una sociedad cada vez més dependiente de la tecnologia. Ademds de estas
iniciativas legislativas, existen otros esfuerzos adicionales que se centran en el contexto IoT. En parti-
cular, la Comisién Europea (CE) presenté el dictamen “Opinion 8/201/4 on the Recent Developments
on the Internet of Things’ﬂ que describe un conjunto de desafios de seguridad relacionados con la
proteccién de datos en entornos del IoT. Adicionalmente, propone una serie de recomendaciones para
abordar tales desafios, y la adopcién del enfoque Privacy by Design and Default como requisito
fundamental para la preservacién de la privacidad de las personas. De manera similar, la Furopean
Union Agency For Network And Information Security (ENISA) recoge en el informe “Baseline Se-
curity Recommendations for IoT in the context of Critical Information Infmstructures’ﬂ informacién
detallada sobre las amenazas de seguridad mas relevantes del IoT, definiendo ademds un conjunto de
buenas practicas para solventar o, al menos, mitigar tales riesgos. Estos esfuerzos e iniciativas de la
UE, junto con otros similares como la Alliance for Internet of Things Innovation (AIOTI)Elo el Inter-
national Energy Research Centre (IERCﬂ son un fiel reflejo de la importancia que Europa atribuye
a la seguridad y privacidad en el contexto IoT.

La materializacién de esfuerzos regulativos y legales sobre escenarios del IoT exige la aplicacion
de diferentes soluciones complementarias que permitan abordar las preocupaciones de seguridad y
privacidad identificadas en estos ecosistemas de comparticién de datos. Solo asi se lograra incrementar
la confianza de las personas y fomentar el despliegue de los escenarios IoT a gran escala. En este
sentido, las soluciones de seguridad adoptadas deben adecuarse a las particularidades inherentes de
tales escenarios, en particular:

= Heterogeneidad del IoT. Los escenarios del IoT representan entornos basados en la compar-
ticién masiva de informacién, que es habilitada a través de la integracién y coexistencia de una

*https://mobileecosystemforum.com/2016/04/07/trust-related-concerns-hamper-consumer-adoption-iot/

Shttps://eur-lex.europa.eu/eli/dir/2016/1148/0j

“https://eur-lex.europa.eu/eli/reg/2016/679/0j

Shttps://eur-1lex.europa.eu/eli/reg/2019/881/0j

Shttps://www.pdpjournals.com/docs/88440.pdf

"https://wuw.enisa.europa.eu/publications/baseline-security-recommendations-for-iot/at_download/
fullReport
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amplia variedad de tecnologias en las diferentes capas de la pila de protocolos IoT [57]. Asi,
dado el alto grado de heterogeneidad presentado por estos escenarios, se precisa la aplicacién
de soluciones de seguridad en los niveles superiores para la proteccion del intercambio de datos,
de manera que tales soluciones sean independientes de las tecnologias y protocolos en las capas
subyacentes.

= Restricciones de recursos. Gran parte de los dispositivos desplegados en un escenario IoT pre-
sentan limitaciones en términos de capacidad de computacién, memoria y consumo de energia [11].
Adicionalmente, las comunicaciones entre tales dispositivos suelen realizarse a través de redes
con bajo ancho de banda, donde la unidad de transmision mdzima (MTU) es limitada (p.ej., en
IEEE 802.15.4 [54], la MTU es de 127 bytes). Estas restricciones dificultan el uso de primitivas
criptogréaficas fuertemente demandantes en recursos. Por tanto, se requieren soluciones de se-
guridad adaptadas a entornos restringidos, es decir, soluciones ligeras y eficientes que permitan
reducir el consumo de recursos y ancho de banda de red.

= Presencia de entidades intermedias. La integraciéon de ciertas entidades intermedias en las
comunicaciones (p.ej., proxies) tiene por objetivo paliar los problemas de rendimiento derivados
de las limitaciones de los dispositivos y redes en escenarios del IoT. Si bien los proxies permiten
mejorar la eficiencia y escalabilidad, su presencia puede convertirse en un incoveniente cuando
se requiera asegurar la proteccién de los datos desde el emisor al receptor (seguridad extremo-
a-extremo) [26]. Asi, deben considerarse soluciones capaces de garantizar la proteccién de los
datos extremo-a-extremo, incluso en presencia de entidades intermedias.

= Comunicaciones en grupo. El modelo de comunicacién uno-a-muchos permite que un emi-
sor comparta datos con un conjunto de receptores mediante el envio de un Unico mensaje,
reduciendo asi la sobrecarga de red y el consumo de recursos. En este sentido, el patron pu-
blicacion/subscripcion es ampliamente utilizado en el contexto IoT para la realizacién de las
comunicaciones en grupo, como en [68,73]. Sin embargo, dicho modelo de comunicacién compli-
ca la aplicacion de enfoques de seguridad concebidos para comunicaciones uno-a-uno, como la
tradicional criptografia simétrica o asimétrica. Por tanto, se requieren soluciones de seguridad
que ofrezcan un alto grado de flexibilidad, de manera que puedan ser aplicables también para la
proteccién de comunicaciones uno-a-muchos.

De acuerdo con las particularidades mencionadas, el conjunto de soluciones adoptadas tiene por
objetivo la gestion de la seguridad en escenarios del IoT, de manera que se garantice la proteccién de la
informacién durante todo su ciclo de vida en estos entornos de comparticién de datos. Adicionalmente,
tales soluciones deben basarse en estandares existentes, asi como en recientes enfoques propuestos por
grupos de estandarizacion y organizaciones de relevancia que presentan especial interés en aspectos
de seguridad, como el Internet Engineering Task Force (IETF)E o el European Telecommunications
Standards Institute (ETSI)E

Asi, los desafios y requisitos de seguridad y privacidad presentados anteriormente han sido los
principales impulsores del desarrollo de esta tesis, motivando el desarrollo de una Arquitectura
de Seguridad centrada en Datos para la Integracion de Dispositivos Restringidos en
Escenarios del IoT. En consecuencia, se establecieron los siguientes objetivos:

= Objl. Andlisis de los requisitos de seguridad y privacidad en escenarios del IoT, considerando
las particularidades previamente mencionadas de estos entornos de comparticién de datos.

= Obj2. Andlisis de las recomendaciones, estandares y propuestas existentes en la literatura pa-
ra asegurar la proteccién de los datos en escenarios del IoT, identificando sus limitaciones y
restricciones.

Ohttps://wuw.ietf.org/topics/security/
Uhttps://www.etsi.org/committee/cyber
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= Obj3. Diseno y desarrollo de un mecanismo que habilita el intercambio seguro de datos entre
grupos de entidades en escenarios del IoT.

= Obj4. Disefio y desarrollo de un mecanismo que habilita el establecimiento de asociaciones de
seguridad extremo-a-extremo en escenarios del IoT.

= Obj5. Despliegue y evaluacion de las soluciones de seguridad desarrolladas con el objetivo de
demostrar su viabilidad en escenarios del IoT.

= Obj6. Propuesta de una arquitectura de seguridad para garantizar la proteccién de datos durante
todo su ciclo de vida en escenarios del IoT.

En este sentido, el andlisis de requisitos de seguridad y privacidad en diferentes escenarios del IoT
permitieron identificar la necesidad de soluciones de proteccién de datos eficientes y efectivas para
estos entornos de comparticién de datos. Ademds, se constaté que muchos de los estandares y pro-
puestas existentes no se ajustaban adecuadamente a las particularidades inherentes a estos escenarios,
como son la heterogeneidad de tecnologias, las restricciones de recursos de los dispositivos, la presencia
de proxies y las comunicaciones uno-a-muchos. Asi, de acuerdo a las conclusiones derivadas de este
analisis, surgié la necesidad de disenar una arquitectura que tiene por objetivo garantizar la seguridad
de la informacién durante todo su ciclo de vida en el contexto IoT. Asi, la arquitectura propuesta en
esta tesis engloba diferentes soluciones de la capa de aplicacién cuya combinacién asegura la protec-
cién de los datos en escenarios del IoT. En particular, la arquitectura integra un enfoque criptografico
ligero, flexible y escalable basado en el esquema de cifrado Ciphertext-Policy Attribute-Based Encry-
ption (CP-ABE) [9], con el fin de habilitar la comparticién segura de informacién entre grupos de
entidades. Adicionalmente, dicho enfoque es extendido con un mecanismo de intercambio de claves
basado en un reciente esfuerzo de estandarizacién del IETF conocido como Ephemeral Diffie-Hellman
Over COSE (EDHOC) [27], que permite el establecimiento de asociaciones de seguridad en estos es-
cenarios restringidos. Cabe resaltar que este mecanismo considera la realizacién de una fase previa de
bootstrapping, en la que las diferentes entidades obtienen sus correspondientes credenciales y claves
para unirse a la red de manera segura. En este sentido, se ha considerado el servicio de boostrapping
Low-Overhead CoAP-EAP (LO-CoAP-EAP) [21] debido a que fue especificamente diseniado para el
contexto IoT. Finalmente, se propuso la realizacién de un andlisis de rendimiento de las diferentes so-
luciones integradas en la arquitectura, para demostrar su viabilidad y ventajas frente a otros enfoques
planteados actualmente para escenarios del IoT.

Los objetivos anteriormente definidos impulsaron el desarrollo de esta tesis doctoral, y su conse-
cucion derivo en el conjunto de resultados presentado es la siguiente seccion.

1.2. Resultados

En esta seccion se detalla el conjunto de trabajos desarrollados para la consecucién de los objetivos
que fueron planteados al comienzo de la tesis doctoral. Ademas, estos trabajos han sido presentados
en forma de publicaciones en conferencias y revistas de alto impacto, las cuales recogen gran parte de
los resultados logrados durante la realizacién de esta tesis, como se muestra en la Tabla [T.2]

En concreto, se llevé a cabo la identificaciéon de los principales desafios de seguridad y privacidad
derivados de la realizacion de los escenarios del IoT, tomando como base trabajos de investigacion
previos [72,|7§]. Del mismo modo, se examiné el conjunto de contramedidas propuesto en [58] con el
fin de solventar, o al menos mitigar, tales desafios. Cabe destacar que las conclusiones derivadas de
este trabajo fueron incluidas como parte del proyecto europeo Horizon H2020 ARMOURE el cual
tenia por objetivo proporcionar soluciones de seguridad testadas y certificadas para fomentar asi el
despliegue a gran escala del IoT [91].

2https://www.armour-project.eu/
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Nro.

Resultado

Objetivo

Publicacion

Identificacién de los principales desafios de
seguridad y privacidad en escenarios del
IoT, asi como estudio de soluciones poten-
ciales que permitan abordar, al menos de
manera parcial, tales desafios

Obj1, Obj2

191], 87, [90], [88], |84

Diseno e implementacién de una soluciéon
flexible que permite la comparticién segura
de datos entre grupos de entidades en esce-
narios del IoT

Obj3

|34]

Diseno e implementacién de un enfoque li-
gero de la solucién para la comparticion se-
gura de datos en grupo previamente desa-
rrollada, con el fin de mejorar la eficiencia
y escalabilidad en escenarios del ToT

Obj3

[89], [92], [88]

Disenio e implementaciéon de una solucién
de intercambio de claves ligera que permite
el establecimiento de asociaciones de segu-
ridad extremo-a-extremo en escenarios IoT

Obj4

[90], [94], 93]

Diseno e implementacién de una versién re-
ducida de la solucién de intercambio de cla-
ves anteriormente implementada, con el fin
de reducir tanto el consumo de recursos en
dispositivos restringidos como la sobrecarga
de red en escenarios del IoT

Obj4

[90] -

Diseno e implementacion de extensiones a
tecnologias de bootstrapping para el IoT,
con el objetivo de establecer el material
criptografico requerido por las soluciones de
intercambio de claves desarrolladas

Objd

[37]

Evaluacion de las soluciones propuestas me-
diante su instanciacion en diferentes esce-
narios del IoT, para verificar su viabilidad
y adecuacion en estos entornos restringidos
de comparticiéon de datos

Obj5

[90], [87], [88], [84], [85], [86]

Integracién de las soluciones propuestas pa-
ra llevar a cabo el disenio de una arquitectu-
ra destinada a proteger los datos comparti-
dos durante todo su ciclo de vida en esce-
narios del IoT

Obj6

[90], [87], [88], [84]

Tabla 1.1: Resultados alcanzados durante la realizacién de la tesis

Los desafios y contramedidas identificados anteriormente fueron utilizados como punto de partida
para el diseno de un enfoque de seguridad basado en el esquema de cifrado CP-ABE, cuya arqui-
tectura es presentada en [84]. Este enfoque se fundamenta en el concepto de bubble, que representa
un grupo de entidades compartiendo informacién bajo ciertas condiciones. Asi, para llevar a cabo la
diseminacién segura de datos dentro de una bubble en particular, se establece el uso de CP-ABE, de
manera que las entidades mantienen el control sobre cémo se comparte su informacion. Posterior-
mente, se disenié e implementé un nuevo mecanismo mas ligero de este esquema de cifrado llamado
SymCpAbe [84))88,89/92]. Para ello, se propuso la combinacién de CP-ABE con la criptografia de clave
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simétrica, mejorando la eficiencia y escalabilidad mientras se mantiene la flexibilidad y expresividad
del esquema CP-ABE original. Asimismo, estas soluciones para la comparticién segura de datos en
grupo fueron desplegadas y evaluadas en escenarios reales del IoT, donde un gran volumen de datos
es compartido entre diferentes entidades heterogéneas, desde un sensor con restricciones de recursos
hasta un servicio de alto nivel basado en datos. Para ello, se hizo uso de diferentes componentes
de la plataforma FIWAREH con el fin de favorecer la compatibilidad e interoperabilidad con otros
despliegues IoT existentes. Dicha evaluacion permitié demostrar la aplicabilidad e idoneidad de la
solucién propuesta en estos entornos restringidos de comparticién de datos. Asimismo, resaltar que
los resultados obtenidos fueron presentados en el &mbito de dos proyectos europeos, en concreto, FP7
SocloTa[™ y CHIST-ERA Use-1T["}

Adicionalmente, se considero la integracién de un mecanismo de intercambio de claves complemen-
tario al enfoque anterior. En particular, este mecanismo permite a las entidades establecer asociaciones
de seguridad, que confirman la legitimidad de las entidades para participar en el proceso de comparti-
cién de datos en grupo. Sin embargo, la presencia habitual de proxies en el contexto [oT se convirti6
en un nuevo desafio a superar para garantizar el establecimiento de dichas asociaciones de seguridad
entre las entidades implicadas. Si bien los proxies permiten mejorar la escalabilidad y eficiencia en
las comunicaciones, su presencia también tiene su parte negativa: rompen el modelo de seguridad
extremo-a-extremo. Para abordar este desafio, se llevé a cabo el diseno y desarrollo de un mecanismo
de intercambio de claves ligero basado en EDHOC, cuyos mensajes son encapsulados y transportados
a través del protocolo de comunicacién Constrained Application Protocol (CoAP) [81]. Asi, median-
te este enfoque, se habilita el establecimiento de asociaciones de seguridad extremo-a-extremo entre
dos entidades en escenarios del IoT, incluso en presencia de otras entidades intermedias, como pro-
xies [90]. Posteriormente, dicha solucién de intercambio de claves fue propuesta en [93,/94] como un
proceso alternativo a la configuracién manual para la distribucién y actualizacion de claves de sesién
en arquitecturas Long Range Wide Area Network (LoRaWAN) [69]. Paralelamente, se desarrollé una
versién compacta de este mecanimo (CompactEDHOC), en la que se suprime la negociacién de los
parametros de seguridad requeridos por el enfoque original. En su lugar, estos parametros de segu-
ridad son almacenados en una entidad resource directory [82], reduciendo atin més el consumo de
recursos en dispositivos restringidos y la sobrecarga de red. Adicionalmente, se realizé una evaluacion
de rendimiento de ambas soluciones basadas en EDHOC, con el objetivo de demostrar sus ventajas
frente a otros enfoques similares que son ampliamente utilizadas en la actualidad para el contexto
IoT, como el handshake del protocolo Datagram Transport Layer Security (DTLS).

Sin embargo, la aplicaciéon de estos mecanismos de intercambio de claves basados en EDHOC
evidencio la falta de una fase anterior en la que llevar a cabo el establecimiento de las credenciales de
autenticacién requeridas para su ejecucién. Esto motivo el trabajo presentado en [87], donde se propone
la integracién de tecnologias de bootstrapping [5] para la derivacién y célculo de tales credenciales
a partir de cierto material criptografico generado en dicho proceso de boostrapping. Adicionalmente,
con el fin de evaluar el nivel de seguridad ofrecido por estas soluciones de intercambio de claves,
en [85] se propuso el uso de un enfoque de testing automatizado que permite simplificar tal proceso de
evaluacién. Asi, tomando como punto de partida esta publicacién, en [86] se definié una metodologia
basada en el enfoque Model-Based Testing (MBT) |7] para evaluar diferentes propiedades de seguridad
de los mecanismos basados en EDHOC propuestos. En este sentido, es importante hacer notar que la
informacion obtenida a partir de esta evaluacion fue utilizada para detectar y resolver ciertos errores
de implementacion.

El conjunto de estas soluciones ha impulsado el diseno de la arquitectura de seguridad planteada en
esta tesis, con el fin de garantizar la proteccién de los datos compartidos en escenarios del IoT. En este
sentido, los resultados presentados en esta seccién proporciona una visién general del plan de trabajo
seguido para la consecucion de los objetivos previamente establecidos. Esta visién es posteriormente
ampliada en el Capitulo [3] donde se desarrollan de manera detallada las soluciones propuestas.

Bhttps://www.fivare.org/
4https://cordis.europa.eu/project/id/609112
Phttp://useit.eu.org/
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1.3. Conclusiones y Trabajos Futuros

La expansion del IoT se estd viendo impulsada con la llegada de recientes tecnologias de comuni-
cacion, como el 5G, que posibilitan el intercambio masivo de informacién entre un elevado nimero de
dispositivos heterogéneos interconectados. Esta evolucion de Internet estd alentando la aparicién de
nuevos escenarios, los cuales representan ecosistemas donde diferentes dispositivos fisicos desplegados
detectan y comparten datos sobre su entorno con el propdsito de transformar y mejorar servicios
cotidianos, como los sistemas de transporte o sanidad. Sin embargo, la realizacién de este paradigma
de sociedad basada en datos [61] presenta importantes desafios de seguridad relacionados con el tra-
tamiento de informacién de caracter personal, pudiéndose vulnerar la privacidad de los participantes.
En consecuencia, la proteccion de los datos es considerada como un aspecto clave para incrementar la
confianza de las personas y lograr el desarrollo de los escenarios del IoT a gran escala.

En este sentido, determinados organismos de estandarizacién han llevado a cabo anélisis sobre los
problemas de seguridad y privacidad derivados de la aplicacién del IoT, proporcionando recomendacio-
nes sobre como abordarlos y lograr asi ecosistemas seguros y confiables. Si bien tales recomendaciones
no son juridicamente vinculantes, la recientemente implantada GDPR tiene por objetivo regular, a
nivel legislativo, la proteccién de informacién personal, asi como la forma en que las organizaciones
la procesan, almacenan y eliminan. Sin embargo, la aplicacién de enfoques de seguridad que asegu-
ren el cumplimiento de esta regulacién en escenarios del IoT no es trivial, dadas las particularidades
inherentes a estos ecosistemas de comparticion de datos.

De acuerdo a tales particularidades, esta tesis doctoral presenta una Arquitectura de Seguridad
centrada en Datos para la Integracién de Dispositivos Restringidos en Escenarios del IoT. El desa-
rrollo de esta arquitectura se fundamenta en un anélisis realizado sobre los problemas de seguridad y
privacidad en el contexto IoT. Las conclusiones derivadas de dicho andlisis constataron la necesidad de
nuevos enfoques destinados a hacer frente a los desafios de seguridad y privacidad detectados en estos
entornos de comparticion de datos restringidos, mas alld de la tipica criptografia de clave simétrica y
de clave publica. Asi, la arquitectura propuesta integra diferentes soluciones ligeras, flexibles y esca-
lables adaptadas a las particularidades de los escenarios del IoT, permitiendo garantizar la seguridad
de los datos durante todo su ciclo de vida.

En particular, se ha disenado e implementado un enfoque basado en el esquema de cifrado CP-
ABE, que permite la comparticién segura de datos dentro de un grupo especifico de entidades definido
como bubble. Adicionalmente, se ha presentado una nueva versiéon hibrida de este enfoque llamada
SymCpAbe, que combina la criptografia simétrica para el cifrado de la informacion, con la criptografia
basada en atributos para la diseminacién de datos en grupo. De esta forma, se logra mejorar la eficiencia
y escalabilidad de la versién original. Asimismo, la realizacién de los enfoques propuestos se basa en
diferentes componentes de la plataforma FIWARE, facilitando su compatibilidad e interoperabilidad
con otros despliegues IoT existentes. Con el fin de verificar su adecuacién en escenarios del IoT,
este enfoque fue comparado con el esquema CP-ABE sobre un escenario real de smart building. Los
resultados obtenidos demostraron las ventajas de la solucién propuesta, logrando un equilibrio entre
eficiencia, flexibilidad y escalabilidad.

Del mismo modo, se ha llevado a cabo el disenio e implementacién de una soluciéon basada en el
protocolo de intercambio de claves EDHOC, con el objetivo de permitir el establecimiento de asocia-
ciones de seguridad extremo-a-extremo entre pares de entidades en escenarios del IoT. Para ello, el
enfoque propuesto considera el transporte de mensajes EDHOC sobre el protocolo de comunicacion
CoAP, que es la solucién sugerida por el propio draft de este enfoque de intercambio de claves. Cabe
senalar que, debido a su eficiencia y ligereza, esta soluciéon ha sido integrada en una arquitectura
LoRaWAN para cubrir la falta de un mecanismo de actualizacién de claves de sesién en este tipo
de redes. En paralelo, se ha disenado y desarrollado una versién maés reducida del enfoque propuesto
(CompactEDHOC), que se fundamenta en la extraccién de los parametros de seguridad y su almace-
namiento previo en una entidad resource directory. Los resultados de evaluacién de ambos enfoques
han evidenciado las ventajas de estas propuestas frente a otras soluciones de intercambio de claves
actuales, como el protocolo de handshake de DTLS.
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Sin embargo, estas soluciones basados en EDHOC requieren de credenciales pre-establecidas que
habiliten la autenticacion durante su ejecucién. En este sentido, el draft de EDHOC no aborda tal
aspecto, por lo que resulta necesario considerar otros enfoques de seguridad complementarios que
permitan establecer estas credeciales. Para tal fin, se ha adoptado el servicio de boostrapping LO-
CoAP-EAP, debido a que habia sido disenado y testado en escenarios IoT. En particular, se realizé una
extension de LO-CoAP-EAP que habilita la derivacién de las credenciales de autenticacién requeridas
por las soluciones propuestas, es decir, una clave simétrica compartida o los correspondientes pares
de claves privada/ptblica. Finalmente, la integracién de LO-CoAP-EAP con los enfoques basados en
EDHOC fue evaluada sobre un caso de uso IoT real, demostrando su adecuacién en estos escenarios
restringidos.

Las soluciones de seguridad anteriormente presentadas posibilitaron el cumplimiento de los obje-
tivos definidos al comienzo de esta tesis doctoral. Asi, la combinacién de tales soluciones dio como
resultado una arquitectura de seguridad que, considerando las particularidades de los escenarios del
IoT, asegura la proteccién de la informacién en estos entornos de comparticién de datos. Adicional-
mente, esta arquitectura se presenta como un excelente punto de partida para la realizacién de futuros
trabajos relacionados con aspectos de seguridad y privacidad en el contexto IoT.

En este sentido, se propone el diseno y desarrollo de mecanismos que permitan la distribucién
del cifrado y descifrado CP-ABE en diferentes nodos edge, los cuales trabajan de manera cooperativa
para la realizaciéon de dichas operaciones criptograficas. De esta forma, se consigue reducir atin més el
consumo de recursos, lo que permite mejorar el rendimiento del enfoque propuesto para la comparticion
segura de datos en grupo. Adicionalmente, se propone extender este enfoque mediante la inclusion
de esquemas de firma basados en identidad [33] con el fin de proteger la integridad de la informacién
compartida. Del mismo modo, se plantea examinar los esfuerzos de investigacién realizados por el
grupo de trabajo Authentication and Authorization for Constrained Environments (ACE)E, para la
incorporaciéon de modelos de autorizacién que permitan abordar aspectos relacionados con el control
de acceso en escenarios del IoT [29)].

Por otra parte, se plantea revisar el desarrollo de los enfoques basados en EDHOC, asi como llevar
a cabo su actualizacion a partir de la dltima especificacién de dicho protocolo. Asimismo, se propone
la extension de estos enfoques mediante el desarrollo de un mecanismo de reinicio que permita mejorar
el proceso de refresco de asociaciones de seguridad previamente establecidas. Ambas modificaciones
prometen incrementar el rendimiento de los enfoques de intercambio de claves propuestos en términos
de eficiencia y optimizacion del uso de recursos. Finalmente, otra prometedora linea de investigacion
planteada es la integracién del protocolo Object Security for Constrained RESTful Environments
(OSCORE) [28], que ha sido recientemente estandarizado. De esta forma, se logra enriquecer atin
mas la arquitectura presentada en esta tesis y, por consiguiente, aprovechar todas las ventajas que
ofrecen los enfoques de seguridad de la capa de aplicacién en el contexto IoT.

1.4. Estructura de la Tesis

Esta tesis doctoral estd organizada siguiendo el modelo de compendio de publicaciones y la mencién
de doctorado internacional reconocidos por la normativa vigente. Por consiguiente, el Capitulo
presenta un resumen en castellano en el que se describe la motivacién de la investigacién desarrollada,
asi como los objetivos que se establecieron al inicio de dicha investigacién. Ademas, se ofrece una
visién general del conjunto de resultados logrados a la conclusion de la tesis y su vinculacién con
los objetivos previamente definidos. De manera similar, el Capitulo [2] ofrece una versién en inglés del
resumen presentado en el capitulo anterior. Adicionalmente. el Capitulo [3|profundiza en los principales
desafios que motivaron el desarrollo de esta tesis. Ademds, se describe la arquitectura propuesta para
superar tales desafios, detallando los diferentes mecanismos de seguridad desarrollados que la integran.
Por su parte, el Capitulo [ incluye las cuatro publicaciones que componen esta tesis docotoral, en
particular:

16https://datatracker.ietf.org/wg/ace/about/
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= Protecting Personal Data in IoT Platform Scenarios Through Encryption-Based Selective Dis-
closure. Esta publicacién senala la confianza de los usuarios como aspecto clave para conseguir
el despliegue de los escenarios del ToT en la sociedad. En consecuencia, se define el concepto
de bubble, que representa a un grupo de de entidades donde la informacién es compartida bajo
ciertas restricciones de seguridad, siguiendo las preferencias de los propietarios de datos. La
materializacion de este concepto se basa en el uso de la criptografia basada en atributos, de
manera que la informacion compartida dentro de una bubble es protegida mediante una politica
de acceso CP-ABE. Asimismos, una clave utilizada para acceder a la informacion esta asociada
al conjunto de atributos de la entidad correspondiente. Adicionalmente, este enfoque es evalua-
do sobre un escenario real de smart building a través del uso de componentes de la plataforma
FIWARE. Los resultados obtenidos de la evaluacién demuestran la aplicabilidad y beneficios de
este enfoque en escenarios del IoT.

= A Lightweight and Flexible Encryption Scheme to Protect Sensitive Data in Smart Building
Scenarios. Siguiendo la linea de investigacion del trabajo anterior, esta publicacién destaca la
gran cantidad de informacién que se comparte en el contexto IoT. Esta informacién posibilita la
realizacién de nuevos servicios basado en datos, los cuales estan destinados a mejorar la calidad
de vida de las personas. Sin embargo, parte de esta informacién es de caricter sensible, lo que
podria daniar la privacidad de los individuos implicados si no se adoptan las acciones apropiadas.
Asi, se resalta la necesidad de soluciones de seguridad que permitan a los propietarios de los
datos establecer qué requisitos deben cumplir los servicios interesados en acceder a sus datos.
Con el fin de afrontar este desafio, se presenta un enfoque de cifrado ligero y escalable llamado
SymCpAbe, que combina la eficiencia de la criptografia de clave simétrica y la flexibilidad del
esquema criptografico CP-ABE. Ademas, el enfoque propuesto es evaluado en un escenario real
de smart building, y los resultados revelan sus ventajas frente al esquema CP-ABE original para
la comparticién segura de datos en grupo en escenarios del IoT.

= Application Layer Key Establishment for End-to-End Security in IoT. Esta publicacién se cen-
tra en la necesidad de soluciones que habiliten la proteccién de datos entre dos puntos finales
en el contexto IoT, incluso en presencia de entidades intermedias (p.ej., proxies). Para cubrir
esta necesidad, se presenta una primera soluciéon basada en el protocolo EDHOC, que permite
el establecimiento de asociaciones de seguridad entre pares en escenarios restringidos. Adicio-
nalmente, se propone una versiéon compacta del enfoque anterior llamada CompactEDHOC. En
esta segunda solucidon, los parametros de seguridad son almacenados previamente en un com-
ponente resource directory, por lo que su negociacién es eliminada del enfoque original. Asi,
esta optimizacion permite reducir ain més la sobrecarga de red y el consumo de recursos de los
dispositivos, mejorando asi el rendimiento para el establecimiento de asociaciones de seguridad
de extremo-a-extremo en escenarios del IoT.

» Architecture of Security Association FEstablishment Based on Bootstrapping Technologies for
Enabling Secure IoT Infrastructures. Esta publicacion revela la falta de un mecanismo previo que
habilite el establecimiento de credenciales de autenticacién requerido por las soluciones presen-
tadas en el trabajo anterior. Para abordar tal carencia, se considera la integracién de tecnologias
ligeras de bootstrapping en una fase previa, en particular, el servicio LO-CoAP-EAP. De esta
manera, cuando el proceso de bootstrapping concluye, los puntos finales poseen cierto material
criptografico que les permite derivar sus credenciales de autenticacién. Asi, estas entidades son
capaces de ejecutar la correspondiente soluciéon basada en EDHOC para el establecimiento y ac-
tualizacion de asociaciones de seguridad extremo-a-extremo. Adems4s, este enfoque es desplegado
y evaluado sobre un escenario real de smart building, donde los resultados obtenidos revelan las
ventajas de su aplicaciéon en el contexto del IoT.

Finalmente, el Capitulo [5| recoge la bibliografia relacionada con este documento, en particular, las
publicaciones referenciadas (Seccién [5.1]) y las publicaciones realizadas durante el desarrollo de esta
tesis doctoral (Seccién |5.2)).
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Chapter 2

Abstract

2.1. Motivation y Objectives

The evolution of the Internet is driving the expansion of the Internet of Things (IoT) paradigm [4],
transforming our everyday life. The term IoT was introduced by Kevin Ashton in 1999 [2] to denote an
ecosystem consisting of a high number of interconnected heterogeneous devices (things) that collect,
exchange, and process data related to their environment. Nowadays, the IoT paradigm is having a
strong impact on the society, encouraging the emergence of new scenarios that promise to improve
our quality of life. In this sense, a recent report presented by the IoT Analytics enterprise predicts
that the number of devices connected to the Internet will rise from the current 21.2 billion to 34.2 in
the year 2025 [35], as shown in Figure
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Source: loT Analytics Research 2018

Figure 2.1: Estimation of the number of devices connected to the Internelﬂ

The IoT is mainly based on the massive exchange of large volumes of information coming from
different devices that act as data sources. For this reason, such paradigm is considered as the main
driver of the Big Data era , where information is a key asset with a great economic and social
value . Thus, the integration of the IoT with Big Data techniques enables the development of
new services that make use of shared data to infer new knowledge and make more efficient decisions

Ihttps://iot-analytics.com/state-of-the-iot-update-ql-q2-2018-number-of-iot-devices-now-7b/
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accordingly in diverse areas such as transport or healthcare. Nevertheless, the deployment of these
services still presents certain challenges related to the treatment of such data, especially in case
of personal information, where an improper use could violate people’s privacy. In fact, the study
presented by the Mobile Ecosystem Forum (MEF) organization determined that privacy loss and
security are the main society’s concerns derived from the IoT expansion, as reflected in Figure
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Figure 2.2: Main society’s concerns related to the ToTP]

In this sense, the European Union (EU) has presented different legal instruments, such as the “Net-
work and Information Security” (NIS) directivﬂ the already implemented “General Data Protection
Regulation” (GDPRﬂ and the recent “Cybersecurity Act” regulatiorﬂ in order to address security
and privacy issues in an increasingly technology-dependent society. Along with these legislative ini-
tiatives, there are other additional efforts that focus on the IoT context. Specifically, the European
Commission (EC) presented the “Opinion 8/2014 on the Recent Developments on the Internet of
Things ’ﬂ which describes a set of security challenges related to data protection in IoT environments.
Furthermore, this opinion proposes a series of recommendations to overcome such challenges, as well
as the adoption of the Privacy by Design and Default approach as a core requirement for people’s
privacy preservation. Similarly, the Furopean Union Agency For Network And Information Security
(ENISA) includes in the “Baseline Security Recommendations for IoT in the context of Critical In-
formation Infrastructures” reportﬂ detailed information on the most relevant IoT security threats,
also defining a set of good practices to solve or, at least, mitigate these risks. These EU efforts and
initiatives, along with similar ones such as the Alliance for Internet of Things Innovation (AIOTIﬂ
or the International Energy Research Center (IERC)ﬂ reveal the importance that Europe gives to
security and privacy in the IoT context.

The implementation of regulatory and legals efforts on IoT scenarios demands to apply different
complementary solutions that allow to address the security and privacy concerns identified in these
data sharing ecosystems. It will be possible to increase people’s confidence and encourage the deploy-
ment of IoT scenarios on a broad scale. In this sense, the adopted security solutions must be adapted
to the inherent particularities of such scenarios, in particular:

= IoT heterogeneity. IoT scenarios represent environments based on the massive information
sharing, which is enabled through the integration and coexistence of a wide variety of technologies
at different layers of the IoT protocol stack . Thus, given the high degree of heterogeneity
presented by these scenarios, it is required the application of security solutions at the higher
levels in order to protect data exchange, so that such solutions are independent of technologies
and protocols at the underlying layers.

*https://mobileecosystemforum.com/2016/04/07/trust-related-concerns-hamper-consumer-adoption-iot/

Shttps://eur-lex.europa.eu/eli/dir/2016/1148/0j
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Shttps://www.pdpjournals.com/docs/88440.pdf

"https://wuw.enisa.europa.eu/publications/baseline-security-recommendations-for-iot/at_download/
fullReport
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= Resource constraints. Most devices deployed in an IoT scenario present limitations in terms
of computing capability, memory and power consumption [11]. Additionally, communications
between such devices are typically carried out over low bandwidth networks, where the mazimum
transmission unit (MTU) is limited (e.g., in IEEE 802.15.4 [54], the MTU is 127 bytes). These
constraints hinder the use of heavily resource-demanding cryptographic primitives. Therefore,
security solutions adapted to constrained environments are required, that is, lightweight and
efficient solutions that reduce both resource consumption and network bandwidth.

= Presence of intermediate entities. The integration of certain intermediate entities in com-
munications (e.g., proxies) is aimed to alleviate performance issues derived from device and
network limitations in IoT scenarios. While proxies allow to improve efficiency and scalability,
their presence can become an inconvenience when data protection from the sender to the re-
ceiver is needed (end-to-end security) [26]. Thus, there is a need to consider solutions capable
of ensuring end-to-end data protection, even in presence of intermediate entities.

= Group communications. The one-to-many communication model allows a sender to share
data with a set of receivers by using a single message, thus reducing both network overhead and
resource consumption. In this sense, the publish/subscribe pattern is widely employed in the
IoT context for group communications, as in [68}73]. Nevertheless, this communication model
hinders the application of security approaches designed for one-to-one communications, such
as traditional symmetric or asymmetric cryptography. Therefore, security solutions offering a
high degree of flexibility are required, so that they can also be applied to protect one-to-many
communications.

According to the mentioned particularities, the set of adopted solutions aims to control security in
IoT scenarios, so that it is guaranteed the protection of information throughout its whole lifecycle in
such data sharing environments. Additionally, these solutions should be based on existing standards,
as well as recent approaches proposed by standardization groups and relevant organizations specially
interested in security aspects, such as the Internet Engineering Task Force (IETF)H or the European
Telecommunications Standards Institute (ETSI)E

Thus, the security and privacy challenges and requirements presented above have been the main
drivers of the development of this thesis, motivating the development of a A Data-centric Security
Architecture for the Integration of Constrained Devices into IoT Scenarios. Consequently,
the following objectives are established:

= Objl. Analysis of the security and privacy requirements in IoT scenarios, considering the pre-
viously mentioned particularities of these data sharing environments.

= Obj2. Analysis of recommendations, standards and proposals in the literature to ensure data
protection in IoT scenarios, identifying their limitations and restrictions.

= Obj3. Design and development of a mechanism that enables to securely exchange data between
groups of entities in IoT scenarios.

= Obj4. Design and development of a mechanism that enables the establishment of end-to-end
security association in IoT scenarios.

= Obj5. Deployment and evaluation of the implemented security solutions, in order to demonstrate
their viability in IoT scenarios.

= Obj6. Proposal for a security architecture to guarantee protection of data during its whole
lifecycle in IoT scenarios.

Ohttps://wuw.ietf.org/topics/security/
Uhttps://www.etsi.org/committee/cyber
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In this sense, the analysis of security and privacy requirements in different IoT scenarios allowed
to identify the need for efficient and effective data protection solutions for these data sharing environ-
ments. Furthermore, it was found that many of existing standards and proposals did not adequately
fit with the particularities inherent to these scenarios, such as technological heterogeneity, devices’
resource constraints, presence of proxies and one-to-many communications. Thus, according to the
conclusions derived from this analysis, the need arose to design an architecture intended to guarantee
the security of information during its entire lifecycle in the IoT context. Thus, the architecture pro-
posed in this thesis encompasses different application layer solutions whose combination ensures data
protection in IoT scenarios. Particularly, the architecture integrates a lightweight, flexible and scal-
able cryptographic approach based on the Ciphertext-Policy Attribute-Based Encryption (CP-ABE)
scheme [9], in order to secure information exchange between groups of entities. Additionally, this
approach is extended with a key exchange mechanism based on a recent IETF standardization effort
known as Ephemeral Diffie-Hellman Over COSE (EDHOC) |27], which enables the establishment of
security associations in these constrained scenarios. It should be noted that this mechanism considers
the realisation of a previous bootstrapping phase, where entities obtain their corresponding credentials
and keys to securely join the network. In this sense, the Low-Overhead CoAP-EAP(LO-CoAP-EAP)
boostrapping service [21] is considered due to it was specifically designed for the IoT context. Even-
tually, a performance analysis of the different security mechanisms integrated in the architecture is
performed, with the aim of demonstrating their feasibility and advantages compared to other solutions
currently proposed for IoT scenarios.

The previous objectives promoted this thesis, and its realisation led to the set of results presented
in the following section.

2.2. Results

This section details the set of works produced to attain the objectives established at the beginning
of the thesis. Furthermore, these works have been presented in several publications, such as conferences
and high-impact journal, which collect much of the results achieved during this thesis, as shown in
Table 22

Specifically, we performed the identification of the main security and privacy challenges derived
from the realisation of IoT scenarios by considering previous research works [72,78]. Similarly, the
set of countermeasures proposed in [58] was examined in order to solve, or at least mitigate, such
challenges. It should be pointed out that the conclusions collected from this work were included as
part of the European project Horizon H2020 ARMOURIEI, which was aimed to provide tested and
certified security solutions to promote the large-scale deployment of the IoT [91].

The challenges and countermeasures previously identified were used as a starting point for designing
a security approach derived from the CP-ABE encryption scheme, whose architecture was included
in [84]. This approach is based on the bubble concept, which represents a group of entities sharing
information under certain conditions. Thus, in order to carry out the secure data dissemination into a
specific bubble, the use of CP-ABE is considered, so that entities are able to maintain control over how
their information is shared. Subsequently, a more lightweight mechanism of this encryption scheme
named SymCpAbe was designed and presented in [84,/881189,/92]. Such works propose to combine CP-
ABE with symmetric key cryptography, so that efficiency and scalability is improved while flexibility
and expressiveness of the original CP-ABE scheme is still leveraged. Furthermore, these solutions for
secure group data sharing were deployed and evaluated in real IoT scenarios, where a large volume
of data is shared between different heterogeneous entities, from a sensor with resource constraints to
a high-level data-driven service. In order to perform these deployments, different components of the
FIWARE platfornﬂ were used, thus facilitating compatibility and interoperability with other existing
IoT deployments. This evaluation allowed to demonstrate the applicability and suitability of the

Zhttps://www.armour-project.eu/
Bhttps://www.fiware.org/


https://www.armour-project.eu/
https://www.fiware.org/

2.2. Results

XXVII

Nro.

Result

Objective

Publication

Identification of the main security and pri-
vacy challenges in IoT scenarios, as well
as the study of potential solutions that al-
low to address, at least partially, such chal-
lenges

Obj1, Obj2

191], 87, [90], [88], [84]

Design and implementation of a flexible so-
lution that allows to securely share data be-
tween groups of entities in IoT scenarios

Obj3

|34]

Design and implementation of a lightweight
approach to the previous solution for en-
abling secure group data sharing, in order
to improve efficiency and scalability in IoT
scenarios

Obj3

[89], [92], [88]

Design and implementation of a lightweight
key exchange solution that enables the es-
tablishment of end-to-end security associa-
tions in IoT scenarios

Obj4

[90], [94], [93]

Design and implementation of a reduced
version to the previous key exchange so-
lution, in order to further reduce both re-
source consumption by constrained devices
and network overhead in IoT scenarios

Obj4

90

Design and development of extensions to
bootstrapping technologies designed for the
IoT, in order to establish the cryptographic
material required by the implemented key
exchange solutions

Obj4

187]

Evaluation of the proposed solutions by in-
stantiating them on different IoT scenarios,
with the aim of verifying their feasibility
and adequacy in these restricted data shar-
ing environments

Obj5

[90], [87], [88], [84], [85], [86]

Integration of the proposed solutions with
the purpose of designing an architecture in-
tended to secure shared data during their
entire lifecycle in IoT scenarios

Obj6

[90], [87], [88], [84]

Table 2.1: Results achieved during this thesis

proposed solution in these constrained data sharing environments. Likewise, it should be highlighted
that obtained results were presented within the scope of two European projects, in particular, FP7
SocloTal and CHIST-ERA Use-IT("%l

Additionally, the integration of a key exchange mechanism complementary to the previous ap-
proach was considered. Particularly, this mechanism allows entities to establish security associations,
which confirm entities’ legitimacy to participate in the group data sharing process. However, the
common presence of proxies in the IoT context became a new challenge to be addressed, in order to
ensure the establishment of such security associations between the involved entities. While proxies

4https://cordis.europa.eu/project/id/609112
5http://useit.eu.org/
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improve scalability and efficiency in communications, their presence also has its downside: they break
the end-to-end security model. To overcome this challenge, a lightweight EDHOC-based key exchange
mechanism was designed and developed, whose messages were encapsulated and transported through
the communication protocol Constrained Application Protocol (CoAP) [81]. Thus, this approach en-
ables the establishment of end-to-end security associations between two entities in IoT scenarios, even
in the presence of other intermediate entities, such as proxies [90]. Afterwards, such key exchange
solution was proposed in [93,/94] as an alternative process to the manual configuration for distributing
and updating session keys in Long Range Wide Area Network (LoRaWAN) architectures [69]. In
parallel, a compact version of this mechanism was developed (CompactEDHOC), in which the secu-
rity parameter negotiation required by the original approach is suppressed. Instead, these security
parameters are stored in a resource directory entity [82], further reducing resource consumption on
constrained devices and network overhead. Additionally, a performance evaluation of both EDHOC-
based solutions was performed, with the aim of demonstrating their advantages over other similar
approaches that are widely used in the IoT context, such as the handshake of the Datagram Transport
Layer Security (DTLS) protocol [19)].

Nevertheless, the application of the EDHOC-based key exchange mechanisms evidenced the lack
of a previous phase, in which authentication credentials required for their execution are established.
This fact motivated the work presented in [87], where integration of bootstrapping technologies [5] is
suggested with the aim of deriving these credentials from certain cryptographic material generated by
the boostrapping process. Furthermore, in order to assess the level of security offered by these key
exchange solutions, [85] proposed the use of an automated testing approach that allows to simplify
such evaluation process. Thus, considering this publication, [86] defined a methodology based on
the Model-Based Testing (MBT) approach [7] to evaluate different security properties of the EDHOC-
based mechanisms. In this sense, it is important to note that information obtained from this evaluation
was used to detect and resolve certain implementation errors.

The set of these solutions fostered the design of the security architecture presented in this thesis,
which focuses on protecting shared data in IoT scenarios. In this sense, the results exposed in this
section provide an overview of the work plan that was followed to achieve the objectives previously
established. This vision is subsequently expanded in Chapter where solutions integrating the
proposed security architecture are detailed.

2.3. Conclusions and Future Work

The expansion of the IoT is being driven with the arrival of recent communication technologies,
such as 5G, which enable the massive exchange of information among a large number of interconnected
heterogeneous devices. This evolution of the Internet is encouraging the emergence of new scenarios,
which represent ecosystems where different deployed physical devices detect and share data about
their environment. This fact enables to transform and improve daily services, such as transportation
or healthcare systems. However, the realisation of this data-driven society [61] paradigm presents
important security challenges related to the treatment of personal information, which may violate
the privacy of the participants. Consequently, data protection is considered a key aspect to increase
people’s trust and to achieve the development of IoT scenarios on a large scale.

In this sense, certain standardization bodies have carried out analysis about security and privacy
issues, which are derived from the application of the IoT. As result, they provide recommendations on
how to address such issues and achieve secure and reliable ecosystems. Although these recommenda-
tions are not legally binding, the recently implemented GDPR aims to regulate, in legislative terms,
the protection of personal information, as well as the way organizations process, store and delete it.
However, the application of security approaches that ensure compliance with this regulation in ToT
scenarios is not trivial, given the particularities inherent in these data sharing ecosystems.

According to such particularities, this thesis presents a Data-centric Security Architecture for the
Integration of Constrained Devices into IoT Scenarios. The development of this architecture is based
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on an analysis performed on security and privacy challenges in the IoT context. The conclusions
derived from this analysis confirmed the need for new security approaches that allow to address such
challenges, beyond the typical symmetric and public key cryptography. Thus, the proposed architec-
ture integrates different lightweight, flexible and scalable solutions adapted to the particularities of
IoT scenarios, guaranteeing data security during its whole lifecyclecle.

Particularly, an approach based on the CP-ABE encryption scheme has been designed and imple-
mented, allowing secure data sharing within a specific group of entities defined as bubble. Additionally,
a new hybrid version of this approach named SymCpAbe has been presented, which combines sym-
metric cryptography for information encryption, with attribute-based cryptography for group data
dissemination. This way, efficiency and scalability of the original version have been improved. Fur-
ther, the realisation of such approaches are based on different components of the FIWARE platform,
thereby facilitating its compatibility and interoperability with other existing IoT deployments. With
the aim of verifying its suitability in IoT scenarios, the proposed approach was compared with the
CP-ABE scheme on a real smart building scenario. The obtained results demonstrated the advan-
tages of this solution for secure data sharing in IoT scenarios, achieving a trade-off between efficiency,
flexibility and scalability.

Similarly, a solution based on the EDHOC key exchange protocol was designed and implemented,
in order to enable the establishment of end-to-end security associations between two endpoints in IoT
scenarios. For this purpose, the proposed approach considers to transport the EDHOC messages over
the CoAP communication protocol, which is the solution suggested by the current draft of such key
exchange approach. It should be pointed out that, due to its efficiency and lightness, this solution
was integrated into a LoRaWAN architecture to cover the lack of a mechanism for updating session
keys in this type of networks. In parallel, a more reduced version of the proposed approach was
designed and developed (CompactEDHOC), which is based on extracting the security parameters and
their previous storage in a resource directory entity. Evaluation results of both solutions showed the
advantages of these proposals compared to other current key exchange solutions, such as the DTLS
handshake protocol.

However, these EDHOC-based solutions require pre-established credentials that enable authenti-
cation during their execution. In this sense, the EDHOC draft does not address this aspect, so it is
necessary to consider other complementary security approaches that allow to establish such credentials.
Accordingly, the LO-CoAP-EAP bootstrapping service was adopted, due to it had been designed and
tested on IoT scenarios. Particularly, a LO-CoAP-EAP extension was implemented, which enables to
derive the authentication credentials required by the proposed solutions, that is, a shared symmetric
key or the corresponding private/public key pairs. Eventually, the integration of LO-CoAP-EAP with
the EDHOC-based approaches was evaluated on a real IoT use case, demonstrating its suitability in
these constrained scenarios.

The previous security mechanisms enabled to meet the objectives defined at the beginning of this
thesis. Thus, the combination of such solutions resulted in a security architecture that, considering
the particularities of IoT scenarios, ensures the protection of information in these data sharing envi-
ronments. Additionally, this architecture is presented as an excellent starting point for future work
related to security and privacy aspects in the IoT context.

In this sense, the design and development of mechanisms to allow distributing the CP-ABE encryp-
tion and decryption in different edge nodes is proposed. Specifically, these edge nodes are intended
to work cooperatively to carry out such cryptographic operations. This way, resource consumption
is further reduced, thus improving the performance of the proposed approach for the secure group
data sharing. Additionally, this approach may be extended by considering identity-based signature
schemes [33], in order to protect the integrity of shared information. Similarly, the study of research
efforts in the scope of the Authentication and Authorization for Constrained Environments (ACE)
work grouﬂ is suggested. Particularly, authorisation models could be incorporated to address issues
related to access control in IoT scenarios [29).

16https://datatracker.ietf.org/wg/ace/about/
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Furthermore, reviewing and updating the development of the implemented key exchange ap-
proaches from the last EDHOC specification is proposed. Likewise, these solutions could be extended
by developing and integrating a resumption mechanism that allows to improve the refresh process of
previously established security associations. Both modifications assure to increase the performance
of the proposed EDHOC-based approaches in terms of efficiency and optimization of resource use.
Finally, another promising line of research is related to the integration of the Object Security for
Constrained RESTful Environments (OSCORE) protocol [28], which has been recently standardised.
This way, the architecture presented in this thesis would be further enriched, thereby leveraging all
the advantages offered by application layer security approaches in the IoT context.

2.4. Thesis Structure

This thesis is organized following the publication compendium model and the international mention
recognized by the current regulations. Accordingly, Chapter [1| presents a summary in Spanish that
describes the motivation of the performed research, as well as the objectives that were established at
the beginning of such research. Additionally, this chapter provides an overview of the set of results
achieved at the conclusion of this thesis and its relationship with the previously defined objectives.
Similarly, Chapter [2| offers an English version of the summary presented in the previous chapter.
Furthermore, the Chapter [3| delves into the main challenges that motivated the development of this
thesis. In addition, the proposed architecture to overcome such challenges is described, detailing the
different developed security mechanisms that integrate it. Moreover, the Chapter [ includes the four
publications that comprise this thesis, in particular:

» Protecting Personal Data in IoT Platform Scenarios Through Encryption-Based Selective Dis-
closure. This publication identifies the users’ trust as a key aspect to achieve the deployment
of ToT scenarios in the society. Consequently, the concept of bubble is defined, which represents
a group of entities where information is shared under certain security restrictions, following the
preferences of data owners. The realisation of this concept is based on the use of attribute-based
cryptography, so that information shared within a bubble is protected by using a CP-ABE access
policy. Likewise, a key employed to access information is associated with the set of attributes of
the corresponding entity. Additionally, this approach is evaluated on a real smart building sce-
nario by considering certain components of the FIWARE platform. According to the obtained
results, applicability and benefits of this approach in IoT scenarios is demonstrated.

= A Lightweight and Flexible Encryption Scheme to Protect Sensitive Data in Smart Building
Scenarios. Following the research line of the previous work, this publication highlights the large
amount of information to be shared in the IoT context. This information enables the emergence
of new data-driven services, which are intended to improve people’s life quality. However, part
of this shared information is sensitive, which could violate privacy of involved individuals if
not appropriate actions are adopted. Accordingly, security solutions that allow data owners to
establish what requirements must be met by the services interested in accessing their data are
required. In order to overcome this challenge, a lightweight and scalable encryption approach
named SymCpAbe is presented, which combines efficiency of the symmetric key cryptography
and flexibility of the CP-ABE cryptographic scheme. Furthermore, the proposed solution is
evaluated on a real smart building scenario, and results reveal its advantages against the original
CP-ABE scheme for secure group data sharing in IoT scenarios.

= Application Layer Key Establishment for End-to-End Security in IoT. This publication focuses
on the need for solutions intended to data protection between two endpoints in the IoT context,
even in the presence of intermediate entities (e.g., proxies). In order to meet this need, a first so-
lution based on the EDHOC protocol is presented, which enables the establishment of end-to-end
security associations in constrained scenarios. Additionally, a compact version of the previous
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approach named CompactEDHOC is proposed. In this second solution, the security parameters
are previously stored in a resource directory component, so their negotiation is removed from
the original version. This way, this optimisation allows to further reduce network overhead
and device resource consumption, thereby improving the performance for the establishment of
end-to-end security associations in IoT scenarios.

» Architecture of Security Association Establishment Based on Bootstrapping Technologies for En-
abling Secure IoT Infrastructures. This publication reveals the lack of a previous mechanism to
establish the authentication credentials required by the EDHOC-based solutions presented in
the previous work. In order to address this gap, the integration of lightweight bootstrapping
technologies in a preceding phase is considered, particularly, the LO-CoAP-EAP service. This
way, endpoints are able to derive their credentials by using certain cryptographic material es-
tablished during the bootstrapping phase. From this point on, such endpoints are enabled to
execute the specific EDHOC-based solution for establishing and updating end-to-end security
associations. Furthermore, this approach is deployed and evaluated on a real smart building
scenario, where obtained results reveal the advantages of its application in the IoT context.

Finally, the Chapter [5] collects the bibliography related to this document, in particular, the refer-
enced publications (Section and the publications elaborated during the development of this thesis

(Section [5.2)).



Chapter 3

Introduction

The integration of the so-called Internet of Things (IoT) [4] in the society is fostering the emergence
of new scenarios where a large volume of data collected by heterogeneous physical devices is shared
and employed to enhance everyday services, such as transport systems, health care or energy efficiency.
This technological evolution towards a data-driven society [61] also leads to new cybersecurity and
data-protection risks and challenges, which could ultimately impact citizens’ safety. Therefore, there
is a need to design and integrate different security mechanisms with the aim of protecting people
through an adequate use of their data.

The IoT promotes the trend toward a hyper-connected world encompassing different technologies to
enable the integration of physical devices into the Internet. According to this vision, the IoT arises as
an essential technological driver that encourages the realization of new scenarios where data detected
by these devices in a certain environment can be used for the development of innovative data-driven
services. In turn, such services make use of such incoming data and make more effective decisions
accordingly (e.g., regarding energy consumption or emergency management). From the security point
of view, protecting the access to data, especially those ones highly sensitive, is presented as a key
element to be addressed to the sustainable realisation of these new IoT scenarios, where additionally
different actors could be involved with potential conflicting interests. On the one hand, companies
require a huge amount of data with the aim of providing rich experiences and customised services
to users. On the other hand, users should be enabled to maintain the control on how their data
are shared and under what circumstances. Furthermore, the integration of everyday devices on the
Internet means that users will be more exposed to security and privacy risks. Indeed, many of these
devices will often operate on behalf of their owners, sharing data without their explicit consent. This
fact, along with the amount and sensitivity degree of shared information, gives rise to significant
security and privacy challenges. Actually, sharing data from certain devices, such as healthcare
appliances, takes users’ privacy to a broader dimension [32], which may have implications for their
safety if appropriate countermeasures are not implemented.

In a common IoT scenario, deployed devices are in charge of capturing information about their
surrounding environment. These devices are characterised by having strong resource constraints [12]
and operating over Low-Power and Lossy Network (LLNs), which envisage the use of proxies for im-
proving scalability and efficiency in communications [26]. Additionally, collected information is shared
with a group of interested data-driven services through a central data exchange platform. The aim
of this component is to remain IoT devices and services decoupled, thereby allowing to carry out the
information exchange process asynchronously. This way, both resource consumption by constrained
devices and network overhead are reduced. Nevertheless, these particularities of IoT scenarios, that
is, the resources and networks constraints, the presence of intermediates entities (proxies and data
exchange platforms) and the need for enabling group data sharing, become an obstacle that hinders
protecting information in these ecosystems.

In this sense, there are different security approaches that may be adapted and jointly integrated to
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properly secure data in IoT scenarios. Specifically, the Ciphertext-Policy Attribute-Based Encryption
(CP-ABE) approach [9] enables a source to share certain information with a group of interested
receivers through a data exchange platform, while security between involved entities is still ensured
(end-to-end security). Additionally, this approach provides two main properties to be leveraged in
these constrained scenarios. On the one hand, unlike symmetric key cryptography, CP-ABE does not
require involved entities to share symmetric keys, which could be unfeasible given the huge number of
devices and data-driven services expected in IoT scenarios. On the other hand, CP-ABE is seamlessly
applicable to provide confidentiality in one-to-many configurations (even in the presence of a exchange
platform), since a piece of information can be encrypted and shared with multiple entities by using
a single message. However, it should be pointed out that advantages provided by this cryptographic
approach come at the expense of performance, which could hamper its application into resource-
constrained devices. Moreover, while this solution enables protection in group data sharing, it could
be further enriched by considering a key exchange mechanism that allows entities to establish end-
to-end security associations. This way, entities are previously authenticated and enabled to join the
data sharing process.

In particular, the Internet Engineering Task Force (IETF) proposes the use of the Datagram
Transport Layer Security (DTLS) protocol [19] as mechanism to establish security associations between
two entities. Indeed, the Constrained Application Protocol (CoAP) [81] defines a binding with this
security approach to protect communications in constrained environments. Nevertheless, DTLS is
not able to establish end-to-end security associations in IoT scenarios due to the common presence
of proxies, which need to access specific CoAP headers to fulfill their functionality. Therefore, these
associations finish at each proxy, so that only hop-by-hop security is provided [26]. To overcome this
issue, the IETF has recently founded the Lightweight Authenticated Key Exchange (LAKE) WGEL
which is focused on producing lightweight authenticated key exchange mechanisms to establish end-
to-end security associations in IoT scenarios, even in the presence of intermediate entities. In this
sense, the Ephemeral Diffie-Hellman over COSE (EDHOC) protocol [27] is proposed in the scope of
the LAKE working group as a solution at the application layer to be employed in such constrained
environments, since it fits with resources and networks constraints envisaged in the IoT context.

Accordingly, this thesis provides an architecture focused on protecting shared data during their
lifecyle in IoT scenarios. The design of this architecture is performed through the adaptation and
combination of a set of recent data-centric security solutions and proposals, in order to overcome
scalability, flexibility and performance issues. On the one hand, the proposed architecture integrates
a hybrid approach based on the CP-ABE scheme named SymCpAbe, which enables and secure group
data sharing in constrained environments. Particularly, this approach combines the lightness and
efficiency of symmetric key cryptography to protect data, with the expressiveness and flexibility of
CP-ABE to distribute the corresponding symmetric keys. On the other hand, an EDHOC-based
mechanism is also included to complement and enrich the previous approach. Such mechanism is
aimed to establish end-to-end security associations that confirm entities’ legitimacy to join data sharing
process. Additionally, a compact version of this key exchange approach named CompactEDHOC is
developed, which is based on extracting the negotiation of security parameters and storing them in
a resource directory entity [82]. Consequently, this version enables to further reduced the network
overhead and device resource consumption regarding the original approach in IoT scenarios.

Moreover, it should be pointed out that the EDHOC-based solutions provide different authentica-
tion modes, particularly, based on pre-shared keys, on raw public keys and on certificates. However,
the EDHOC specification does not define how these authentication credentials are established. To fill
this gap, the proposed architecture considers the integration of bootstrapping technologies, such as the
Low-Overhead CoAP-EAP(LO-CoAP-EAP) bootstrapping service [21] or the Protocol for Carrying
Authentication for Network Access (PANA) [16], so that authentication credentials are derived from
certain cryptographic material generated by this bootstrapping process.

The structure of this chapter is as follows: Section [3.1] describes the main entities and interactions

Thttps://datatracker.ietf.org/wg/lake/about/
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identified in IoT scenarios, as well as the particularities inherent to these data sharing ecosystems.
Section [3.2] points out other relevant works in literature that are focused on addressing security and
privacy issues in IoT scenarios. Furthermore, the proposed architecture is presented in Section
offering a detailed explanation of the integrated security solutions. Finally, Section [3.4] provides an
overview of the main conclusions derived from this thesis.

3.1. Data Sharing in the IoT

The IoT paradigm is transforming our daily life by fostering the emergence of new scenarios, which
offer a wide set of high-level services intended to improve people’s life quality.

Considering this context, the literature provides different works that study the impact of the IoT
in our society, presenting several examples of these new IoT scenarios. An example of them is the
Mobile Crowd Sensing (MCS) [45]. In such a case, the movement inherent to the use of devices acting
as gateways (e.g., smartphones or cars) allows them to obtain, process and disseminate data that are
detected by deployed sensors without the need for additional infrastructure. This information is then
distributed to certain data-driven services through a central platform, in order to enable real-time ap-
plications, such as traffic monitoring or incidents reporting. Similarly, in the context of E-health [44],
the use of wearable sensors composing Wireless Body Area Networks (WBANS) allows patient’s status
to be detected and shared with the medical staff in hospitals or medical centres. Actually, the use of
WBANS enables a wide range of e-health services, such as health monitoring or immediate action in
case of medical emergencies. Moreover, Smart Buildings [52] represent heterogeneous environments
where a high volume of information coming from different data sources (e.g., RFID readers or tem-
perature sensors) is shared with a group of data-driven services through a data exchange platform.
In turn, these services employ the incoming information to extract certain knowledge that enables
the realisation of new applications related to energy saving, emergency management or environmental
comfort.

Based on the previous examples, a common IoT scenario can be considered as a data sharing
ecosystem where evidences detected by several deployed devices are transformed into meaningful
information. In addition, such information is employed for the deployment of new data-driven services.
Thus, Figure [3.1] provides a high-level overview of this data sharing ecosystem, identifying four main
entities involved on it. Specifically, Data Sources are responsible for detecting and monitoring their
surrounding environment. They typically represent battery-powered and resource-constrained devices
(e.g., sensors) that are physically deployed in a certain area. These entities are usually grouped to
compose Wireless Sensor Networks (WSNs), where communications are performed through network
technologies specially designed to constrained data sharing ecosystems. In this sense, IPv6 over
Low power Wireless Personal Area Networks (6LoWPAN) [56] is considered the main technology for
short-range networks, while Low-Power Wide-Area Network (LP-WAN) [49] solutions, such as LoRa
Wide Area Networks (LoRaWAN) [69] or Sigfoxﬂ are proposed for long-range networks. Furthermore,
at an intermediate level, Gateways are responsible for transforming and formatting data coming
from Data Sources, which is further published on an IoT Platform for its dissemination. Thus, the
IoT Platform represents a central data storage where all the information received from Gateways is
managed and provided to the group of interested data-driven Services. Finally, these Services use
incoming information to infer new knowledge by applying data mining techniques 75|, so that they
are able to make more effective and efficient decisions accordingly.

Furthermore, two phases to complete the data sharing process are also identified. On the one hand,
the first phase is focused on the data exchange from the Data Source to the corresponding Gateway.
A key aspect to be considered is that both Data Sources and networks embraced in this first phase
usually present strong resource restrictions, as already mentioned. Therefore, data exchanges with
the Gateway should be performed by using protocols intended to work in constrained environments.
In this sense, the IETF proposes CoAP as the main application layer protocol aimed to provide

2https://www.pdpjournals.com/docs/88440. pdf
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Figure 3.1: Overview of a common IoT scenario

one-to-one communications in scenarios accommodating resource-constrained devices. Additionally,
it should be pointed out that CoAP communications are often performed through proxies, whose
aim is to reduce both the response time of CoAP requests and the use of the network bandwidth.
This way, proxies allow to improve scalability and efficiency in communications. For the sake of
clarity, note that Figure does not show these intermediate entities between Data Sources and
Gateways, but their presence in IoT scenarios is assumed. On the other hand, the second phase is
focused on the data exchange from the Gateway to the group of interested data-driven Services. As
already pointed out, communications among these entities are performed through an IoT Platform,
which usually provides a publish/subscribe service as data sharing model. Thus, considering this data
sharing model, a piece of information can be shared with a set of interested entities by using only
one message. This provides two advantages: efficiency in data sharing is improved; and constrained
devices are able to save resources thanks to the platform maintains involved entities uncoupled. In
this sense, there are different protocols to implement the publish/subscribe pattern and enable one-
to-many communications through the IoT Platform, such as the Advanced Message Queuing Protocol
(AMQP) [70] or Message Queue Telemetry Transport (MQTT) [71]. Their selection will depend on
practical aspects of the particular IoT scenario.

From the security point of view, the treatment of shared data is a key aspect to be considered in
IoT scenarios, especially in case of sensitive information, such as personal data. Accordingly, there is a
need for considering different complementary security solutions that enable to secure the data sharing
process in these constrained environments. Additionally, such security solutions should be properly
adapted, in order to meet with a set of non-functional requirements derived from the particularities
of these scenarios. Specifically, these requirements are focused on:

= Scalability (R1). The application of scalable security mechanisms to properly protect information
is crucial due to the large amount of data to be exchanged among data sources and data-driven
services in IoT scenarios.

s Lightness (R2). Security mechanisms must be adapted to different types of devices, such as
sensors, smartphones or back-end servers. Therefore, they have to be lightweight enough, in
terms of resource consumption, so that resource-constrained devices are able to execute them.

= Efficiency (R3). 10T scenarios envisage a huge volume of data to be exchanged among hetero-
geneous devices with different capabilities, as already mentioned. Thus, security mechanisms
have to be efficient, so that their application continues providing a good performance during the
data sharing process.

s Flexibility (R4). In IoT scenarios, a sender is able to share a piece of information with a group
of receivers by using a single message, following the publish/subscribe pattern. Then, security
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mechanisms should provide a high degree of flexibility with the aim of adapting to this data
sharing model.

= Interoperability (R5). Security mechanisms should be based on the use of consolidated standards
in order to ease the integration with other IoT infrastructures. This is a key aspect for improving
interoperability and, thereby, fostering the deployment of IoT scenarios on a broad scale.

The need for securing data sharing process in IoT scenarios has fostered the design and development
of the architecture presented in this thesis. In this sense, different data-centric security solutions have
been integrated, which fit the inherent particularities of these constrained environments. Thus, the
combination of such security solutions allows to ensure protection of data during their whole life-cycle.
Additionally, a more detailed description of the proposed architecture and the embedded security
mechanisms is provided in Section

3.2. Related Work

The advent of recent communication technologies is aimed to satisfy the demanding data sharing
requirements in IoT scenarios. However, security and privacy challenges in such new data-driven
ecosystems can be further aggravated due to the pervasiveness and ubiquity enabled by these tech-
nologies. This fact has attracted a significant interest from the research community, which is reflected
by several related publications. Thus, based on the phases previously identified to complete the data
sharing process in IoT scenarios, the following subsections summarize different proposals addressing
security and privacy concerns on these new data sharing environments.

As already mentioned, CoAP represents the application layer standard proposed by the IETF for
enabling communications in IoT constrained environments, due to its very low overhead and simplicity.
From the security point view, this protocol specifies a binding to the DTLS protocol to protect com-
munications between two CoAP endpoints. Accordingly, the scientific literature reports works that
study the DTLS adoption for establishing security associations in the IoT landscape. Particularly, [39)
describes a mutual authentication security scheme for IoT based on DTLS and UDP /IPv6 protocols.
However, the implemented scheme makes use of the Rivest-Shamir-Adleman (RSA) algorithm, which
is unsuitable on resource-constrained devices due to the size of cryptographic material and compu-
tation requirements. In this direction, [34] presents a preliminary overhead estimation for the DTLS
handshake with certificate authentication. Additionally, authors detail three design aspects, specifi-
cally, certificate pre-validation, session resumption and handshake delegation, to reduce such overhead.
Furthermore, [63] proposes a lightweight CoAP-DTLS scheme by using different 6LoWPAN header
compression mechanisms to decrease message overhead. In such a way, authors achieve to reduce
6LoWPAN fragmentation, while DTLS security is still provided. Similarly, [62] describes a DTLS-
based architecture intended to secure communications in cloud-connected IoT scenarios, considering
the different DTLS authentication modes: pre-shared keys, raw public keys and certificates. How-
ever, DTLS cannot ensure end-to-end security properties due to CoAP communications are usually
performed through proxies for improving scalability and efficiency. Actually, this protocol is only able
to provide hop-by-hop security since DTLS security associations must be terminated at each proxy,
as already mentioned. In order to mitigate this issue, [41] presents an approach aimed to make DTLS
feasible in multi-hops IoT scenarios. Nevertheless, the proposed approach requires to add messages
forwarding functionality in the intermediate entities, which limits its applicability on a large scale.

Unlike the previous DTLS-based proposals, enabling security at the application layer emerges as
a solution to ensure end-to-end security, even in presence of proxies or other intermediate entities, as
proposed in [24]. In this direction, [76] proposes a hybrid architecture that combines transport and
object-based security. In addition to these works, [26] provides a set of security requirements, which
are defined from a threat analysis to CoAP communications through proxies. Additionally, according
to the results of such analysis, authors propose to enable CoAP communication protection at the ap-
plication layer by using an object-centric security mechanism. In terms of standardisation, the IETF



6 3. Introduction

standardised object-based security through the CBOR Object Signing and Encryption (COSE) proto-
col [36], which, in turn, makes use of the Concise Binary Object Representation (CBOR) [13]. Based
on COSE, the Object Security for Constrained RESTful Environments (OSCORE) approach [28] is
a recently standardised application layer protocol aimed to secure end-to-end CoAP messages in IoT
scenarios, guaranteeing data confidentiality and integrity. To fulfil with its functionality, OSCORE
needs a lightweight and authenticated key exchange protocol to establish the so-called security context,
as pointed in [47]. For this purpose, EDHOC [27] is a key exchange protocol intended to establish end-
to-end security associations between two endpoints in constrained environments. While this approach
is under standardisation process, EDHOC has been already proposed in different recent works. Specif-
ically, [15] provides an authorisation and authentication framework integrating an EDHOC-based key
agreement approach with the OAuth standard [31]. Likewise, [40] considers this key exchange protocol
to carry out the certificate enrollment stage in IoT scenarios. Similarly, EDHOC is also considered
in our previous work [93], where this key exchange protocol is proposed as mechanism to derive and
update cryptographic material in LoRaWAN networks. However, all of these proposals do not address
the establishment of authentication credentials required to execute EDHOC. In order to deal with such
purpose, it is necessary to consider other complementary approaches that allow to launch EDHOC.

In this sense, there are different works that propose the use of cryptographic material obtained dur-
ing a previous bootstrapping phase to enable a security association protocol, such as DTLS [61/22,38].
Based on it, we consider the integration of bootstrapping technologies with EDHOC, so that the
required authentication credential are derived from the cryptographic material generated by the boot-
strapping process. From the standardisation perspective, the Protocol for Carrying Authentication
for Network Access (PANA) [|16] is widely considered as the main bootstrapping protocol in the IoT
context, as shown [1865H67]. Nevertheless, authors in [20] demonstrate that PANA was not designed
for constrained IoT scenarios. Accordingly, they propose a lightweight bootstrapping approach that
is envisaged to cope with resource-constrained devices, which is named as LO-CoAP-EAP [21]. Ad-
ditionally, the proposed approach is evaluated on real devices to prove its suitability in constrained
environments. Therefore, our solution integrates the LO-CoAP-EAP mechanism to derive the secu-
rity credentials required to carry out the EDHOC protocol. Furthermore, we design and implement a
reduced version of EDHOC by using a resource directory component [82], in order to further reduce
the overhead and processing of this emerging key exchange approach.

Moreover, as already defined in the previous section, devices acting as data sources share a huge vol-
ume of information about their surrounding environment with groups of data-driven services through
a central IoT platform. Despite the already mentioned advantages that this data sharing model pro-
vides in constrained scenarios, its application also involves two challenges to be considered. On the one
hand, the presence of the central platform becomes an obstacle to ensure that only authorized entities
are able to access the information, due to this component access to all the data being shared. On the
other hand, interactions between devices and services are usually based on short-lived asynchronous
communications. Therefore, beyond typical multicast solutions [46}/60,[83], there is a need to adopt
more flexible and scalable security approaches that allow to address these challenges.

In this direction, Attribute-Based Encryption (ABE) |64] has received a notable attention due
to its high level of flexibility and expressiveness compared to traditional symmetric and asymmetric
cryptography. In ABE systems, entities are represented by identity attributes. Additionally, there are
two alternative schemes to protect data. On the one hand, Key-Policy Attribute-Based Encryption
(KP-ABE) [23] allows to encrypt data by using a set of attributes, while private keys are associated
with logical combinations of attributes. Considering this scheme, authors in [80] provide a lightweight
version of KP-ABE to be employed in constrained devices. To achieve this, the proposed scheme is
based on the use of Elliptic Curve Cryptography (ECC) [30] rather than bilinear pairings. On the
other hand, the Ciphertext-Policy Attribute-Based Encryption (CP-ABE) scheme [9] allows to encrypt
data under certain logical combination of attributes (access policy), while private keys of participants
are associated with sets of identity attributes. Thus, data will be accessible only to those entities
whose private keys meet the access policy employed in the encryption process.

Currently, there are already previous works considering the CP-ABE integration in the IoT con-
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text, such as [59}/68}73]. Specifically, these works propose the use of such encryption scheme with the
publish /subscribe communication pattern to secure group data sharing in IoT scenarios. However,
the direct application of CP-ABE mainly presents two practical challenges. Firstly, the size of the pri-
vate keys and ciphertexts is a limiting factor to the application of this scheme in restricted scenarios.
In order to address this issue, [3] proposes an adapted CP-ABE version that provides constant-size
ciphertexts under any access policy used for encryption. Likewise, [25] proposes a CP-ABE scheme
with constant-size secret keys independently of the number of identity attributes. Secondly, the use of
expensive cryptographic primitives makes unfeasible the CP-ABE deployment on resource-constrained
devices. In this sense, the scientific literature reports studies evaluating CP-ABE feasibility on devices
with different features. Particularly, [77] presents a performance analysis about the CP-ABE appli-
cation on a laptop and a smartphone. Results demonstrate that computers are able to execute this
scheme with an acceptable performance, but its use on smartphones or similar devices is still chal-
lenging when a high level of security is required (e.g., 112-bits or higher [37]). Similar to this work, [1]
provides an optimized CP-ABE implementation (ANDRABEN)E based on [§], which is analysed on
certain devices, such as Intel Galileo Gen 2, Intel Edison, Raspberry Pi 1 Model B and Raspberry Pi
Zero. While authors conclude that a reasonable performance in these devices can be achieved, they do
not consider its application on a real IoT scenario, where a huge amount of data need to be protected.
Thus, scalability could be limited.

According to the previous results, different works propose to delegate the expensive CP-ABE cryp-
tographic operations to more powerful entities, in order to alleviate the burden on resource-constrained
devices. Specifically, [74] proposes a scheme where a device with resource limitations delegates the
CP-ABE encryption operation to certain set of assistant nodes, assuming that these are trusted.
Subsequently, results are returned to such device, in order to compute the corresponding ciphertext.
Nevertheless, note that all data are sent to assistant nodes without protection, so that if these en-
tities are compromised, data could be disclosed. Following this approach, [79] presents an extended
CP-ABE scheme that allows resource-constrained devices to delegate the CP-ABE decryption oper-
ation to a cloud platform. However, authors do not verify its application in scenarios where devices
have to handle large amounts of data. Moreover, another complementary line of research to achieve
the CP-ABE application in IoT scenarios is focused on combining flexibility provided by this scheme
with efficiency of symmetric key cryptography. In this sense, [55] describes a solution where data are
encrypted by using the AES algorithm with symmetric keys, which are, in turn, protected with the
CP-ABE scheme. The resulting AES ciphertext along with the corresponding CP-ABE encrypted
key are subsequently stored on a cloud service. In such a way, only those entities whose private keys
meet the access policy used to encrypt the particular CP-ABE symmetric key are able to access AES
encrypted data. Similarly, [73] describes a new approach using the AES algorithm to protect data,
which are further shared with groups of entities by following the publish/subscribe pattern. In this
case, groups are managed by a controller entity, so that every time a new symmetric key is computed
and protected with CP-ABE, such entity generates key-update messages to notify the corresponding
group. However, even though these solutions allow to deploy the CP-ABE scheme on constrained
environments, their use in real IoT scenarios envisaging several data to be shared is still challeng-
ing. Unlike such CP-ABE based proposals, the approach of this thesis follows an attribute-based
key distribution process by integrating standard mechanisms to represent and send the cryptographic
material to be used. Furthermore, the resulting approach has been comprehensively evaluated over a
publish/subscribe system and considering the European FIWARE platfornﬁ

All of these research proposals partially address some of the main security requirements in the
IoT context that were identified in Section [3.1] However, there is still a need to provide a holistic
solution encompassing different approaches to enable security in the data sharing process, which was
described in the previous section. To address this gap, the security architecture presented in this thesis
is intended to face the security challenges identified in constrained scenarios. Next section provides a
detailed description of this architecture and the integrated security mechanisms.

Shttps://spritz.math.unipd.it/projects/andraben/
dhttps://www.fivare.org/
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3.3. Data-centric Security Architecture for the IoT

The data sharing process in IoT scenarios requires the integration of solutions that allow to prop-
erly protect information exchanges, from data sources to interested data-driven services. This set of
solutions must adequately fit with the particularities inherent to these ecosystems, such as techno-
logical heterogeneity, devices’ resource constraints, presence of proxies and group communications.
Consequently, this thesis provides an architecture intended to enable protection of information during
its entire lifecycle in IoT scenarios. Towards this end, the proposed architecture integrates different
data-centric security solutions, whose combination allows to secure the data sharing process. Specif-
ically, the proposed approaches are conceived for the application layer in order to ensure end-to-end
security, even in the presence of intermediate entities such as proxies. Furthermore, enabling data
protection at this upper layer makes these approaches independent of the underlying technologies.
Moreover, the integrated solutions must also meet the set of non-functional requirements described
at the end of Section In particular, these solutions are adapted to be deployed in devices with
resource constraints, in order to achieve lightweight and efficient versions that allow to save resources
in constrained scenarios (R1, R2, R3). In addition, such approaches enable a flexible mechanism to
provide security in one-to-many communications, that is, from a data source to multiple services (R1,
R4). Likewise, the proposed approaches are developed under the umbrella of different standardisation
bodies, such as the IETFE| and ETS]ﬁ, which favour the interoperability with other IoT deployments
(R5).

Accordingly, Figure shows an overview the architecture presented in this thesis, specifying
the security solutions implemented by each involved entity. In particular, Data Source and Gateway
integrate the solutions based on LO-CoAP-EAP and EDHOC, while Gateway, IoT Platform and
Service embed the SymCpAbe approach. Additionally, and for the sake of clarity, an Infrastructure
layer is displayed, which represents the set of backbone components intended to enable the data sharing
process, particularly, Proxy, Gateway and IoT Platform. Below, we provide a detailed description of
the processes required between such components for a secure data sharing process.

3.3.1. End-to-end Security Association Establishment

The data sharing process begins when the Data Source exchanges information with the corre-
sponding Gateway (phase 1), as already mentioned. However, before the Data Source is able to
start such information exchange, this entity needs to be previously authenticated and joined to the
network by running a bootstrapping process. Particularly, this bootstrapping process envisages the
Data Source makes use of certain cryptographic material statically configured in its manufacturing
domain to derive new dynamic credentials. Then, by employing such credentials, this entity is able to
securely joins to the deployment domain network through the Gateway. In this direction, the PANA
protocol [16] is widely considered to provide the bootstrapping service. Indeed, the Zigbee Allianaﬂ
specifies the use of this bootstrapping protocol in conjunction with the Fxtensible Authentication Pro-
tocol (EAP) [17] to carry out the authentication process. Nevertheless, PANA was not specifically
designed for the IoT context, as demonstrated in [20]. Therefore, the architecture proposed in this the-
sis integrates a lightweight bootstrapping protocol intended to constrained environments, concretely,
LO-CoAP-EAP [21]. Unlike PANA-based proposals, LO-CoAP-EAP is better suited to the networks’
and devices’ limitations, and achieves a trade-off among scalability, flexibility and performance. Ad-
ditionally, this protocol also allows to reuse the deployment of CoAP, which is the standard proposed
for enabling communications in IoT scenarios. This fact avoids to add any other specific technology
aimed to perform the bootstrapping process, which burden of involved endpoints is further alleviated.

Once the Data Source is properly authenticated and deployed in the IoT scenario through the
bootstrapping process, the next step is to establish a security association between this entity and the

Shttps://www.ietf.org/topics/security/
Shttps://www.etsi.org/committee/cyber
"https://zigbeealliance.org/
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Figure 3.2: Overview of the proposed data-centric security architecture for IoT scenarios

corresponding Gateway to protect their data exchanges. As already mentioned, the use of DTLS in
these constrained environments cannot provide end-to-end security between the two involved endpoints
due to the common presence of proxies, so only hop-by-hop security is ensured. It should be pointed
out that, while hop-by-hop security could be sufficient in certain IoT scenarios, there are many others
where it is not. For example, in the e-health context, a device acting as the data source is expected
to share sensitive personal information with the gateway. Therefore, proxies could perform security
attacks over such information without being detected by the DTLS protocol, such as eavesdropping,
message manipulation or message injection. In order to face this issue, security at the application
layer emerges as a potential solution with the aim of ensuring data protection, even in the presence
of proxies. This way, end-to-end security is provided in those IoT scenarios where it is required.
At this point, it is worth noting that security solutions at this upper layer could still be employed in
combination with other security protocols at another lower layer, such as the DTLS itself, as necessary.

Based on the need of enabling end-to-end security, in the scope of the recently-established LAKE
working group, the EDHOC protocol [27] has specially attracted the interest from academia and
industry due to its flexibility and lightness to be integrated in constrained environments. Indeed, this
protocol is being currently evaluated to be standardised. Specifically, EDHOC is a lightweight key
exchange protocol that can be considered as the alternative to the DTLS handshake at the application
layer. It aims to establish a security association between two endpoints for enabling further security
mechanisms intended to protect their subsequent data communications. Towards this end, EDHOC
is based on the use of the Elliptic Curve Ephemeral Diffie-Hellman algorithm (ECDHE) [|48], which
envisages a new ephemeral key pair every time this key exchange protocol is launched. This way, the
perfect forward secrecy property is ensured. In turn, the ECDHE algorithm employs FElliptic Curve
Cryptography (ECC) [10], which leads a lower computational cost for involved endpoints running
EDHOC. Furthermore, this protocol defines a three-message exchange to fulfil with its functionality,
which must be authenticated in order to identify the involved endpoints and prevent certain security
attacks, such as impersonation. In this sense, EDHOC supports the same authentication modes as the
DTLS handshake protocol, in particular, authentication with pre-shared keys, raw public keys and
certificates.
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Accordingly, two approaches based on this key exchange protocol are integrated in the architecture
presented in this thesis. The first one implements the pure EDHOC approach, while the second one,
named CompactEDHOC, represents a reduced version of such approach by extracting the security
parameter negotiation and store them in a resource directory entity. Note that, for the sake of clarity,
this resource directory component is not included in the Figure but its presence is assumed.
Accordingly, these EDHOC-based solutions enable the Data Source and the corresponding Gateway
to be able to establish a security association, specifically, a shared symmetric key, by which both
entities will encrypt and protect data to be exchanged. It should be pointed out that such security
association could be further considered as an enabler to other standardised application-layer security
solutions, such as OSCORE |28], which represents part of the future work derived from this thesis.

3.3.2. Secure Group Communications

Following with the Figure the second phase of the data sharing process encompasses the
exchange of the information received from the Data Source between the Gateway and the group of
interested data-driven Services. As already mentioned, this data sharing model is enabled by using a
publish/subscribe protocol, such as AMQP [70] or MQTT [71], which envisages the use of a central
platform responsible for managing data storing and forwarding among involves entities. Accordingly,
traditional security solutions, such as the symmetric and public key cryptography, are not considered,
since these approaches were originally designed to protect information exchanges between two entities
and not one-to-many communications. Instead, the use of the CP-ABE scheme [9] is considered as
a starting point to secure group data sharing. Specifically, this scheme allows to encrypt a piece of
information that will be only accessible by the set of authorised entities, which properly fits with data
sharing publish/subscribe model envisaged.

Nevertheless, the advantages provided by CP-ABE come at the expense of performance, since
it requires to execute highly resource-demanding cryptographic operations to encrypt and decrypt
data. Therefore, the direct application of this scheme in IoT scenarios could be limited. In order to
overcome this challenge and still leverage flexibility and expressiveness of CP-ABE, a new approach
named SymCpAbe is implemented, which combines symmetric key cryptography with attribute-based
cryptography to achieve a trade-off between efficiency and scalability. Under this approach, symmetric
keys are used to protect data, while these keys are CP-ABE encrypted by using access policies defined
by the data owner. Thus, an entity interested in obtaining the original data first needs to decrypt the
corresponding symmetric key by using its CP-ABE private key. Then, if its private key satisfies the
access policy, the entity will get such symmetric key and, therefore, the original data. Furthermore,
SymCpAbe is based on the use of recent IETF standards to represent the cryptographic material.
Particularly, JSON Web Key (JWK) [51] and JSON Web Algorithms (JWA) [50] are employed to
represent the required cryptographic keys and algorithms, respectively. This way, interoperability
with other security solutions is improved. Consequently, this security approach is integrated in the
proposed architecture, with the aim of ensuring end-to-end security in data exchanges between the
Gateway and the group of interested data-driven Services, even in the presence of the intermediate
IoT Platform.

While SymCpAbe provides an efficient and scalable way to enable security in group communica-
tions, this approach requires to extend the IoT Platform with new services, in particular, the ABE
Key Generation Service, the Symmetric Key Storage Service and the ABE Service (as shown in Fig-
ure . The ABFE Key Generation Service is responsible for generating the CP-ABE private keys for
the data-driven services; the Symmetric Key Storage Service stores the CP-ABE encrypted symmetric
keys, making them accessible to those entities interested in certain type of protected data; and the
ABE Service aims to assist the Gateway to perform the CP-ABE encryption of the symmetric keys.
Additionally, the inclusion of these services gives rise to further aspects to be considered. One of them
focuses on the ABE Service, which acts as an assistant component intended to encrypt the symmetric
keys that will be later employed for data protection. In this case, it is assumed that this service is
authenticated and authorized by both the Publish/Subscribe Service and the Symmetric Key Storage
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Service, in order to control access to data. Moreover, the establishment of a symmetric key and its
subsequent storage require an additional messages exchange, which potentially involves a greater net-
work overhead. Nevertheless, with SymCpAbe, data are protected by using symmetric cryptography
instead of with the CP-ABE scheme, which represents a significant bandwidth saving.

3.3.3. Architecture Instantiation

Once the integrated security solutions have been described, Figure [3.3| shows the instantiation of
the proposed architecture, identifying the main interactions among the entities to provide security in
the data sharing process.
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Figure 3.3: Instantiation of the proposed data-centric security architecture

Accordingly, when the Data Source is physically deployed in the scenario, this entity firstly runs
the bootstrapping process with the corresponding Gateway, in order to join to the network and be able
to participate in the data sharing process. To do this, both entities make use of their LO-CoAP-EAP
modules, which allow to complete such bootstrapping process. Once this phase is successfully fin-
ished, these modules are also responsible for forwarding certain cryptographic material derived from
such bootstrapping process to the EDHOC modules of the Data Source and the Gateway. Subse-
quently, these entities execute the authentication credential establishment process by employing such
cryptographic material, whose result depends on the selected EDHOC authentication mode. Thus, a
pre-shared key or the corresponding public keys are set in the Data Source and the Gateway. When
these entities are in possession of their authentication credentials, they launch one of the implemented
EDHOC-based solutions, whose messages are encapsulated and transported as CoAP payloads. In
case of success, a new security association between the Data Source and the Gateway is established,
in particular, a shared symmetric key, which will be further used to protect their subsequent commu-
nications. It should be clarified that such security association should be updated from time to time
in order to minimise the amount of data disclosed in case of a successful cyberattack. This updating
process only requires to relaunch the corresponding EDHOC-based approach, while the bootstrapping



12 3. Introduction

and the authentication credential establishment are only executed once, concretely, when the data
source is deployed in the scenario.

The security association previously established allows the Data Source to securely share data about
its surrounding environment, which are detected through its Sensing Component. Towards this end,
its EDHOC module protects the sensed data by using the shared symmetric key previously established
by the EDHOC-based solution. Then, such encrypted data are sent to the Gateway that performs the
decryption process in its corresponding EFDHOC module. The decrypted data are later forwarded to
its SYMCPABE module, which enables secure group data sharing functionality in the Gateway. Once
there, the Gateway interacts with the ABFE Service in order to establish a new symmetric key between
them. If this process is success, the Gateway retrieves the CP-ABE access policy associated to the
data coming from the Data Source. Note that such access policy has been previously defined in the
Policy Dashboard, which represents a central point where data owners specify how their information
are shared and under what circumstances. Subsequently, the Gateway sends the corresponding access
policy to the ABE Service. This entity encrypts the recent established symmetric key by using the
CP-ABE scheme with such policy and then, it stores this encrypted key on the Symmetric Key Storage
Service. After that, the Gateway encrypts data by using the AES algorithm with the symmetric key,
and publishes such protected information on the Publish/Subscribe Service. It should be pointed that
this service is instantiated through the Orion Context Bmkmﬂ which is one of the enablers provided
by the FIWARE platform. Finally, the group of interested data-driven Services receives the protected
data, which only can be accessible to those entities whose CP-ABE private key satisfies the access
policy employed to encrypt the corresponding symmetric key. To achieve this, such services must have
been previously subscribed to receive notification about these data, as well as be in possession of their
corresponding CP-ABE private key.

In brief, the previous subsections are focused on specifying the different data-centric security
solutions integrating the architecture presented in this thesis. On the one hand, the Data Source and
the Gateway implement the LO-CoAP-EAP and EDHOC-based security approaches, with the aim of
establishing security associations that allows to protect their information exchanges. On the other
hand, the Gateway, the IoT Platform and the interested data-driven Service deploy the SymCpABE
approach, which aims to protect group data communications. Accordingly, the combination of such
solutions enables protection of the shared data during their entire lifecycle in IoT scenarios.

3.4. Lessons Learned

The ToT paradigm envisages a hyper-connected world where a plenty of heterogeneous devices are
continually shared data about their surrounding environments. Under this perspective, the integration
of the IoT in our society is enabling the development of innovative data-driven services, which are
aimed to improve people’s life quality. In order to fulfil with their functionality, these services are
usually based on processing of large amounts of information obtained from different devices, and
infer additional knowledge to make more effective decisions accordingly. However, the realization
of this data-driven society vision is still challenging due to new security and privacy issues related
to the treatment of exchanged information. This aspect is particularly crucial in case of sensitive
information, such as personal health data, since an inadequate use of them could even harm people
themselves. Therefore, there is a need to consider security solutions that allow to ensure protection
of data during its whole lifecycle in IoT scenarios.

In this direction, important standardization bodies, such as the IETF and ETSI, have offered
different proposals to overcome security and privacy concerns in IoT scenarios. This fact proves that
security and privacy in the IoT context are currently one of the main hot research topics getting
rising attention from the academia. Nevertheless, the application of these proposals is not trivial due
to the particularities inherent to these scenarios (i.e., technological heterogeneity, devices’ resource
constraints, presence of proxies and group communications). Therefore, while they are considered as a

8https://fiware-orion.readthedocs.io/en/master/index.html


https://fiware-orion.readthedocs.io/en/master/index.html

3.4. Lessons Learned 13

good starting point to address security aspects, ensuring end-to-end data protection in IoT scenarios
is still challenging.

Accordingly, this thesis has provided a security architecture based on the adaptation and integra-
tion of recent and complementary data-centric security solutions. Throughout its realisation, we have
achieved the following results:

= Design and development of two lightweight key exchange solutions based on EDHOC, which
enable the establishment and updating of end-to-end security associations in IoT scenarios, even
in the presence of intermediate entities.

= Design and development of extensions to the LO-CoAP-EAP bootstrapping service, in order to
derive and establish the authentication credentials required by the implemented EDHOC-based
approaches.

= Design and development of a lightweight, flexible and scalable attribute-based encryption solu-
tion combining the CP-ABE scheme and the symmetric key cryptography, in order to enable
secure group data sharing.

= Instantiation of the developed security solutions on real resource-constrained devices and the
FIWARE platform, with the aim of carrying out an exhaustive evaluation to demonstrate their
adequate suitability for IoT scenarios.

= Presentation of the obtained results in different journals and conference publications, and as
part of three European research projects: ARMOUREL SocIoTaﬂ and CHIST-ERA Use—ITE

All in all, security and privacy are currently considered as the main barriers to be overcome for
increasing people’s trust and fostering the deployment of IoT scenarios on a broad scale. Thereby,
the data-centric security architecture presented in this thesis represents an excellent starting point
to address the main security and privacy concerns in the IoT context, specially for the integration
of resource-constrained devices. Eventually, it should be noted that this architecture could be still
extended by integrating other complementary approaches, such as OSCORE or authorisation mod-
els designed for constrained scenarios, thus achieving secure, flexible and efficient IoT data sharing
ecosystems.

9https://www.armour-project.eu/
10https://cordis.europa.eu/project/id/609112
Uhttp://useit.eu.org/
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Abstract

As the Internet of Things evolves, citizens are starting to change the way they share information
and communicate with their surrounding environment, enabling a constant, invisible and sometimes
unintended information exchange. This trend raises new challenges regarding user’s privacy and
personal consent about the disclosure of personal data that must be addressed by flexible and
scalable mechanisms. Towards this end, this work introduces the concept of bubble, as a coalition
or group of smart objects that can be created according to the relationship between their owners.
The proposed approach is based on the use of attribute-based encryption to protect the associated
data according to users’ preferences, and FI-WARE components for deployment purposes. As a
scenario example, the solution is integrated with a radio localization system, in order to protect
location data in the context of smart buildings. Finally, this work provides implementation details
about the required components, as well as their evaluation on real smart environment scenarios.
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Abstract

Smart buildings represent key environments to encourage the growth of more sustainable and
efficient cities. With the strong development of the Internet of Things (IoT), the integration of
heterogeneous physical devices fosters the emergence of data-driven services to make more effective
decisions accordingly. However, the need for sharing large amounts of data could help to infer users’
sensitive information, such as their daily habits, thus harming their privacy. Under these premises,
this paper introduces an encryption scheme based on the lightness of the symmetric cryptography,
and the expressiveness of attribute-based encryption. Our proposal aims to ensure only authorised
services will be able to access specific pieces of data, so that users’ privacy is not compromised,
while scalability and efficiency are provided. The resulting scheme has been deployed on a real
smart building scenario, and validation results demonstrate its suitability to protect large amounts
of sensitive data on IoT-enabled buildings.
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Abstract

In most IoT deployments, intermediate entities are usually employed for efficiency and scalability
reasons. These intermediate proxies break end-to-end security when using even the state-of-the-art
transport layer security (TLS) solutions. In this direction, the recent Object Security for Con-
strained RESTful Environments (OSCORE) has been standardized to enable end-to-end security
even in the presence of malicious proxies. In this work, we focus on the key establishment process
based on application layer techniques. In particular, we evaluate the Ephemeral Diffie-Hellman over
COSE (EDHOC), the de facto key establishment protocol for OSCORE. Based on EDHOC, we
propose CompactEDHOC, as a lightweight alternative, in which negotiation of security parameters
is extracted from the core protocol. In addition to providing end-to-end security properties, we
perform extensive evaluation using real IoT hardware and simulation tools. Our evaluation results
prove EDHOC-based proposals as an effective and efficient approach for the establishment of a
security association in IoT constrained scenarios.
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Abstract

The next generation of IoT scenarios must consider security aspects as a first class component.
As a core aspect, key management is crucial for the establishment of security associations between
endpoints. According to it, in this work we propose a novel architecture of security association
establishment based on bootstrapping technologies in order to manage the life-cycle of cryptographic
keys in IoT. Based on our previous work, we propose a key derivation process by using a lightweight
bootstrapping mechanism specifically designed for IoT. Then, the derived cryptographic material
is used as an authentication credential of the EDHOC protocol, which represents a standardization
effort for key agreement in IoT. EDHOC is an application layer alternative to the DTLS handshake,
in order to provide end-to-end security properties even in the presence of intermediate entities, such
as proxies. Evaluation results prove the feasibility of our approach, which represents one of the
first efforts to consider application layer security approaches for the IoT.
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