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caprPiTULO

Resumen

1.1. Motivacion

En los dltimos anos, la tecnologia ha avanzado a pasos agigantados cambiando nuestra percepcién
del mundo y la manera en la que realizamos acciones cotidianas. Uno de los paradigmas que mas
impacto ha tenido en nuestro dia a dia es el Internet de las Cosas (IoT), el cual ha permitido conectar
a Internet dispositivos cotidianos con el objetivo de recopilar y compartir informacién. Asi, disponemos
de neveras inteligentes capaces de obtener informacién sobre los alimentos que faltan, gestionar la lista
de la compra e incluso realizar dicha compra comunicandose con el supermercado, o cafeteras que se
conectan con nuestro movil y se activan cuando suena la alarma. Este ecosistema de dispositivos no
s6lo ha traido enormes beneficios al entorno de domética, sino que ha supuesto un increible avance en
la industria, facilitando por ejemplo los procesos de monitorizacién de la cadena de suministro para
garantizar la calidad de los productos. Este término, que fue acuiiado por Kevin Ashton en 1999 [6],
se ha ido desarrollando gracias a tecnologias paralelas como la conexién inaldmbrica o la inminente
llegada del 5Gﬂ permitiendo gestionar la informacién de una manera mas eficiente y facilitando el
continuo intercambio de informacién. Mientras que en 2019 el ntimero de dispositivos IoT era de
aproximadamente 26.66 billones, en los préximos afios esta tendencia seguird al alza, con una estimacion
de 74.44 billones de dispositivos en 2025, como se puede ver en la Figura

Una de las principales caracteristicas de estos dispositivos es la baja capacidad de cémputo de la
que disponen, en pos de una mayor duracién de la bateria que permita el funcionamiento continuo del
dispositivo. Sin embargo, dicha capacidad de computo, unida a los bajos costes, ha hecho que aspectos
fundamentales como la seguridad y la privacidad no sean tenidos en cuenta adecuadamente, llevando
a una situacién en la que un atacante dispone de una enorme red de dispositivos interconectados
totalmente desprotegidos. Este hecho queda patente en el gran incremento de ataques que han sufrido
estos dispositivos, desde juguetes hasta dispositivos médicos necesarios para el mantenimiento de
una vida humanaﬂ Uno de los ataques con mayor impacto fue Mirai, en Octubre de 201(1?]7 donde
se comprometieron millones de dispositivos IoT (e.g., cAmaras o grabadoras digitales de video) para
ejecutar un ataque de denegacién de servicio distribuido (DDoS) contra grandes plataformas como
Spotify o Amazon. Esto provoco la interrupcion de los servicios y por tanto grandes pérdidas monetarias.

Thttps://www.3gpp.org/release-17
2https://www.statista.com /statistics /471264 /iot-number-of-connected-devices-worldwide/
Shttps://www.finance-monthly.com/2019/09/the-worst-and-weirdest-iot-hacks-of-all-times/
4https:/ /www.theguardian.com/technology /2016 /oct /26 /ddos-attack-dyn-mirai-botnet
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Figura 1.1: Dispositivos IoT conectados: histérico y prevision.

Este ataque se ha ido desarrollando, creando una gran cantidad de variaciones. El hecho preocupante
es que ya en el anio 2018, el 20% de las companias reportaron ataques IoT en los tltimos tres anos,
segtin el estudio realizado por Gartnerfl]

Esta situacién, que tiende a agravarse por momentos, subraya la importancia de disenar mecanismos
de proteccion adecuados para los dispositivos IoT. Una de las iniciativas europeas mas ambiciosas
para abordar las preocupaciones existentes sobre ciberseguridad, es el establecimiento de un marco de
certificacién. En este sentido, la Unién Europea aprobd (EU) el 27 de Junio de 2019 la Regulacidn
2019/881 del Parlamento Europeo y del Consejo del 17 de Abril de 2019 sobre la Agencia FEuropea
de Ciberseguridad (ENISA) y la certificacién de sequridad de la tecnologia de la informacion y
las comunicaciones (Cybersecurity Act), el cual establece a ENISA como el punto central para la
construccién de un framework de certificacién europeo . El principal objetivo de este framework
seria garantizar una seguridad béasica para cualquier componente de tecnologias de la informacién y
las comunicaciones (ICT) (incluyendo dispositivos IoT) y comunicar al usuario final la seguridad del
dispositivo que estd comprando, facilitando la comparacién de dispositivos similares. Otras iniciativas
paralelas, como la Organizaciéon Europea de Ciberseguridad (ECSO), que agrupa empresas, centros de
investigacion y universidades, propone un meta esquema de certificaciéon de ciberseguridad a través
de un grupo de trabajo especialmente dedicado a certificacion. En Estados Unidos, esta iniciativa viene
liderada por el Instituto Nacional de Estandares y Tecnologia (NIST) y, en Japén, el gobierno
gestiona el desarrollo de un framework de ciberseguridad para dar guias sobre la implementacion de la
ciberseguridad [18].

Sin embargo la creaciéon de un framework de certificaciéon no es una tarea facil, especialmente en
un contexto como el de IoT. Ya de por si, la gran variedad de métricas, estandares de seguridad y
esquemas de certificacion hacen dificil la selecciéon y comparacién de los niveles de seguridad. Esto es
especialmente dificil cuando los esquemas pertenecen a paises diferentes con diferentes regulaciones y
leyes, perjudicando a los fabricantes de dispositivos, que necesitan certificarse con varios esquemas
para poder vender sus productos en varios paises, con el consecuente desembolso monetario. Los costes
de la certificacién, unidos a los altos tiempos de preparacién, ejecucién y espera de los resultados,
hacen inviable su aplicacién en dispositivos de bajo coste, como son los dispositivos IoT. Otro gran reto

Shttps://www.gartner.com/en/newsroom/press-releases/2018-03-21-gartner-says-worldwide-iot-security-spending-
will-reach-1-point-5-billion-in-2018



1.2. Objetivos y Metodologia XIX

es la alta dinamicidad que presentan este tipo de dispositivos tan versatiles, capaces de cambiar de
entorno operacional y sujetos a una plétora de nuevas amenazas cada dia. La certificacién tradicional,
que suele ser estatica y que no considera ningin proceso de monitorizacién posterior, no puede hacer
frente a esta dinamicidad. Se necesitan mecanismos agiles y automaticos, que permitan la repeticién
de la evaluacién de seguridad de manera rapida y a bajo coste cuando se detecta un posible cambio
de seguridad, ya sea debido a una nueva vulnerabilidad o debido a una actualizacion del firmware.
Ademads, esta dinamicidad requiere una etiqueta de seguridad que muestre la seguridad del producto en
tiempo real de una manera que cualquier usuario no experto pueda entenderlo, similarmente a como se
hace con las etiquetas energéticas, pero de una forma mas dindmica (e.g., con herramientas como el
c6digo de respuesta rapida (QR) o la tecnologia inaldmbrica de corto alcance (NFC)).
En resumen, un framework de certificacién deberia cumplir las siguientes caracteristicas:

= Armonizacién de los esquemas de certificacion y estdndares de seguridad existentes para facilitar
la comparacion y unificar los criterios de evaluacién.

= Uso de estandares para definir los procesos de la certificacién de seguridad, ya que aunque muchos
de estos estandares tienen sus debilidades, el framework deberia hacer uso de sus puntos fuertes
y de su consenso entre la comunidad cientifica.

= Consideracién de vulnerabilidades en todas las capas de la pila de protocolos y en todos los
componentes del sistema, incluyendo el andlisis de las dependencias y de los efectos cascada.

= Escalabilidad y automaticidad para permitir una recertificacién rapida y a bajo coste que lidie
con la dinamicidad de la seguridad ante una nueva vulnerabilidad o actualizacién.

= Ligero, requiriendo la minima documentacién formal posible para entenderlo y aplicarlo, de coste
asumible para la empresa, y rapido, sin que afecte al lanzamiento del producto al mercado.

= Etiqueta de seguridad visual y dindmica que recoja los resultados de la evaluacién, que aporte
informacion suficiente pero de una manera visual, sencilla y clara que pueda ser entendible por
una persona no experta.

= Consideracién del contexto del dispositivo o sistema durante la evaluacién para facilitar la
comparacién, ya que un dispositivo IoT puede desplegarse en diferentes contextos con diferentes
requisitos de seguridad.

= Uso de métricas objetivas, que no dependan del evaluador y por tanto favorezcan la reprodu-
cibilidad de la evaluaciéon. Ademads, se deberian evitar métricas dificiles de calcular como la
probabilidad de explotacién de una vulnerabilidad.

1.2. Objetivos y Metodologia

Como respuesta a los problemas analizados en la seccién anterior, se planted esta tesis colaborando
en el contexto del proyecto Europeo H2020 ARMOUREL con el objetivo de disenar una metodologia
de evaluacion de la seguridad enfocada a dispositivos IoT. Dicha metodologia esta orientada a servir
como base para un futuro framework de certificaciéon, ayudando a definir e instanciar los procesos
relacionados con la evaluacién de la seguridad. La metodologia se ha disenado combinando valoracién
de riesgos y tests para la evaluaciéon objetiva del riesgo y la seguridad. En una segunda parte, dicha
metodologia se ha instanciado a través de tecnologias y mecanismos que permiten automatizar el
proceso, de manera que asi se pueda facilitar la escalabilidad y la recertificacion, lidiando con la
alta dinamicidad de los entornos IoT. Finalmente, y con el objetivo de llevar los resultados de la
evaluacion a la fase de operacion del dispositivo, se ha propuesto un mecanismo de mitigacion basado
en perfiles de comportamiento, de manera que se pueda reducir la superficie de ataque del dispositivo

Shttps://www.armour-project.eu/



XX 1. Resumen

IoT. La implementacién de dicho mecanismo se ha integrado con los resultados del proyecto Europeo
H2020 ANASTACIA[] La evaluacién de seguridad propuesta ha sido validada en varios escenarios y
considerando diferentes protocolos. Asi, se han fijado los siguientes objetivos para el desarrollo de esta
tesis:

= Objetivo 1: Anélisis de los requisitos de evaluacién de seguridad en dispositivos IoT.

= Objetivo 2: Anilisis del estado del arte actual en materia de certificacién de seguridad, evaluacién
de seguridad, técnicas de testeo, y de las principales iniciativas de organismos europeos y de
estandarizacién.

= Objetivo 3: Propuesta de una metodologia de evaluacion de la seguridad para dispositivos IoT,
de manera que se tengan en cuenta los requisitos analizados en el Objetivo 1.

= Objetivo 4: Anadlisis de las principales herramientas y técnicas de evaluacion del riesgo, y de
diseno y ejecuciéon de tests de seguridad.

= Objetivo 5: Propuesta de instanciacién de la metodologia disenada en el Objetivo 2, de manera
que se tengan en cuenta los requisitos analizados en el Objetivo 1.

= Objetivo 6: Validacién y evaluacion de la propuesta en varios escenarios IoT.

= Objetivo 7: Integracion de perfiles de comportamiento, en particular del estindar Manufacturer
Usage Description (MUD [53]), en la metodologfa, de manera que se puedan utilizar los resultados
de la evaluacién de seguridad para mitigar ataques durante la fase de operacién del dispositivo.

= Objetivo 8: Validacion y evaluacién de la propuesta de mitigacion en entornos IoT para demostrar
su factibilidad.

Dichos objetivos han ido guiando la metodologia y el desarrollo de la investigacion realizada en
esta tesis. Las primeras etapas, dedicadas a analizar qué propiedades de los dispositivos IoT dificultan
su evaluacién de seguridad y cuédles son las carencias en los actuales esquemas de certificacién y
evaluacién de la seguridad, han sido cruciales para determinar el camino a seguir durante el disefio
de la metodologia. A su vez, la participacién en grupos europeos como el ECSO y el analisis de
las iniciativas llevadas a cabo por la Comisién Europea (EC), ENISA, la industria y la comunidad
cientifica, ha permitido alinear nuestros esfuerzos con lo que se estd haciendo en materia de certificacion
en seguridad en el mundo y en especial, en Europa. Ademads, para el diseno de la metodologia, nos
hemos basado en estandares como el del Instituto Europeo de Estdndares de Telecomunicaciones
(ETSI), el ETSI EG 203 251 [54], que ya propone el uso de los tests para incrementar la fiabilidad
de la evaluacion de la seguridad. El andlisis de los mecanismos de certificacion y evaluacion de la
seguridad actuales puso de manifiesto sus carencias, especialmente las relacionadas con la dinamicidad
de la seguridad. Asi, la instanciacién de la metodologia fue realizada teniendo en cuenta este hecho,
de manera que se permitiera una reevaluacion rapida. Finalmente, para la instanciacion de la fase
de mitigacién de la metodologia, se utiliz6 el estandar MUD como mecanismo para definir perfiles
de comportamiento que permitieran reducir la superficie de ataque durante la fase de operacién del
dispositivo. Dicha integraciéon no sélo supuso la extraccion de resultados utiles para la mitigacion, sino
también la extensién del MUD y su obtencién y aplicacion durante la instalacién del dispositivo. El
diseno, instanciacién, despliegue y evaluacién de la metodologia de evaluacién de seguridad, asi como
las mitigaciones, suponen el fruto de la investigacién realizada en esta tesis, que sera explicada mas
detalladamente en la siguiente seccién.

"http:/ /www.anastacia-h2020.eu/
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Tabla 1.1: Principales resultados de la tesis
Resultado Objetivos Publicaciones
R1.Analisis de las propiedades necesarias para la evaluacién de 1,2 [86] [3]
seguridad en entornos IoT, y andlisis de las carencias encontra-
das en los sistemas de certificacién y evaluacién de seguridad

actuales. ]
R2.Diseno de una metodologia de evaluacién de la seguridad 3 [86] 1158] [134]
para IoT basada en estdndares actuales, combinando evaluacién 187) 13

del riesgo y tests de seguridad con el objetivo de evaluar la
seguridad de una manera objetiva.

R3.Implementacién de la metodologia de evaluacién de la seguri- 4,5 1134] [87] [158]
dad para IoT mediante técnicas y herramientas apropiadas para [31]

el contexto IoT que favorezcan la automatizacién de la evalua-
cion de la seguridad con el objetivo de lidiar con la dinamicidad
de la seguridad, la escalabilidad y la recertificacién.

R4. Integracién de los resultados de la metodologia de evalua- 7,8 [31] o] |
cién con la creaciéon de un perfil de comportamiento extendido
del dispositivo (partiendo del estdndar MUD), que ayude a con-
figurar su seguridad durante la fase de instalacién, asi como la
monitorizacién de comportamientos sospechosos.

R5. Integracion de la gestién del MUD en la fase de instalacion 7,8 [30] [10] |
del dispositivo, de manera que se instalen las politicas de seguri-
dad antes de que el dispositivo pueda acceder a los recursos de
la red y se reduzca asi la superficie de ataque

R6.Validacién y evaluacién de las soluciones propuestas sobre 6, 8 130] [158] [134] |
diferentes escenarios y protocolos IoT con el objetivo de verificar [31] [39]
su viabilidad

1.3. Resultados

La consecucién de los diferentes objetivos de esta tesis ha dado lugar a diversas publicaciones
cientificas en revistas, conferencias y capitulos de libros que pueden consultarse al final del Capitulo
Los principales resultados obtenidos, asi como su relaciéon con los objetivos planteados se recogen
en la Tabla Ademads, durante la tesis se ha participado en diferentes proyectos de investigacion
(e.g., ARMOUR, CybserSecélEuropeED y en iniciativas europeas relacionadas con la certificacién en
seguridad, lideradas por entidades como EC o ECSO.

Es importante mencionar que esta tesis se ha presentado en la modalidad por compendio, por lo que
los detalles de los resultados se encuentran en las cuatro publicaciones principales que la comprenden.
No obstante, a continuacién se explican a alto nivel y de manera resumida los principales resultados de
cada uno de los articulos del compendio.

1.3.1. Toward a Cybersecurity Certification Framework for the Internet of
Things

La primera publicacién del compendio [86] analiza en detalle las principales caracteristicas de los
dispositivos IoT que dificultan la evaluacién de la seguridad (R1). Mientras que por un lado, la gran
heterogeneidad de dispositivos complica las comparaciones objetivas en materia de seguridad, por otro
lado, la alta dinamicidad a la que estan sometidos este tipo de dispositivos, hacen necesario que la
evaluacion de la seguridad tenga en cuenta el entorno cambiante en el que opera, ya sea debido a una

8https://cybersecdeurope.eu/
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actualizacién o al descubrimiento de una nueva vulnerabilidad. De esa manera, se hace un anélisis de
los desafios que tiene el disefio de un framework de certificacion de seguridad para IoT. Este analisis
no sélo tiene en cuenta las propiedades analizadas y los esquemas de certificacién actuales, sino que
también recoge las inquietudes de industria, organismos reguladores y organismos estandarizadores, ya
que durante la tesis se ha podido tener contacto con varias de estas entidades. Entre los desafios de
la certificacion, destaca la alta variedad de estandares de seguridad y esquemas, que hacen dificil la
homogeneizacién de criterios de evaluacion y la comparacién entre ellos, asi como el uso de métricas que
pueden depender del criterio del evaluador. Sin embargo, a pesar de dichas debilidades, el framework
deberia hacer uso de los puntos fuertes de los estdndares existentes y aprovecharse de su aceptacion en
la comunidad. El proceso de certificacién deberia ser sencillo, requiriendo la minima documentacién
formal posible para entenderlo y aplicarlo y no demasiado caro. Esto es especialmente importante en
el entorno IoT, donde el coste de los dispositivos es tan bajo que una certificacién que incremente
demasiado su coste seria inviable, y donde un retraso excesivo en el lanzamiento del producto al
mercado puede derivar en pérdidas econémicas para el fabricante. Aunque para evaluar la seguridad
se suele tener en cuenta las vulnerabilidades ya conocidas del dispositivo que se esta evaluando, en
el contexto IoT no hay ninguna base de datos de vulnerabilidades especifica. No obstante, cada vez
mas vulnerabilidades de estos dispositivos son anadidas a la base de vulnerabilidades de referencia,
la base de datos nacional de vulnerabilidades (NVD) de Estados Unidos. El contexto donde opere el
dispositivo, asi como sus componentes y dependencias, y las vulnerabilidades en las diferentes capas de
la pila de protocolos, deberian tenerse en cuenta para una correcta evaluacién de la seguridad. Sin
embargo, hoy por hoy, el mayor problema es la dinamicidad, ya que aunque un dispositivo haya sido
certificado como seguro, esto puede cambiar rapidamente, no solo por una nueva vulnerabilidad, sino
por una actualizacion o un parche. Este hecho, unido a que la cantidad de dispositivos IoT no deja de
crecer, hace necesaria una solucién escalable y automatizada que permita una recertificacion rapida y
a bajo coste. Por 1ltimo, como resultado del proceso de certificacién, es necesaria la creacién de una
etiqueta que aporte informacién suficiente de una manera visual, sencilla y clara, para que pueda ser
interpretada por una persona no experta.

Como una propuesta para lidiar con dichos retos, el articulo propone la metodologia de evaluacién de
seguridad disefiada en la tesis (R2), con el objetivo de que pueda servir como base para la certificacién.
En particular, dicha metodologia se basa en el estdndar ETST EG 203 251 [54], en el cual se plantean
dos visiones diferentes: una en la que la evaluacién del riesgo es asistida por tests, y otra en la que
los tests son dirigidos por la evaluacién del riesgo. Dichas visiones fueron combinadas y se anadieron
aspectos adicionales inherentes a la certificacién, como es el concepto de etiquetado.

1.3.2. Risk-based Automated Assessment and Testing for the Cybersecu-
rity Certification and Labelling of IoT Devices

La segunda publicacion [87] detalla la metodologia de evaluacién de la seguridad desarrollada en
esta tesis (R2) y la instanciacién propuesta (R3). La metodologia toma como punto de partida un
conjunto de cinco vulnerabilidades generales (falta de autenticacién, falta de autorizacion, falta de
confidencialidad, falta de integridad y falta de disponibilidad), as{ como vulnerabilidades més especificas
que pueden ser obtenidas de bases de datos de vulnerabilidades conocidas. Con el objetivo de tener en
cuenta el contexto en el que se va a desplegar el dispositivo, la metodologia hace uso del concepto de
perfiles de proteccién, término tomado del estdndar de certificacién Common Criteria (CC) [151], los
cuales reflejan el nivel de riesgo aceptado para cada propiedad y en cada contexto. Esto es debido a que,
por ejemplo, la disponibilidad puede ser crucial en un dispositivo sanitario, mientras que en un entorno
demotico, no lo es tanto. La principal ventaja de la metodologia es el uso del testeo para evaluar
el riesgo, en lugar de basarse en listas de criterios que pueden ser interpretadas. La instanciacién
propuesta para dicha metodologia se basa en el uso de tests basados en modelos (MBT) [116], una
técnica en la que el sistema objetivo se modela a alto nivel y a partir de ese modelo se generan los
tests de una manera automéatica. Para enlazar los tests a alto nivel con el sistema real se requiere de
una interfaz (adaptador) que, una vez implementada, facilita la reejecucién y modificacion de los tests,
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agilizando los procesos de reevaluacion. Para la ejecucién de los tests se propone el uso de TITANEL
una herramienta que utiliza el lenguaje Testing and Test Control Notation Version 3 (TTCN3)E| y
sirve para automatizar la ejecucién de dichos tests y la obtencién de los resultados. Los resultados
y las métricas obtenidas de los tests son utilizados junto al estdndar Common Vulnerability Score
System (CVSS) [43] para obtener un valor numérico del riesgo de cada vulnerabilidad general. El riesgo
obtenido se compara con los perfiles disponibles y se representMSPLa en la etiqueta, un diagrama
de arafia basado en un pentagono, donde los vértices representan las vulnerabilidades y las aristas
los perfiles obtenidos. Para lidiar con la dinamicidad de la etiqueta se propone el uso de QR o NFC.
Dicha metodologia instanciada es usada para evaluar la seguridad de una libreria que implementa
el protocolo Datagram Transport Layer Security (DTLS) [163] sobre dispositivos IoT a través de la
plataforma FIT IoT Laﬂ que permite llevar a cabo tests sobre dispositivos IoT en escenarios a gran
escala de manera remota (R6).

1.3.3. Extending MUD Profiles Through an Automated IoT Security Tes-
ting Methodology

La tercera publicacién [31] se centra en la fase de mitigacién de la metodologia de evaluacién de la
seguridad disenada anteriormente. Para ello, se propone el uso de perfiles de comportamiento, capaces
de especificar el comportamiento normal del dispositivo, ya sea para monitorizar comportamientos
sospechosos o para aplicar politicas de seguridad que restrinjan el comportamiento del dispositivo a lo
esperado, de manera que se reduzca la superficie de ataque. En particular, se usa el estdndar MUD, el
cual hace uso de listas de control de acceso (ACL) para especificar el comportamiento de un dispositivo
a nivel de red. Dicho perfil es definido durante la fase de produccion del dispositivo y aporta informacion
relevante durante su fase de operacién. E1 MUD hace uso de términos de alto nivel que permiten definir
varios comportamientos de forma compacta; por ejemplo, para indicar que un dispositivo sélo puede
hablar con dispositivos del mismo fabricante, se puede usar same manufacturer. De esta manera, el
MUD abstrae de toda informacién que depende del escenario donde se instalara, como direcciones IP.
Sin embargo, la expresividad del MUD est4 limitada a ciertos aspectos de red (puertos, protocolos
Transmission Control Protocol (TCP) [9] o User Datagram Protocol (UDP) [8] y control de acceso de
red), con lo cual aspectos de grano més fino, o referentes a otras capas de la pila TCP/IP, no tienen
cabida. En este articulo, proponemos la generacion de un MUD extendido a partir de los resultados de
la evaluacién de seguridad. De esta manera, el MUD es capaz de representar informacién de seguridad
relevante para su configuraciéon como el tamano de las claves, los algoritmos criptogréaficos que debe
usar, e incluso las conexiones méximas que es capaz de soportar para evitar un ataque de denegacién de
servicio (DoS) (R4). Dicha extensién plantea el desafio de c6mo implementar las politicas extendidas
en la red de despliegue del dispositivo, especialmente las relacionadas con la autorizaciéon de acceso
a recursos. Los articulos de investigacién hacen uso de la tecnologia de redes definidas por software
(SDN) para implementar las politicas de acceso a nivel de red. Sin embargo, esta tecnologfa no permite
la implementacién de las restricciones de acceso a nivel de aplicacién. Por ello (R5), en el articulo
se propone el uso del estdndar eXtensible Access Control Markup Language (XACML), que permite
automatizar el proceso de evaluacion de autorizacion usando un efoque basado en politicas y el uso de
Concise Binary Object Representation (CBOR) [61] Web Tokens (CWT), integrando Authorization
Information Format (AIF) [35]. Los tokens CWT utilizan la notacién CBOR, que reduce el tamaifio de
dicho token y facilita su uso en entornos IoT. De esta manera, cuando el dispositivo quiere acceder a
cierto recurso, debe solicitar un token de acceso, que sera entregado o denegado dependiendo de las
politicas de acceso del MUD extendido. En caso de que el token sea entregado, cuando el dispositivo
acceda al recurso, deberd adjuntar el token como prueba de su autorizacién. Tanto la metodologia
de evaluacion, como la generaciéon del MUD, se evaltian en un escenario IoT con dispositivos reales
(R6) que tienen implementado el protocolo Ephemeral Diffie-Hellman Over CBOR Object Signing and

Shttp://www.ttcn-3.org/index.php/tools/16-tools-noncom/112-non-comm-titan
Ohttp://www.ttcn-3.org/
Uhttps://www.iot-lab.info/
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Encryption (EDHOC) [52].

1.3.4. Enforcing Behavioral Profiles Through Software Defined Networks
in the Industrial Internet of Things

La cuarta y ltima publicacién del compendio [30] se enfoca en la implementacién de las politicas
del estdndar MUD (R5) durante la fase de instalacién del dispositivo en la red (bootstrapping [33]). El
estandar MUD define el formato basado en ACL y la arquitectura necesaria para su almacenamiento,
obtencién, traduccién e implementacién, pero no especifica los mecanismos y técnicas que se deben
seguir para la ejecucion segura de dichos procesos. Con el objetivo de cubrir estas necesidades, en este
articulo se propone la integracién de dichos procesos en el bootstrapping. En particular, la obtencion
del MUD se integra en el protocolo extensible de autenticacién (EAP) [34], enviando el Localizador
de Recursos Uniforme (URL) para obtener el MUD en un atributo del mensaje del protocolo de
Autenticacion, Autorizaciéon y Contabilidad (AAA) [72]. De esta manera, la obtencién del MUD ocurre
cuando el dispositivo ya ha sido autenticado en la red. Cuando la URL se recibe, la entidad principal de
la arquitectura MUD, el MUD Manager, se encarga de obtenerlo del servidor del fabricante, asi como
la firma para verificar su integridad. Para la implementacién de las politicas del MUD, se propone
una arquitectura para traducir las politicas del MUD a reglas que puedan ser implementadas por los
switches SDN. Dicha arquitectura estd basada en los componentes del proyecto H2020 ANASTACIA.
Asi, las politicas MUD son traducidas al lenguaje intermedio de politicas de seguridad (MSPL) [75]
que es el que se gestiona internamente en la arquitectura. Para la implementacion de dichas politicas,
se selecciona un lenguaje al que traducir las politicas MSPL, que en este caso es OpenFlow [74].

En el articulo se propone un caso de uso basado en gemelos digitales, una técnica que consiste
en tener una copia virtual de un dispositivo, capaz de emular su comportamiento [5]. En el caso
de uso, los gemelos digitales son utilizados para monitorizar la implementacion de las politicas del
MUD, de manera que la configuracién se instale en los gemelos antes que en la red real para detectar
posibles inconsistencias entre las politicas del MUD y las politicas ya definidas en la red, y aplicar asi
mecanismos de resolucion de conflictos. De esta manera, las politicas que se instalen en la red real, ya
habran sido probadas y cualquier problema se habra resuelto, por lo que las operaciones no se veran
afectadas.

Finalmente, la arquitectura y los procesos propuestos se han evaluado sobre un escenario con
dispositivos IoT reales, analizando la sobrecarga del proceso completo de gestion del MUD con respecto
a un mecanismo de bootstrapping usual basado en EAP sobre Protocol for carrying Authentication for
Network Access (PANA) [73]. También se estudian cudles son las fases mds restrictivas en materia de
tiempo (R6) para verificar su viabilidad.

1.4. Conclusiones y Trabajos Futuros

El desarrollo de un framework de certificacién es una iniciativa ambiciosa que ha generado un gran
interés en todo el mundo, tanto en industria y en investigaciéon, como en organizaciones estandarizadoras
y reguladoras. Mientras que en Estados Unidos esta iniciativa estd liderada por el NIST, en Europa,
tras la aprobacién del Cybsersecurity Act, ENISA ha adoptado el rol de liderar la creacién de dicho
framework. Diferentes retos alientan y, a la vez, frenan el desarrollo del framework de certificacion,
especialmente en el contexto del IoT. Por un lado, la gran variedad de esquemas de certificacion,
estandares de seguridad y dispositivos hacen dificil la tarea de comparar y establecer los criterios
basicos de seguridad. Esto queda acentuado por el hecho de que los actuales esquemas de certificacion
de seguridad utilizan métricas subjetivas que pueden interpretarse de manera diversa por diferentes
expertos. Ademads, un mismo dispositivo IoT puede operar en contextos muy diferentes que requieren
niveles de seguridad adecuados a dichos entonos, como por ejemplo salud e industria. Por otro lado,
la gran cantidad de ataques, vulnerabilidades y amenazas a los que se ven sometidos cada dia este
tipo de dispositivos deriva no sblo en cambios continuos en la seguridad, sino que involucran a su
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vez actualizaciones y parches que igualmente afectan a la seguridad certificada con anterioridad. Este
hecho no es tenido en cuenta por los esquemas actuales de certificacién de seguridad, que certifican de
manera estatica una versiéon concreta de un dispositivo, y ésta queda anulada cuando hay un cambio
de seguridad. En este caso, se requiere una nueva y completa certificacion, con el correspondiente
desembolso monetario y gasto de tiempo.

Aunque el establecimiento de dicho framework de certificacién atn requiere una coordinacién
conjunta de todas las partes implicadas, la metodologia de evaluacién de la seguridad para IoT
propuesta en esta tesis estd orientada a servir como base para futuras aproximaciones de dicho
framework de certificacién. Para ello, la metodologia se basa en la combinacion de la evaluacién del
riesgo y de tests de seguridad con el objetivo de medir de forma objetiva la seguridad de un dispositivo
IoT. Ademas, dicha metodologia ha sido instanciada a través de técnicas que permiten la automatizacion
de los tests, facilitando posteriores reevaluaciones. Para ello, se ha utilizado la metodologia MBT, la
cual permite generar tests automaticamente a partir de un modelo a alto nivel. Los resultados de los
tests alimentan la evaluacién del riesgo con el objetivo de medir empirica y objetivamente el riesgo
asociado a cada vulnerabilidad. Como resultado de la metodologia, se ha propuesto una etiqueta visual
y dindmica que lidie con los cambios constantes de seguridad. Finalmente, la tesis ha culminado con
el uso de los ficheros MUD como herramienta de mitigacién preventiva antes de que el dispositivo
tenga acceso a la red. Para ello, se ha propuesto una extension del estindar MUD, permitiendo la
definicién de informacion de seguridad derivada de la evaluacion previa, y se ha integrado la gestién y
la implementacién de las politicas de seguridad del MUD en el bootstrapping del dispositivo. Esta
propuesta no sélo permite reducir la superficie de ataque del dispositivo y de la red, sino que también
permitiria utilizar el fichero MUD como herramienta para monitorizar comportamientos sospechosos
dentro de la red.

Esta tesis abre la puerta a diversas vias de trabajo futuro, algunas de las cuales ya estian siendo
desarrolladas. En particular, la metodologia va a ser extendida de manera que considere también
aspectos relacionados con la privacidad, més alld de la seguridad. Ademas, la metodologia se centra en
un unico dispositivo IoT, por lo que también se va a desarrollar una instanciacién mas adecuada para
sistemas complejos, donde se tengan en cuenta las dependencias entre vulnerabilidades y los efectos
cascada. Ligado con esto, se va a analizar la aplicabilidad de la metodologia sobre diferentes entornos
de especial relevancia, como son los vehiculos autométicos y el 5G, enmarcado en proyectos Europeos
H2020 como INSPIRE—5GpluE{E Para ello, también se hace necesario el andlisis de la seguridad de
sistemas complejos, por lo que se baraja el uso de drboles de vulnerabilidades y del fichero MUD como
mecanismo de creacion del grafo de red, de manera que sirva para analizar dichas dependencias. A
la hora de formalizar las relaciones entre propiedades y componentes, se esta analizando dentro del
proyecto H2020 CyberSec4Europe la posibilidad de combinar la metodologia con el framework de
seguridad desarrollado por el NIST [144].

Relacionado con el MUD, se ha aceptado a fecha de escritura de esta tesis un articulo donde ya
se continua el trabajo realizado [10]. Especificamente, se propone una extensién completa del MUD
mediante MSPL para capturar otros tipos de politicas de seguridad, ya sea privacidad, autenticacién,
autorizacién, control de acceso o proteccion del canal. También se proponen mecanismos para realizar
la implementacién de las nuevas politicas, extendiendo de manera natural el trabajo previo mediante
SDNs, tokens CWT y blockchain. En paralelo se esta trabajando en colaboracién con los autores
del draft Automated IoT Security 7] para gestionar la seguridad de un dispositivo IoT de manera
automatizada durante todo su ciclo de vida, y se estd desarrollando una segunda versiéon mas detallada.
Especificamente, se estd trabajando en la instanciacién de los diferentes procesos de gestién de la
seguridad (e.g., la evaluacién del riesgo, la obtencién de informacién de seguridad de fuentes externas,
la monitorizacién del dispositivo y la configuracién de la seguridad).

2https://5g-ppp.eu/inspire-5gplus/
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CHAPTER

Abstract

2.1. Motivation

In recent years, technology has advanced by leaps and bounds changing our perception of the world
and the way we carry out daily actions. One of the paradigms that most impacted in our daily life
is the Internet of Things (IoT), which allows quotidian devices to be connected to the Internet with
the aim of collecting and sharing information. Thus, we have smart refrigerators that can obtain
information about the missing food, manage the shopping list and even shop, or coffee machines
connected to our mobile phone that are activated when the alarm rings. This ecosystem of devices
has not only brought enormous benefits to the home automation environment, but has also led to
an incredible advance in the industry, facilitating, for example, supply chain monitoring processes to
guarantee the quality of products. This term, which was coined by Kevin Ashton in 1999 [6], has been
further developed thanks to different technologies such as wireless connection or the upcoming 5G eral-ﬂ7
in order to manage data more efficiently and to foster a continuous exchange of information. While in
2019 there were approximately 26.66 billion of IoT devices, in the coming years this trend will continue
to rise, with an amount of 74.44 billion devices in 2025, as shown in Figure

One of the main features of these devices is the low computing capability to increase the battery life
that allows the continuous operation of the device. However, this computing capability, together with
the low costs, have made that essential aspects, such as security and privacy, are not considered properly,
leading to a situation in which an attacker is able to harm a lot of unprotected and interconnected
devices. The consequences can be observed in the high increase of the attacks against these devices,
from toys to medical devicesﬂ In particular, one of the most well-known attacks was the Mirai IoT
Botnet, in October 201@ when millions of ToT devices (e.g., cameras or digital video recorders)
were compromised with the aim of executing a distributed denial of service (DDoS) attack against
platforms such as Spotify or Amazon. This caused the interruption of services and therefore significant
monetary losses. This attack has been evolved through a large number of variations. Indeed, the 20%
of comé%almies reported IoT attacks in the last three years, according to the study performed by Gartner
in 201

Lhttps://www.3gpp.org/release-17

2https://www.statista.com /statistics /471264 /iot-number-of-connected-devices-worldwide/

Shttps://www.finance-monthly.com/2019/09/the-worst-and-weirdest-iot-hacks-of-all-times/

4https://www.theguardian.com/technology/2016/oct/26/ddos-attack-dyn-mirai-botnet

Shttps://www.gartner.com/en/newsroom /press-releases/2018-03-21-gartner-says-worldwide-iot-security-spending-
will-reach-1-point-5-billion-in-2018
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Figure 2.1: Connected IoT Devices: historical and prevision.

This situation highlights the importance of designing adequate protection mechanisms for IoT
devices. One of the most ambitious European initiatives to address existing cybersecurity concerns
is the establishment of a cybersecurity certification framework. Indeed, the European Union (EU)
approved the 27th of June 2019 the Regulation 2019/881 of the European Parliament and of the Council
of April 17 2019 on the European Union Agency for Cybersecurity (ENISA) and on information and
communications technology cybersecurity certification (Cybersecurity Act), which establishes ENISA
as the central point for the development of a European cybersecurity certification framework .
The main objective of this framework is to guarantee a minimum security level for Information and
Communications Technology (ICT) components (including IoT devices), and to communicate the
security level of the product to end users, in order to facilitate the comparison of similar devices. Other
initiatives, such as the European Cyber Security Organization (ECSO), which encompasses companies,
research centers and universities, proposes a meta-scheme for cybersecurity certification through
a working group specially focused on certification aspects. In United States, this initiative is led by
the National Institute of Standards and Technology (NIST) [144] and, in Japan, the government is
managing the development of a cybersecurity framework to give guidance on the implementation of
cybersecurity [18].

However, the development of a cybersecurity certification framework is not an easy task, especially
in a context like the IoT. The wide variety of metrics, security standards and certification schemes
makes difficult the comparison of different security levels. This is especially challenging when such
schemes belong to different countries with different regulations and laws. As a consequence, device
manufacturers need to certify their devices against several schemes to sell their products in different
countries, with the associated monetary investment. The cost of the certification process, together
with the effort required for the preparation and execution, make its application unfeasible for low-cost
devices. Another significant challenge is the high dynamism inherent to these devices, which can
change their operational environment, and could be affected by a plethora of new threats every day.
Traditional certification approaches, which are usually static and do not consider any monitoring
process, cannot cope with this dynamism. Thus, agile and automated mechanisms are needed to allow
a new security evaluation process in a lightweight and cost-effective way when a security change is
detected, due to a new vulnerability or a firmware update. In addition, this dynamism also requires a
dynamic security label to maintain the security level of the product up-to-date (e.g., with technologies
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such as Quick Response (QR) codes or Near Field Communication (NFC)), so that non-expert users
could understand the label’s content, in a similar way to current European energy labels.

Based on previous aspects, a cybersecurity certification framework should have the following
properties:

= Harmonization of existing certification schemes and security standards to facilitate the comparison,
and to unify the evaluation criteria.

= Usage of standards to define the security certification processes. Although many of these standards
have weak points, the framework should take their strengths, and the terminology agreed by the
scientific community.

= Consideration of vulnerabilities at all the protocol stack layers as well as the vulnerabilities of all
the system components, including an analysis of dependencies and cascading effects.

= Scalable and automated processes to allow a fast and cost-effective re-certification to deal with
the security dynamism in case of a new vulnerability or update.

= Lightweight, requiring only the minimum formal documentation to understand and apply it,
affordable for the company, and efficient, to avoid affecting the market release of the product.

= Visual and dynamic security label to reflect (in a non-ambiguous but simple way) the result of
the evaluation, so it could be understood by a non-expert user.

= Integration of the device context in the security evaluation to facilitate the comparison, since an
IoT device can be deployed in different contexts with different security requirements.

= Usage of objective metrics, which do not depend on the security expert, to favor the reproducibility
of the evaluation. Metrics that are difficult to calculate, such as the likelihood of exploitation of
a vulnerability, should be avoided.

2.2. Goals and Methodology

The previous set of challenges and requirements stimulated the development of this thesis, which
has been developed in collaboration with the European project H2020 ARMOUREL with the aim of
designing a security evaluation methodology for IoT devices. It is intended to serve as a basis for a future
certification framework by defining and instantiating the processes related to the security evaluation.
The methodology was designed by combining security risk assessment and security testing for an
objective risk evaluation. In a second part, the methodology was instantiated through technologies and
mechanisms that allow the automation of the processes, facilitating the re-certification, and therefore,
dealing with the high dynamism of IoT environments. Finally, we proposed a mitigation mechanism
based on behavioral profiles, so that the attack surface of the IoT device can be reduced. The main
purpose of this approach is to bring the results of the evaluation to the operation phase of the device.
The implementation of this mechanism has been integrated with the results of the European project
H2020 ANASTACIAE Finally, the proposed security evaluation methodology has been validated in
several scenarios by considering different protocols. Thus, the following objectives have been set for
the development of this thesis:

= Objective 1: Analysis of the security evaluation requirements in IoT devices.

= Objective 2: Analysis of the current state of the art regarding security certification, security
assessment and testing techniques, and the main European and standardization initiatives.

Shttps://www.armour-project.eu/
"http:/ /www.anastacia-h2020.eu/
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= Objective 3: Proposal of a security evaluation methodology for IoT devices, taking into account
the requirements analyzed in Objective 1.

= Objective 4: Analysis of the main tools and techniques for risk assessment, test design and test
execution.

= Objective 5: Proposal for an instantiation of the methodology designed in Objective 2, taking
into account the requirements analyzed in Objective 1.

= Objective 6: Validation and evaluation of the proposal in different IoT scenarios.

= Objective 7: Integration of security behavioral profiles, specifically the Manufacturer Usage
Description standard (MUD [53]), in the methodology, so that the security evaluation results
could be used to mitigate attacks during the devices operation phase.

= Objective 8: Validation and evaluation of the mitigation proposal in IoT environments to
demonstrate its feasibility.

These objectives have guided the methodology and the development of the research carried out
in this thesis. The first stages were dedicated to analyze which properties of IoT devices hinder the
security evaluation process, and the deficiencies of current security evaluation and certification schemes.
This process was crucial for determining the way forward during the design of the security evaluation
methodology. The participation in EU initiatives, such as ECSO, and the analysis of the efforts
carried out by the European Commission (EC), ENISA, the industry and the scientific community,
has allowed to align the efforts of the thesis with ongoing institutional efforts in security certification.
Furthermore, the proposed methodology is based on standards such as the one from the European
Telecommunications Standards Institute (ETSI), the ETST EG 203 251 [54], which already proposes
the use of security tests to increase the reliability of the security risk assessment. The analysis of the
current security evaluation and certification mechanisms revealed their shortcomings, especially those
related to the dynamic nature of security. Thus, the instantiation of the methodology was carried out
taking into account this fact to allow an efficient and automated security re-evaluation. Finally, the
MUD standard was used for the instantiation of the methodologys mitigation phase as a mechanism to
define behavioral profiles that allow reducing the attack surface during the device’s operation phase.
The integration with the behavioral profiles was intended to produce useful results for mitigation
purposes. Furthermore, we proposed an extension of the MUD standard, as well as an approach to
manage the obtaining and enforcement of the MUD security policies during the installation phase of the
device. The design, instantiation, deployment and evaluation of the security evaluation methodology,
as well as the mitigation phase, are the result of the research carried out in this thesis, which will be
explained with more details in the following section.

2.3. Results

The achievement of the different objectives of this thesis has derived in several scientific publications
in magazines, journals, conferences and book chapters that can be reviewed at the end of Chapter
The main results, as well as their relationship with the already mentioned objectives, are shown
in Table 21} Furthermore, the thesis has been developed under the umbrella of different research
projects (e.g., ARMOUR or CybserSec4Europ(ﬂ), also collaborating in European initiatives related to
cybersecurity certification that are led by entities such as the EC or ECSO.

It is worth noting that this thesis has been presented by the compendium modality, so the details
of the results are found in the four main publications that comprise it. However, the details of each
article are briefly explained below.

8https://cybersecdeurope.eu/
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Table 2.1: Main thesis results
Result Objectives | Publications

R1.Analysis of the properties for the security evaluation in the 1,2 [86] 13]
ToT context, and analysis of the deficiencies of current security
evaluation and certification schemes.

R2.Design of a security evaluation methodology for IoT based 3 186] [158] [134] |
on current standards, combining risk assessment and security 187) 13]
testing for an objective security evaluation.

R3.Implementation of the security evaluation methodology for 4,5 [134] [87] [158] |
IoT through suitable techniques and tools for this paradigm, to [31]

design an automated security assessment, in order to address
dynamism, scalability and re-certification aspects.

R4. Integration of the results provided by the security evaluation 7.8 [B1] [ro] |
methodology with the generation of an extended behavioral pro-
file of the device (based on the MUD standard). This approach
is intended to help in the security configuration of the device’s
installation phase, as well as to monitor suspicious behaviors.
R5.Integration of the MUD management in the device’s instal- 7,8 [30] [10]
lation phase, so that security restrictions are installed before the
device can access the network to reduce the attack surface.
R6.Validation and evaluation of the proposed solutions in differ- 6, 8 [30] |158] [134]
ent IoT scenarios and protocols in order to verify their feasibility. [31] [39]

2.3.1. Toward a Cybersecurity Certification Framework for the Internet of
Things

The first publication of the compendium [86] details the main properties of IoT devices that
complicate the security evaluation process (R1). On the one hand, the inherent heterogeneity of
IoT devices hinder objective security comparisons. On the other hand, the high dynamism of such
devices requires to take into account the evolving environment in which they operate (e.g., due to an
update or the discovery of a new vulnerability). This way, the article presents an analysis of the main
challenges associated to the definition of a cybersecurity certification framework for IoT. This analysis
takes into account current certification schemes, and includes the concerns of industry and regulatory
and standardization bodies, which have been contacted during the thesis. Among the challenges
of certification, we highlight the high variety of security standards and schemes, which hinder the
comparison of evaluation criteria, as well as the usage of subjective metrics that may depend on the
experts’ criteria. However, despite the weak points, the certification framework should make use of the
strengths of existing standards and take advantage of the aspects agreed by the research community.
The certification process should be simple and cost-effective, requiring as little formal documentation
as possible to apply it. This is especially important in the IoT environment, where the cost of devices
is so low that a costly security certification would be unfeasible. Furthermore, an excessive delay
in the market release of the product could lead to monetary losses for the manufacturer. Although
cybersecurity certification usually takes the security vulnerabilities of the evaluated device at a starting
point, there is no specific vulnerability database for IoT. Nonetheless, more and more vulnerabilities
from these devices are being added to the well-known National Vulnerability Database (NVD). The
context in which the device operates, as well as its components and dependencies, and vulnerabilities
at different network layers, should be also taken into account for a comprehensive security evaluation.
However, the main current challenge is the security dynamism, since a device can be certified as secure
but this condition could change quickly, not only due to a new vulnerability, but also due to an update
or patch. This aspect, together with the fact that the number of IoT devices continues to grow, require
a scalable and automated solution that allows a fast and cost-effective re-certification. Finally, as a
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result of the certification process, it is necessary to create a label that provides sufficient information
in a visual, simple and clear way, so that it can be understood by a non-expert user.

To deal with some of these challenges, the article proposes the security evaluation methodology
designed in this thesis (R2), with the aim to serve as a basis for cybersecurity certification. In
particular, this methodology is based on the ETSI standard EG 203 251 [54], in which two different
views are proposed: one in which security risk assessment is assisted by security testing, and another
one in which security testing is driven by security risk assessment. These two visions were combined
into a single one and additional aspects inherent to cybersecurity certification were added, such as the
concept of labeling.

2.3.2. Risk-based Automated Assessment and Testing for the Cybersecu-
rity Certification and Labelling of IoT Devices

The second publication [87] details the security evaluation methodology for IoT developed in this
thesis (R2), and the proposed instantiation (R3). The methodology takes as a starting point a set
of five general vulnerabilities (lack of authentication, lack of authorization, lack of confidentiality,
lack of integrity and lack of availability), as well as specific vulnerabilities that can be obtained from
vulnerability databases. To take into account the context in which the device will be deployed, the
methodology uses the concept of protection profile, which is a term used by the Common Criteria
(CC) [151] certification standard to reflect the acceptable level of risk for each security property and for
each context. For example, availability can be crucial in a health device, but not in a house automation
environment. The main advantage of the methodology is the usage of security testing to assess the risk,
instead of relying on checklists that could be interpreted. The proposed instantiation for the evaluation
methodology is based on the usage of Model-Based Testing (MBT) [116], in which the system is
modeled at a high level, and tests are generated in an automatic way from that model. To link the high
level tests with the real system, it is necessary an interface (adapter) that facilitates the re-execution
and modification of the tests, so that the re-evaluation processes could be more efficient. For the test
execution, we employ T ITANEL a tool that integrates the Testing and Test Control Notation language
Version 3 (TTCNS)E to automate the tests execution and the obtaining of the corresponding results.
These results, and the metrics derived from the tests, are integrated with the Common Vulnerability
Score System (CVSS) [43] standard to obtain a numerical value of the risk for each general vulnerability.
This risk is compared with the available protection profiles and it is represented on the label, which is a
pentagonal radar chart, in which the vertices represent the vulnerabilities and the obtained profiles are
identified by the edges. To deal with the security dynamism, we propose the usage of QR codes or NFC.
The instantiated methodology is used to evaluate the security provided by a library implementing the
Datagram Transport Layer Security (DTLS) [163] protocol over IoT devices by using the FIT IoT Lab
|E| platform, which allows remote IoT device testing in large-scale scenarios (R8).

2.3.3. Extending MUD Profiles Through an Automated IoT Security Test-
ing Methodology

The third publication [31] focuses on the mitigation phase of the designed security evaluation
methodology. For this purpose, the usage of behavioral profiles is proposed, which provide a way of
specifying the normal behavior of the device. This can be used to monitor suspicious behaviors, as
well as to enforce security policies that restrict the behavior of the device to what is expected, so that
the attack surface is reduced. In particular, we use the MUD standard, which details the behavior of a
device at the network level through Access Control Lists (ACLs). The profile is defined during the
device’s manufacturing phase and provides relevant security information to be considered during its
operation. The MUD uses high-level terms that allow defining several behaviors in a compact way. For

9http://www.ttcn-3.org/index.php/tools/16-tools-noncom/112-non-comm-titan
Ohttp://www.ttcn-3.org/
Uhttps://www.iot-lab.info/
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example, to indicate that a device can only communicate with devices from the same manufacturer, it
is possible to use the term same manufacturer. This way, the MUD abstracts from all the information
that depends on the domain in which the device will be installed, such as IP addresses. However, the
expressiveness of the MUD model is limited to certain network aspects (ports, Transmission Control
Protocol (TCP) [9] or User Datagram Protocol (UDP) [8] and network access control), and therefore,
more fine-grained security aspects or related to other protocol stack’s layers cannot be described. In this
article, we propose the generation of an extended MUD file from the results of the security evaluation.
This way, the MUD can represent information such as the key size or cryptographic algorithms to
be used, and even the maximum number of connections that the device is capable of supporting to
avoid a denial of service (DoS) attack (R4). The proposed MUD extension poses the challenge of how
to implement the extended policies in the device’s deployment network, especially those related to
authorization access over resources. In general, current research works propose the enforcement of
MUD access control policies by using Software Defined Networking (SDN). However, this technology
does not allow the enforcement of access control policies at application level. For this reason (R5),
this article proposes the usage of the eXtensible Access Control Markup Language (XACML) standard,
which automates the authorization access evaluation process by using a policy-based approach, and the
usage of the Concise Binary Object Representation (CBOR) [61] Web Tokens (CWT), which integrate
the Authorization Information Format (AIF) [35]. CWT tokens use CBOR notation, which reduces
the token size and is suitable for IoT environments. Thus, when the device wants to access a certain
resource, it has to request an access token, which will be granted or denied depending on the access
policies of the extended MUD. In case the token is granted, when the device accesses the resource, it
has to attach the token as an authorization proof. Both the evaluation methodology and the generation
of the extended MUD are evaluated in an IoT scenario with real devices (R6) that implement the
Ephemeral Diffie-Hellman Over CBOR, Object Signing and Encryption (EDHOC) [52] protocol.

2.3.4. Enforcing Behavioral Profiles Through Software Defined Networks
in the Industrial Internet of Things

The last publication [30] of the compendium focuses on the MUD policies enforcement (R5) during
the device installation phase (bootstrapping [33]). The MUD standard defines an ACLs-based format
and a general architecture for the storage, obtaining, translation and enforcement of MUD files, but
it does not describes specific mechanisms and techniques for this purpose. In order to cover these
needs, this article proposes the integration of these processes in the bootstrapping phase. In particular,
the MUD obtaining is integrated in the Extensible Authentication Protocol (EAP) [34], sending the
Uniform Resource Locator (URL) to obtain the MUD file in a messages attribute of the Authentication,
Authorization and Accounting protocol (AAA) [72]. This way, the MUD is obtained when the device
has already been authenticated in the network. When the URL is received, the main entity of the MUD
architecture, the MUD Manager, is responsible for obtaining the MUD file from the manufacturer’s
server, as well as the signature to verify its integrity. For the enforcement of MUD policies, an
architecture is proposed to translate the MUD policies into rules that can be implemented in the SDN
switches. This architecture is based on the components of the H2020 ANASTACIA project. Thus,
MUD policies are translated to an intermediate policy language, the Medium-level Security Policy
Language (MSPL) [75], which is the language managed internally in the architecture. When the MUD
policies have to be enforced, a specific language is selected to translate the MSPL policies, which in
this case, are implemented using OpenFlow [74].

The article proposes a use case based on digital twins, a technique that consists of a virtual copy
of the device to emulate its behavior [5]. In the use case, digital twins are used to monitor the
implementation of MUD policies, so that the configuration is installed on the twins rather than on
the real network to detect possible inconsistencies between the MUD policies and the policies already
defined in the network. This way, the policies that are installed in the real network will have already
been tested and any problem will have been resolved, so that the normal operation of the network will
not be affected.
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Finally, the proposed architecture and processes have been evaluated on a scenario with real IoT
devices to analyze the overhead of the complete MUD management process with respect to a usual
bootstrapping based on the EAP protocol over the Protocol for carrying Authentication for Network
Access (PANA) standard [73]. The most restrictive time phases are also analyzed (R6) to verify the
feasibility of the solution.

2.4. Conclusions and Future Work

The development of a cybersecurity certification framework is an ambitious initiative that has
generated a high interest worldwide, both in industry and research, as well as standardization and
regulatory bodies. While in the United States this initiative is led by the NIST, in Europe, after the
approval of the Cybsersecurity Act, ENISA has adopted the role of leading the development of such
framework. Different challenges encourage and hinder the development of the certification framework,
especially in the context of the IoT. On the one hand, the wide variety of certification schemes, security
standards and devices harden the comparison and establishment of basic security criteria. This is
accentuated by the fact that current security certification schemes use subjective metrics that can
be interpreted in a different way by experts. Furthermore, the same IoT device can operate in very
different contexts that require a different security level, such as health and industry. On the other hand,
the large number of attacks, vulnerabilities and threats associated to IoT devices leads to continuous
changes in their security level, and could involve frequent updates and patches that affect the security
level previously certified. This fact is not taken into account by current security certification schemes,
which statically certify a specific version of a device and this is revoked when there is a security change.
Therefore, a new and complete certification process is required, with the associated time and monetary
costs.

Although the establishment of a cybersecurity certification framework still requires a joint co-
ordination of all the stakeholders, the IoT security evaluation methodology proposed in this thesis
is intended to serve as a basis for future approaches to such certification framework. Towards this
end, the methodology combines security risk assessment and security testing in order to objectively
measure the security level of an IoT device. Furthermore, the methodology has been instantiated
through techniques and tools that allow the automation of the security testing, facilitating subsequent
re-evaluations. In particular, the usage of the MBT technique is proposed to generate security tests
from a high-level model in an automated way. The results of the tests feed the risk assessment process
in order to empirically and objectively measure the risk associated with each vulnerability. As a
result of the security evaluation methodology, a dynamic and visual label has been proposed to deal
with potential security changes. Finally, the thesis has culminated with the usage of MUD files as a
preventive mitigation tool before the device has access to the network. We proposed an extension of
the MUD standard, allowing the definition of security information derived from the previous evaluation,
and we integrated the management and enforcement of the MUD security policies in the device’s
bootstrapping. This proposal not only reduces the attack surface of the device, but also allows the
MUD file to be used as a tool to monitor suspicious behaviors within the network.

This thesis opens the door to different research lines, some of which are already being explored. In
particular, the methodology will be extended to consider aspects related to privacy, beyond security
issues. In addition, the methodology focuses on a single IoT device, so we will explore mechanisms to
evaluate more complex systems by considering the dependencies between vulnerabilities and cascade
effects. Related to this aspect, we will analyze the applicability of the methodology to different
environments of significant relevance, such as smart vehicles and 5G, in the scope of European H2020
projects such as INSPIRE-5Gplus E Towards this end, it is also necessary to analyze the security level
of complex systems, so we will analyze the use of vulnerability trees and the usage of the MUD file as
a mechanism for creating the network graph, so that it can be used to analyze these dependencies.
Regarding the formalization of the relationships between properties and components, we consider

2https://5g-ppp.eu/inspire-5gplus/
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the possibility of combining the proposed methodology with the security framework developed by
NIST [144], which is being analyzed within the H2020 CyberSec4Europe project.

Regarding the MUD standard, an article has been accepted at the date of writing this thesis, where
the work carried out [10] has been continued. Specifically, a more complete extension of the MUD
model is proposed by integrating the MSPL language to capture additional types of security policies
(e.g., privacy, authentication, authorization, access control or channel protection). We also proposed
mechanisms to carry out the enforcement of the new policies by extending the previous work through
SDNs, CWT tokens and blockchain. In addition, we are currently collaborating with the authors of
the IETF draft Automated IoT Security [7] to automatically manage the security of an IoT device
throughout its life cycle. Indeed, we are working on a more detailed version of the draft. Specifically,
the research is focused on instantiating the different security management processes for IoT, including
risk assessment, monitoring and security configuration.



CHAPTER

Introduction

In the race for the connectivity, we have more and more devices that are connected to the Internet,
invading our daily life. This fact has been specially emphasized since the appearance of the IoT, a term
that was coined by Kevin Ashton to reflect a way of improving the process of gathering information
from the real world, where machines, instead of people, get the information [6]. This is the case, for
example, of a fridge that detects the food expiration date and alerts the user by sending her a text
message to the mobile phone, or a smart house where different devices can be controlled by the user’s
voice. Alarms, cameras, home appliances, sensors, Global Positioning Systems (GPS), wearable and
physical devices are connected over the world composing the so-called IoT. These devices are intended
to improve both the people’s daily life and the business environment, by gathering and sharing a
massive amount of data ubiquitously. Furthermore, the advent of the 5G technology represents a
turning point in the IoT paradigm, improving the connection speed and allowing the exchange of more
data in less time. Whereas in 2019 the number of connected devices reached the 26.66 billions, some
predictions expect a high growth in the next years, reaching the 74.44 billions of devices in 2025B

However, the adoption of the IoT paradigm is obstructed by security and privacy. Some of the
main security issues are authentication, access control, attack detection, encryption, integrity and the
standardization of the mechanisms employed to protect the device [4]. In 2016, Gartner’s survey already
pointed security as a key barrier for the 32% of the IT leaders surveyedE], and a survey performed by
the Mobile Ecosystem Forum shows that security and privacy, specially in the home domain, represent
the most significant concernsﬂ Only in the first half of 2019, Kaspersky detected more than 100
million IoT attacksﬂ One of the more recent (December 2019) and well-known attacks was performed
over a surveillance camera installed in children’s room. The hacker acceded to the camera and he
was able to see and talk to the children, pretending he was Santa Clau&ﬂ That was not the first
time that connected toys were the target of an attack. A high number of modern toys record the
children’s voice and their responses for further analysis. This fact harms children’s privacy and exposes
their responses to hackers interested in obtaining personal information from children, as happened
with the VTech company in 201@ Furthermore, in October 2016, the Mirai attack had a significant

Lhttps://www.statista.com/statistics /471264 /iot-number-of-connected-devices-worldwide/

2https://www.gartner.com/smarterwithgartner/the-iot-effect-opportunities-and-challenges-2/

3https://www.mobileecosystemforum.com/2016,/04 /07 /trust-related-concerns-hamper-consumer-adoption-iot,/

4https://www.kaspersky.com/about/press-releases/2019_iot-under-fire-kaspersky-detects-more-than-100-million-
attacks-on-smart-devices-in-h1-2019

Shttps://www.bbc.com /news/technology-50760103

Shttps://www.theguardian.com/technology/2015/nov/30/vtech-toys-hack-private-data-parents-children
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impact worldwide, in which a network of millions of IoT devices (e.g., webcams) was used to trigger
a DDoS attack against big platforms such as Twitter, Github, Amazon or Spotify, taking advantage
of by default users and passwords. It caused the interruption of these services for hours, with high
monetary loses. In these attacks, the hacked IoT devices are enrolled into a botnet in order to perform
other attacks. Based on the Mirai IoT Botnet, different variations have been implemented (e.g., Torii,
Hajime or BrickerBot) [76]. The worrying fact is that 20% of the companies adopting an IoT solution
have reported a security incident in the last three years, as described in 2018 by Gartnelﬂ

In this context, there is a need to foster initiatives addressing cybersecurity concerns in an
increasingly connected society. Such efforts should be driven by legislative instruments to govern
the development of new technological advances [2]. Indeed, at the EU level, the Regulation (EU)
2019/881 of the European Parliament and of the Council of 17 April 2019 on the European Union
Agency for Cybersecurity (ENISA) and on information and communications technology cybersecurity
certification (Cybersecurity Act) [70] was approved the 27th June 2019. The Cybersecurity Act, in
addition to the General Data Protection Regulation (GDPR) [71] and the Network and Information
Security (NIS) directive [19] conform the three main pillars of the EU perspective on cybersecurity.
The objectives of the Cybersecurity Act are manifold. On the one hand, ENISA is established as a
key point toward the creation and maintenance of a European cybersecurity certification framework.
Cybersecurity certification is defined by the U.S. Committee on National Security Systems (CNSS) [51]
as a “Comprehensive evaluation of an information system component that establishes the extent to
which a particular design and implementation meets a set of specified security requirements”. In this
regard, cybersecurity certification provides a way to increase the trustworthiness and confidence on the
security level of a product, which is essential to promote the adoption of current technologies associated
to the IoT paradigm. On the other hand, the Cybersecurity Act establishes a regulatory framework,
which details the security requirements that EU products and services will have to meet in order to
obtain a cybersecurity certificate. As a consequence, it is expected a reduction of the existing market
fragmentation in terms of cybersecurity certification schemes. There are other initiatives that are
also focused on cybersecurity certification aspects. In Europe, the ECSO, which embraces companies,
research centers and universities, is supporting the implementation of the cybersecurity certification
framework through a specific working group (WG1: Standardization, certification, labeling, and supply
chain management). Indeed, they are working towards the definition of a cybersecurity certification
meta-scheme [146]. Beyond the EU, the NIST created in 2014 a Cybersecurity Framework (NIST
CPS framework) [144] to provide guidelines to support the management of cybersecurity risks. This
framework was based on the Executive Order 13636, “Improving Critical Infrastructure Cybersecurity’ﬂ
and was updated in 2018 to address security requirements in emerging scenarios [143]. Subsequent
NIST publications, such as the NIST 800-37-R2 “Risk Management Framework for Information Systems
and Organizations” [97], have been aligned to the framework. In Japan, the government developed in
2019 the “Cyber/Physical Security Framework”, which provides some security guidelines to protect
the industrial society [18]. All these initiatives agree on the importance of cybersecurity certification
as a tool to evaluate and compare the security of different products, and therefore, to increase the end
user’s trust in a hyper-connected society.

In spite of these initiatives, the IoT ecosystem poses several challenges in terms of cybersecurity
certification, and specifically, for cybersecurity evaluation. The wide variety of devices and products as
well as certification schemes and methodologies, derives on a heterogeneous environment that hardens
the objective security level comparison. This problem is exacerbated by out-of-date certificates that
are unable to deal with security changes. The dynamism inherent to IoT devices (e.g., security and
configuration changes, new vulnerabilities, updates and patches) makes necessary an agile and dynamic
certification scheme to manage the security level of a product throughout its life cycle. Furthermore,
the certification results should be reflected in a visual and up-to-date way to be understood by
non-expert users (e.g., through a cybersecurity label). Finally, the cybersecurity certification scheme

"https://www.gartner.com/en/newsroom /press-releases/2018-03-21-gartner-says-worldwide-iot-security-spending-
will-reach-1-point-5-billion-in-2018
8https://www.dhs.gov/publication /eo-13636-ppd-21-fact-sheet
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must cope with the market requirements, providing an agile and cost effective evaluation with the
aim of not delaying the market release of the product and still providing a profit margin. In this
regard, automated and scalable approaches are crucial to ensure a wide adoption. To overcome
these challenges, this thesis presents an IoT cybersecurity evaluation methodology for cybersecurity
certification based on International Organization for Standardization (ISO) 3100(ﬂ and ISO 2911@
standards by combining security risk assessment and security testing as the two main blocks for
security evaluation. The design, instantiation and evaluation of the methodology make use of different
technologies and approaches for security testing and risk assessment adapted to the IoT landscape.
This work has been mainly performed under the umbrella of different EU research initiatives, such as
the European H2020 ARMOUR and CyberSec4Europe projects.

The structure of this chapter is as follows: Section [3.1] details and extends the main challenges
associated to the definition of a cybersecurity certification scheme. We emphasize the problems
associated to the IoT paradigm and provide some guidelines based on such analysis. The related
work associated with the main building blocks of the methodology, that is, security risk assessment,
security testing and treatment, is presented in Section Sections and present the proposed
cybersecurity evaluation methodology, along with the proposed instantiation and the security strategies
derived from it. Finally, Section [3.5] provides an overview of the main conclusions derived from this
thesis.

3.1. Cybersecurity Certification Challenges

This section analyses and describes the main challenges of cybersecurity certification, with the focus
on cybersecurity evaluation aspects and the application on IoT scenarios. This analysis is based on the
inputs of several cybersecurity organizations, such as ENISAE ECSdEL the Alliance for Internet of
Things Innovation (AIOTI)E and DIGITALEUROPEE which encompasses the European Industry.

3.1.1. Harmonization

One of the main challenges associated to cybersecurity certification is the wide variety of standards
and schemes that currently coexist, as described in an ECSO report [147]. The heterogeneity of
cybersecurity certification schemes for products, systems, domains, solutions, services and industries
derives on a heterogeneous and confusing landscape of solutions. Therefore, it is quite unclear which
security aspects are considered to obtain an adequate security level for a specific context or technology.
In this situation, comparability is unfeasible because each scheme uses its own metrics and processes to
evaluate a product, specially when products are certified under different national schemes. Furthermore,
in some cases, the security standards being used for certification are overlapped, so that confusion is
increased.

ENISA already remarked the need for the harmonization of cybersecurity certification to increase
the European market competitiveness [152]. Some main concepts linked to the cybersecurity process
should be harmonized, such as the stakeholders involved during the process and their roles, or the
Evaluation Assurance Levels (EALS), which indicate the depth and rigor of the certification process.
Although this effort is led by ENISA, the certification meta-scheme developed by ECSO [146] represents
an important initiative towards the aggregation of several certification schemes under a common
umbrella.

Currently, the most recognized agreement for certification aspects is linked to the well-known
cybersecurity certification standard Common Criteria (CC) [151], in particular, the Common Criteria

9https:/ /www.iso.org/iso-31000-risk-management.html
Ohttps:/ /www.iso.org/standard /56736.html
https://www.enisa.europa.eu/
Phttps://www.ecs-org.eu/
L3https://aioti.eu/
Mhttp: //www.digitaleurope.org/
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Recognition Arrangement (CCRA)E However, although this arrangement encompasses a large number
of EU Member States (MS) (17 at the date of writing this thesis), some of them are still not part of it.

3.1.2. Standardization

Another important point is to consider current cybersecurity standards, schemes and regulations
(e.g., Payment Services Directive (PSD2), electronic identification, authentication and trust services
(eIDAS) regulation, GDPR or the NIS directive) as well as best practices and recommendations.
Despite their limitations, cybersecurity certification schemes should avoid reinventing the wheel and
the overlapping among each other [149]. In this regard, they should be based on essential concepts,
terms and operational aspects of well-established schemes (e.g., CC) to foster harmonization and
common understanding.

Moreover, the standards for cybersecurity certification should be open and transparent to foster
interoperability. Furthermore, missing standards and gaps should be carefully identified before the
approval of a cybersecurity certification scheme, as they constitute its basis. This is specially important
in the case of emerging technologies associated to IoT or 5G, which are currently evolving [17].

3.1.3. Composition and Aggregation

The cybersecurity certification of complex systems has attracted an increasing interest. Indeed, a
single system could be composed of several components performing different functionality. From a
certification perspective, it should be possible to reuse the cybersecurity certificates of such components
for the cybersecurity certification of the system as a whole. Whereas it is clear that reusing the
certificates helps to a more cost-effective certification of the system, some questions arise related
to the certification information to be shared, and how it should be disseminated. Specifically, a
trade-off should be established between the visibility of the cybersecurity certification data (processes,
tests, vulnerabilities, risk level, etc.) and the right of the certification body to protect such data. A
certification body could claim that too much visibility of these processes could benefit competing
certification bodies. In order to facilitate composition, it is necessary not only the certification
information of the system software and hardware components, but also the interactions between them
and the system [149]. This is also crucial to detect cascade effects and assess the real security level of the
system. In this regard, a European database containing all the information related with cybersecurity
certification (e.g., test reports, risk level) would help to come up with a more harmonized cybersecurity
certification composition approach. Furthermore, this database could also provide transparency by
giving details about the certification process itself.

Also, security composition could be related to the aggregation of vulnerabilities from different
layers of the TCP/IP stack. The security certification process should consider the protocol stack to
cover vulnerabilities at different layers and provide a complete security evaluation of the product. In
fact, the EU RASEN project [140] described a mechanism to aggregate risks from different layers.
However, the certification of certain aspects (e.g., physical threats) could be challenging, especially
when considering automation aspects.

3.1.4. Scalability, Dynamism and Automation

Cybersecurity is itself a dynamic concept. Indeed, at the end of the cybersecurity certification
process, a product can be certified as secure, but this condition could change during its life cycle.
Cybersecurity re-certification may be needed because of the certificate expiration, so that a complete
re-certification is required, or because of a security change, which could require a partial re-certification.
Security changes can be caused by a new discovered vulnerability, or an update/patch that applies to
the certified product.

IS https: //www.commoncriteriaportal.org/files/operatingprocedures/cc-recarrange.pdf
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However, cybersecurity certification is usually executed over a static security configuration, and
any change on the security level of the product implies the invalidation of the certificate. Although
more cybersecurity certification schemes consider partial re-certification processes (e.g., Certification
de sécurité de premier niveau (CSPN) [142] or the Commercial Product Assurance (CPA) [145]), in
most cases, the certification process has to be completely repeated (e.g., in CC, in which even a minor
change invalidates the certificate). This situation is specially relevant in the IoT paradigm, in which
devices need to be frequently updated,

Indeed, a lightweight re-certification scheme could help to deal with this problem, by using a
cost-effective security re-evaluation process. Furthermore, it should take into account the update of
the cybersecurity label and certificate to maintain the security level up-to-date. It is also important to
analyze when the re-certification process is needed, and which security changes could trigger it. In
this regard, complementary approaches are needed to support post-market security monitoring (e.g.,
by analyzing traffic data) to detect new vulnerabilities that could trigger the re-certification process.
Sharing the collected data is also necessary to alert other manufacturers and certification bodies about
zero-days threats and enable them to take the proper actions (e.g., a patch) as soon as possible [149)].
Furthermore, the use of automated procedures and tools for a fast certification process is also necessary
to ensure both the re-certification and the scalability of the process itself. In this regard, technologies
and techniques that allow generating tests automatically (e.g., MBT) or the automatic execution of
the tests (e.g., TITANIEI) could help to achieve this goal.

3.1.5. Cost-effective and Lightweight

The cost associated to the cybersecurity certification process is an important barrier for its
adoption [29]. On the one hand, the cybersecurity certification could require monetary costs related to
the payment to a certification body issuing the certificate, or the testing laboratory being involved in the
process. Furthermore, the process can involve qualified personnel to implement the measures required
to obtain the certification. In companies with low monetary benefits, cybersecurity certification is
not even considered, and for small and medium sized enterprises (SMEs), certification costs may not
be affordable. Indeed, an ENISA’s survey [16] shows that 52% of the SMEs estimate that the initial
cybersecurity certification costs are between 10,000 and 100,000 euros. In fact, 31% of such SMEs
prefer self-assessment, and only the 25% rely on a third party certification. On the other hand, the
cybersecurity certification process involves a high time consumption, including the preparation for
the certification process itself until the results are obtained. This could imply a delay in the market
release of the product, with the corresponding monetary losses. The already mentioned ENISA’s
survey [16] reflects that 60% of the surveyed entities identify the duration of the process as a key
barrier for cybersecurity certification. This fact is accentuated due to the complexity of current security
certification schemes, which usually require too formal documentation. For the CC certification, the
elaboration of the documentation required for security evaluation can take an average time of six
months [147]. Therefore, a common language and process would help to have a better understanding,
as many companies are not familiar with the processes and documentation needed for each certification
scheme.

Based on this, the cybersecurity certification process should be cost-effective and lightweight to
foster its adoption, facing the trade-off between the certification assurance level and the costs for
the companies, specially for SMEs and startups. It could also help to deal with security changes, by
providing a faster and affordable re-certification process.

3.1.6. User Friendly Label

A common problem is the transparency of the cybersecurity certification process, as the end
user is often not aware of the processes behind it. Furthermore, because of the complexity of the
process, end users are not able to compare the certification results of different products. In order

6http:/ /www.tten-3.org/index.php/tools/16-tools-noncom/112-non-comm-titan
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to address this challenge, a cybersecurity label should provide a simplified view of the cybersecurity
certification process to concisely represent the results [149]. Indeed, Bosch [81] already pointed out the
need of having a label to provide an understandable and comparable representation of cybersecurity
certification results without being swamped by technical details. In this regard, the design of this
cybersecurity label has to face an important trade-off. On the one hand, it has to represent the
information in a simple and visual way, hiding the complexity of the process. On the other hand, it has
to give a complete and non-ambiguous representation of the process results. This is quite challenging;
indeed, compared to the European energy efficiency label (which measures a physical magnitude),
security aspects are more complex.

Furthermore, as discussed in Section a cybersecurity certification scheme should manage
the security changes over the life cycle of the product [153]. A certified device may be subject to
new vulnerabilities or threats, as well as updates and patches that could affect the security level that
was previously certified. Therefore, the cybersecurity certification label should reflect the dynamic
aspects of the IoT domain. As pointed out by ECSO [146], the cybersecurity certification label should
dynamically represent the current security level of the certified product. In this regard, the label could
integrate Machine to Machine (M2M) technologies such as NFC or QR codes, which can be easily
generated and updated in case of a security change. Furthermore, a dynamic tag could provide the
users with additional security information about the product via a smartphone |150]. Other devices
could also make use of the electronic information to validate the cybersecurity certificate and even to
isolate the device in case its security is compromised.

3.1.7. Context Dependent

The context in which the device will operate during its life cycle, or the nature of the data
to be managed, are important factors that determine the security level required in those contexts.
For example, while data integrity in a home automation context is relatively important, the health
environment could pose additional requirements, because it could have an effect on a person’ health
status. Furthermore, privacy aspects are also crucial to avoid potential damages derived from the
leakage of such information.

Based on these aspects, the cybersecurity certification process must take into account the operational
context of the device that must be integrated in the evaluation process, and consequently, reflected
in the cybersecurity evaluation. However, this is specially challenging because the context could be
unknown when the cybersecurity certification process is performed. Furthermore, IoT devices could
have high mobility, so their context could change during their life cycle. In addition, such devices
could operate with data of different sensitivity degrees, requiring different treatments to ensure their
protection (e.g., temperature data or health status of a patient). In this regard, tools such as the CC
security profiles, could help to establish a minimum security level required for a specific context and
device.

3.1.8. Objective and Repeatable

Currently, there is no consensus on the guidelines and security requirements that should be
mandatory as a cybersecurity certification baseline |[149]. Also, there is a lack of consensus regarding
the security metrics, which are employed to assess the security level based on the previous security
requirements and guidelines. Furthermore, such metrics are usually qualitative, and computed through
the evaluation of statements that could lead to a subjective interpretation. Some of the metrics are also
difficult to be calculated in an objective way, due to its complexity, as reported in [148]. Indeed some
approaches, such as the Common Weakness Scoring System (CWSS) [141], advocate the omission of
metrics like likelihood, because they require additional data from the system to be calculated properly.
This situation derives on a heterogeneous environment in which cybersecurity certification results may
vary depending on how and who evaluates the product.

Based on these aspects, an objective security evaluation and repeatable cybersecurity certification
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process would increase the trustworthiness on the process and facilitate the comparability. Furthermore,
an objective and repeatable process helps to deal with the security dynamism, as the stakeholders
could reevaluate the product internally to verify if the security requirements and guidelines are still
fulfilled.

These challenges have driven the development of this thesis. While some of them require the
collaboration and cooperation between different stakeholders (e.g., manufacturers and regulatory
institutions), other aspects need to be addressed by automated mechanisms and tools to foster the
adoption of cybersecurity certification processes. For this purpose, the proposed security evaluation
methodology for IoT is intended to serve as a basis for future developments of an IoT security
certification framework and to give some guidelines on how to address the analyzed challenges through
specific mechanisms and techniques for security evaluation. The next section analyzes these mechanisms
in the context of the current state of the art, considering the three main pillars of the proposed evaluation
methodology: security risk assessment, security testing and risk treatment.

3.2. Related Work

As described in the previous section, we consider security testing, risk assessment and treatment as
the main building blocks for cybersecurity evaluation, which are explicitly considered by the ETSI
approach [38]. The proposed instantiation is based on different technologies and tools to address some
of the main challenges discussed in Section [3.I] but other approaches are also possible to instantiate
such methodology. Based on these aspects, this section analyses the different existing approaches and
current efforts associated to these key processes.

3.2.1. Security Risk Assessment

Security risk assessment is defined by the CNSS Instruction (CNSSI) 4009 [51] as “the process of
identifying, prioritizing, and estimating risks. This includes determining the extent to which adverse
circumstances or events could impact an enterprise. Uses the results of threat and vulnerability
assessments to identify risk to organizational operations and evaluates those risks in terms of likelihood
of occurrence and impacts if they occur”. Thus, we consider a risk assessment methodology to determine
the risk of a vulnerability, weakness or threat to measure the security level of a certain device, component
or system.

Currently, there are several standardized risk assessment schemes to quantify the risk associated
to a certain vulnerability. CWSS [141] defines three categories of metrics that are used to calculate
the risk (between 0 and 100): the Base Finding, which integrates the weakness’s risk; Attack Surface,
which integrates the attacker perspective; and Environmental, which integrates information about
the context. Furthermore, CWSS can be used with the Common Weakness Risk Analysis Framework
(CWRAF) [164] to capture weaknesses associated to a specific business domain. However, some of the
CWSS metrics, such as likelihood, are difficult to be calculated [15]. This fact has been taken into
account in similar approaches, such as CVSS [42], which advocates for the elimination of such metrics.
CVSS also uses three groups of metrics, with a similar meaning: Base, Temporal and Environmental.
Furthermore it is a widely used approach, for example in the Common Vulnerabilities and Exposures
(CVEE as well as in the NVD that was created by the NIST. A different approach is the Operationally
Critical Threat, Asset, and Vulnerability Evaluation (OCTAVE) [139], which focuses on operational
risk and security practices, not on technological aspects. However, OCTAVE is based on a complex
documentation that makes its application difficult and time-consuming. In this regard, there is a
more lightweight approach called OCTAVE-S [161]. Other well-known approaches are the DREAD
scheme [138] from Microsoft or the OWASP Risk Rating Methodology [|162], which is more focused on
web applications.

1Thttps://cve.mitre.org/
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However, these schemes cannot be directly applied to the IoT domain, and therefore need to be
adapted to capture all the features of this paradigm, including the high dynamism, as well as scalability
and heterogeneity requirements. Furthermore, the metrics of such schemes are still subjective and
based on qualitative values. In this regard, there is a high number of research proposals that try to
cope with these challenges by adapting existing schemes to the IoT context. For example, CVSS has
been adapted to asses the Bluetooth technology [136] by integrating additional security aspects, as
well as to the industrial IoT [129], and even the smart home [128] domain. DREAD has been adapted
to IoT scenarios to classify and evaluate threats [137] and to specific domains, such as the smart
metering [132] or the e-health [126]. OCTAVE has also been applied to the smart home domain [135].
There are also works that instead of limiting the risk assessment to a single scheme, are based on a
combination of them. The framework developed in [131] combines CVSS, STRIDEE and DREAD
schemes, and the authors in [80] use the Microsoft SDL tool and STRIDE for modelling purposes, and
CVSS, Open Web Application Security Project (OWASP)E HEAVENS |[119] and EVITA [120] to
assess the risks.

Other works are based on new risk assessment approaches. For example, based on game theory,
authors in [133] propose a security framework for e-health to predict and react against attacks, |[130] uses
an attack tree to measure risks in social IoT. Moreover, graphs and trees are highly used mechanisms
to determine the risk of a scenario. In [127], authors use bipartite graphs to address attack propagation.
Furthermore, the proposed framework in [124] uses attack trees to model attacks and quantify the
risk, and authors in [157] use graphs in the power supply context. Additionally, the research proposed
by [123] develops a dynamic risk assessment strategy based on the captured network packets. Finally,
authors in [125] propose a risk assessment scheme using an analytic hierarchy process.

As previously described, there is a plethora of works related to risk assessment for IoT scenarios.
However, the proposals are usually linked to a specific context and fail to deal with some of the
mentioned challenges in Section [3.I] such as the current subjectivity of the evaluation, which makes
comparison difficult to be accomplished. The security evaluation methodology proposed in this thesis
establishes CVSS as the basis standard for the risk assessment process instantiation, due to its simplicity
and wide recognition. To deal with the objectivity challenge of the evaluation, the metrics of the CVSS
formula are obtained directly and empirically from the security tests.

3.2.2. Security Testing

Following the definition of CNSSI-4009, “Security Testing is the process to determine that an
information system protects data and maintains functionality as intended”. Security testing is considered
one of the key elements for evaluating the security of a Target of Evaluation (TOE). It allows both
the validation of certain security properties as well as the discovery of security threats that were not
previously considered. Thus, security testing represents an essential process to improve the users’ trust
in an ICT system. In this regard, there is a high variety of testing strategies and tools that can be
used during the different phases of the software development life cycle [118] [98] [66].

One of the most popular techniques is the penetration testing [90], in which the TOE is attacked
by simulating real world attacks to discover security flaws that an attacker could use to compromise
the target. Depending on the available information about the TOE, penetration testing can be based
on black-box techniques if the information about the TOE is limited; or white-box, in which the
attacker knows the internal details of the TOE. Furthermore, intermediate approaches are also possible.
Although it is often performed manually, there are several tools available to automate the penetration
testing process, such as vulnerability or port scanners |111]. Current literature shows a plethora of
examples of the applicability of penetration testing to the IoT paradigm. In the smart home domain,
authors of [27] propose the usage of phantom devices to detect security flaws, whereas in the work
proposed by [25], the traffic interception is automated to detect Man in the Middle (MitM) attacks.
In specially sensitive domains, such as toys [95] [1], wearable devices [94] or IP cameras [102], the

I8https://msdn.microsoft.com/en-us/library /ee823878(v=cs.20).aspx
https://www.owasp.org/index.php/OWASP riskratingrethodology
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penetration testing studies highlight the lack of security and privacy best practices. Some research
papers are focused on testing IoT protocols (e.g., IPv6 over Low power Wireless Personal Area Networks
(6LoWPAN)) [92] [106] against DoS attacks through the usage of penetration testing tools such as
Metasploit [93]. Other authors focus on penetration testing tools and strategies that could be applied
to the ToT domain in general. This is the case of |[159], which proposes a vulnerability scanner for
IoT security testing based on the search engine Shodan [96]. Another approach is represented by the
PENTOS tool, which is proposed in [60] to automatically obtain devices’ information, in order to
execute penetration testing attacks.

Related with penetration, fuzzing testing aims to stress the TOE by introducing non-valid data
inputs (data fuzzing testing [99]) or behaviors (behavioral fuzzing testing |[110]). This can be the case of
modifying the message sequence of a protocol. This testing approach benefits from the automation of
the existing tools that help to generate random data based on different fuzzers. This approach is widely
used to stress IoT protocols [154] [104] |103] by generating invalid messages but also invalid message
sequences. This is the case of protocols such as the Constrained Application Protocol (CoAP) [50],
Zigbee [28] or 6LoOWPAN |[155]. However, other applications are also possible, for example to discover
memory corruption vulnerabilities [100] or to discover compatibility and performance issues [26].

One of the most simplest strategies for security testing is the code review, which is a white testing
approach based on finding vulnerabilities in the source code of the TOE. This can be performed manually
by an expert or automated through the use of Static Application Security Testing (SAST) [112]. In
this case, the tool automatically analyses the source code and reports potential security flaws as well
as recommendations to fix them. Although this technique has a really low false negative rate, it is
limited to predefined vulnerabilities, and therefore it cannot discover zero-days vulnerabilities, as for
example, penetration testing. In IoT, SAST is usually employed to find vulnerabilities in the embedded
firmware [23] [24].

To deal with potential security changes, regression testing [113] is focused on verifying that any
change performed over the TOE does not derive on side effects for the security and functionality of
the whole system. As in the previous approach, this technique can be executed manually or using
tools to automate the process, as in [82]. Depending on the methodology to select the tests to be
re-executed, regression testing strategies can be classified into test all, when all the tests are executed,
minimization, if some tests are removed according to certain criteria, prioritization, if the tests are
ordered by their importance, or selection, if only a subset of the tests are executed.

Finally, model-based testing (MBT) [117] is based on the test generation from a high-level model
that can represent the TOE and its interactions (behavioral MBT), its environment, or the attacker
(attack pattern MBT [114]). This is a key point in the IoT context, as the model can represent any TOE
independently of its underlying technology. The definition of the model can be performed using several
languages such as formal (e.g., UML), proprietary [115] or Domain Specific Languages (DSL) [68].
Although MBT has been usually linked to functional testing, its usage has been extended to the security
context [158], under the name of MBT security testing (MBST) [116]. One of the main features of this
technique is the need of an adapter to link the high level model and tests with the real implementation
of the TOE. Indeed, the implementation of such adapter represents the most time consuming process of
MBT. However, this fact is counteracted by the possibility of generating the tests automatically from
the high level model, reducing considerably the implementation time. Indeed, there is a high number
of tools that help to automate the test generation [67], such as CertifyIt [91] or MISTA@. MBT has
been strongly considered in the IoT domain beyond the already mentioned ARMOUR project. In
particular, it has been applied to the aircraft domain using DSL to detect injection attacks [68] and
to specific protocols (e.g., CoAP [101]), by combining MBT with the automated execution of tests
through TTCN3. A similar approach is used in [160]. Following an attack pattern MBT approach,
authors in |105] evaluate the security of a real smart meter scenario by modeling the attacker behavior.
Furthermore, [107] combines MBT with a service-oriented solution to test IoT systems in the European
platform FIWAREE Finally, authors in |14] analyze the coverage of the MBT technique.

20http://cs.boisestate.edu/ dxu/research/MBT.html
2lhttps:/ /www.fiware.org/
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Whereas penetration testing continues leading the testing strategies to evaluate the security of a
system, MBT represents a promising approach for the security testing in the IoT domain, due to the
possibility of automating the generation of the tests, and therefore, dealing with security changes and
scalability aspects [62]. The automation of the test generation and execution, and the simplicity of
modeling the TOE at a high level, are the main reasons to consider MBT for the instantiation of the
security testing process. Although the implementation of an adapter is required, further modifications
and repetitions of the tests do not require significant changes of the adapter. However, there is no a
silver bullet approach, and an IoT security testing approach could embrace different techniques to deal
with the security evaluation challenges during the whole life cycle of a certain device.

3.2.3. Risk Treatment

According to ISO 3100, “Risk treatment is a risk modification process. It involves selecting and
implementing one or more treatment options. Once a treatment has been implemented, it becomes a
control or it modifies existing controls”. There are different treatment options proposed by the ISO
3100: avoiding, reducing or retaining the risk, removing the source of risk, modifying the consequences
or the likelihood, sharing the risk with others, or even increasing the risk to pursue an objective.

Our treatment instantiation benefits from the security evaluation processes to reduce the risk when
the device is installed in the network, in order adjust the device functionality to its intended behavior.
In this regard, behavioral profiles, which allow the specification of such intended behavior, are a key
mechanism to effectively protect a system by reducing the attack surface, and to detect potential
attacks by monitoring the device behavior [22].

Policy-based approaches (e.g., the Policy Core Information Model (PCIM) [20] standard from the
Internet Engineering Task Force (IETF)) have been considered traditionally to specify the network
behavior of a device, providing a description of the communications allowed to/from a device. Other
similar approaches are proposed in |48] and [59], which define a policy enforcement framework to
restrict the network communications. Authors also discuss how the network behavior of an IoT device
is easily predictable. A more recent standard is the Yet Another Next Generation (YANG) [65] Data
Model for Network ACLs [65], which is integrated by the MUD standard [53] to provide manufacturers
a way to define and share the network behavior of a device from the manufacturing phase.

MUD is strongly considered by organizations over the world, such as the NIST [47] [46], which
has considered the MUD for the creation of a National Thing Behavior Database (NTBD)E or other
IETF WGs such as the Software Updates for Internet of Things (SUIT) WG, which has recently
published a mechanism to align its efforts with the MUD approach [13]. The MUD standard allows
the manufacturer to describe the expected network behavior of devices in a scalable and formal way.
To this end, the MUD model considers high-level terms to compact the definition of several security
policies into a single statement. For example, the high term same manufacturer indicates that the
security policy applies to all the devices of the same manufacturer, avoiding the manual definition of a
security policy per each device, to enhance flexibility and scalability. It also provides mechanisms to
extend the MUD model, so manufacturers could express other conditions that are not contemplated in
the standardized MUD data model (e.g., Quality of Service (QoS)). The MUD standard has received a
significant acceptance degree by scientific community and industry because of the benefits in terms of
flexibility and scalability to reduce the attack surface of IoT devices. Because of these aspects, the
instantiation of the risk treatment process of the proposed tethodology is based on the MUD standard.

However, the MUD model does not provide mechanisms to describe more fine grained aspects and
additional security restrictions beyond the network layer. Furthermore, the MUD standard does not
give any indication on how to perform the enforcement of the policies. In this regard, some research
papers [63] [58] propose the usage of the SDN paradigm to enforce such restrictions. Furthermore,
this integration is supported by the NIS’I@ Authors in [78] also consider an SDN-based framework to
enforce network restrictions and mitigate spoofing attacks in smart homes. In addition, [12] describes

22https:/ /www.nist.gov/itl/applied-cybersecurity /nist-initiatives-iot
23https://github.com/usnistgov /nist-mud
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the integration of MUD with a Network Function Virtualization (NFV) approach, which required the
extension of the MUD model. However, none of the proposals provide details on how to translate
the MUD restrictions and results regarding the evaluation performance. Another challenge related
with the MUD standard is the generation of the behavioral profile in an automated way. To cope
with this aspect, most of research works use the network traffic to generate the MUD file. Authors
in [89] generate the MUD file from the network traffic to protect IoT devices against DDoS attacks.
In [57], the authors automate the generation of the MUD from the network traffic by proposing a tool
called MUDg‘e@ They have published the profiles generated with this tooﬁ The same authors [79]
also use the MUD file to monitor the profiles and detect potential attacks. In addition, a similar
approach is proposed in [11]. Our proposal is complementary to these approaches. Indeed, we assume
the existence of an already generated MUD file, which is extended from the security testing report,
in order to describe additional security aspects, such as the key length, authorization over resources,
or cipher-suites. However, as the proposed MUD extension also adds additional restrictions, the
enforcement of such restrictions has required additional mechanisms beyond the use of SDNs. Towards
this end, we have used a combination of a policy-based approach (XACML) and a capability-based
approach to grant authorization tokens. Furthermore, we have integrated the management of the MUD
profiles with the bootstrapping of the device, so that the network components can obtain and enforce
the MUD restrictions before the device joins the network.

3.2.4. Gap Analysis

Currently, there is not silver bullet certification scheme dealing with the challenges associated to the
IoT paradigm. The IoT poses specific problems that have to be addressed through the current schemes
by adapting the certification process accordingly. However, the fragmented landscape of technologies
and protocols and the heterogeneity of IoT devices, products and components make difficult the
comparison and the establishment of a common evaluation basis. The problem is exacerbated by
current cybersecurity certification and risk assessment schemes that base their security evaluation on
security statements or checklists, deriving on subjective interpretations by a security expert. In addition,
some of the most well-known schemes are also focused on a specific context (e.g., OWASP, which is
focused on web applications), contain metrics difficult to be calculated such as the likelihood (e.g.,
CWSS) or are proprietary schemes with metrics not approved by the community (e.g., Underwriters
Laboratories (UL) Cybersecurity Assurance Program (CAP)). In this regard, the security evaluation
methodology proposed in this thesis deals with this challenge by combining security risk assessment
and security testing, so that security tests are used to improve the risk assessment, providing empirical
and objective metrics to evaluate the associated risk. Furthermore, we also ensure the repeatably of
the process. Although composition and aggregation challenges are considered as future work, we are
already working on the analysis of dependencies and composition of evaluations through the usage of
vulnerability trees.

Moreover, the scale of IoT requires lightweight and flexible approaches to provide an effective and
efficient certification approach throughout the life cycle of a device. However, current schemes fail
to deal with the security changes that continuously occur during the life cycle. In case of a security
change (e.g., due a new vulnerability, update or patch), the certificate is revoked and a complete
certification process has to be performed. As an example, a CC certification can take between 6 and
12 months and the cost of the certificate is about 250.000 dollars. In order to deal with scalability and
dynamism aspects, the proposed methodology is instantiated through techniques and tools that favor
the automation of the evaluation processes. In particular, we use MBT to automatically derive the
security tests from a high level model of the TOE, and the execution of the tests is also automated
through tools such as JUnit or TITAN. In contrast to checklist approaches, which are performed
manually, the automation of the evaluation processes facilitates a cost-effective evaluation, which helps

24https://github.com/ayyoob/mudgee
25https:/ /iotanalytics.unsw.edu.au/mud/
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to increase the certification adoption, as well as the reevaluation process, dealing with the security
dynamism.

As previously discussed, the context in which the device operates is an important parameter to
be taken into account to foster the comparability between different devices, and to guarantee that
the security level is enough for a particular context. The proposed evaluation methodology takes the
notion of Protection Profiles (PP) from the CC standard to integrate the context of the device in the
security evaluation. These profiles are meant to specify the security requirements for each context.
This way, we reflect the differences between the security level required in each context. This aspects
enhances comparability of devices that could operate in several contexts.

The evaluation methodology is based on existing standards, following the recommendations we
gave in the previous sections to favor the acceptance of the proposal by the scientific community. In
particular, the integration between risk assessment and security testing is based on the ETSI EG 203
251 [54], ISO 3100@ and ISO 2911212] standards. Nevertheless, we also use additional standards for
the instantiation of the methodology, such as CVSS for the risk assessment, MUD for the treatment
and CC for the integration of the device’s context in the security evaluation. It is worth noting that
we also use essential concepts and terms from the widely accepted CC standard, such as PPs, EALs or
TOE, to foster the homogenization of the certification process.

At the end of the evaluation process, the proposed methodology generates a cybersecurity label.
The label has been designed as a radar chart to be visual and easy to understand for non-expert users.
The main idea behind the label is the concept of more area, more risk, providing a visual representation
of the security level of a product. Furthermore, the label includes a QR code to provide an up-to-date
security level, and to give access to additional details of the security evaluation performed over the
device. This information can be useful for experts users and to facilitate the composition of certificates
for evaluating more complex systems.

Next section describes with details the methodology proposed in this thesis for the security evaluation
of ToT devices, which is intended to serve as a basis for the cybersecurity certification. As discussed,
the methodology aims to cope with most of the gaps previously discussed, such as the dynamism, the
standardization, the context dependency, the need for a visual and dynamic label, and the requirements
for an objective and repeatable evaluation process.

3.3. A Risk-based Framework for Automated Cybersecurity
Evaluation

The cybersecurity evaluation framework proposed in this thesis was partially developed in the
scope of the EU ARMOUR H2020 project, and described in several research publications (e.g., [86]
and [87]). Tt is based on the two ETSI approaches described in [54], which are based on the ISO 31000
standard for Risk Management and the ISO 29119 standard for Security Testing. These approaches
were initially developed in the EU FP7 RASEN project [140] and later standardized by ETSI. Indeed,
ETSI describes two approaches to combine security risk assessment and security testing to improve
the security evaluation: a risk-based security testing approach, in which risk assessment is used to
improve the security testing; and a test-based risk assessment approach, in which the risk assessment
is improved by the security testing process. However, the ETSI approach does not describe potential
solutions to integrate both flows or how such processes could be performed.

Indeed, these flows (security testing and security risk assessment) have been further considered
in current literature as essential processes for cybersecurity evaluation. Indeed, ECSO considered
them as key elements for cybersecurity certification: “ It would be convenient to consider a
security testing methodology (to) help in [...] the process of updating the certificate in a fast, easy
and inexpensive manner. When doing an update or patch, security tests can be executed to assist

26https:/ /www.iso.org/iso-31000-risk-management.html
2Thttp://www.iso.org/cms/render/live/en/sites/isoorg/contents/data/standard /05/67/56736.html
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Figure 3.1: Proposed methodology for cybersecurity evaluation based on the ETSI risk-based security
assessment and testing methodologies [38]

reassessment processes...” [146]. As shown in Figure the ETSI approach also considers a previous
process called establishing the context to analyze the context in which the security is being evaluated
(e.g., regulation and business aspects), as well as the test planning (objective, scope, testing technique,
etc.). Additional processes named communicate and consult, and monitoring and review support
security risk assessment and testing processes, to react and control the information derived from the
overall assessment process. Finally, the treatment activity is meant to provide security countermeasures
to deal with the vulnerabilities and the risk values obtained through the assessment process.

The proposed security evaluation methodology combines both ETSI approaches, building a frame-
work on top of the two main streams of this proposal: security testing to identify security flaws, and
security risk assessment to measure the associated risk by considering legal and business issues. More-
over, the proposed methodology considers additional activities inherent to cybersecurity certification,
such as labeling (included in the communicate and consult process). As described in the previous
section, labeling aspects are considered by regulatory and security organizations, and they are also
mentioned in the ECSO meta-scheme [146]. Figure shows the integrated vision of the discussed
ETSI approaches, as well as the additional aspects considered in the proposal.

According to Figure the establishing the context process, which integrates the sub-activities
from the two ETSI approaches, encompasses the understanding the business and requlatory environment
and the requirements and process identification activities. These activities are meant to analyze the
context in which the TOE (e.g., a device) will be operating, and the security requirements of that
context. It also includes the test planning activity, which comes from the risk-based testing approach.
This activity is meant to establish the test strategy by defining the test phases, technologies and
procedures that will be used during the security testing process.

The security assessment process represents the core of the methodology, integrating the security risk
assessment and the security testing. Security risk assessment aims to measure and quantify the security
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level of the TOE through certain security metrics. This process includes the following activities:

= Risk Identification, which identifies potential risks, causes and consequences based on the expert’s
opinions, historical data, theoretical analysis and stakeholders’ needs. Based on the test-based
risk assessment approach, risk identification is improved by security testing by identifying
vulnerabilities or particularly critical areas through the use of tools and techniques such as
network discovering or vulnerabilities scanners.

= Risk Estimation, which determines and quantifies the risk level of the TOE based on the identified
risks and vulnerabilities. As the risk estimation is usually a complex, imprecise and subjective
activity (it often relies on expert judge), the test-based risk security assessment approach tries to
improve the objectivity and trustworthiness of the measurements by using the security testing
results (test report) to adjust the risk values.

= Risk Fvaluation, which compares the risk level obtained during the risk estimation to determine
if the risk is acceptable based on certain criteria.

In a similar way, security testing process, which aims to detect security failures, comprises three
activities:

» Test design and implementation, which specifies, designs, implements and derives test cases
based on the identified risks. As a result, the tests cases are implemented and assembled to
test procedures. Here, security risk assessment could provide additional information about the
identified risks to systematically determine and prioritize the tests (risk-based security testing
approach).

= Test environment setup and maintenance, which is meant to set up the scenario in which the
tests will be executed (e.g., through the configuration of devices).

= Test Ezecution, Analysis and Summary, which is meant to execute the implemented tests in the
scenario. It also includes the systematic analysis and summary of the test results. In case a
re-assessment is required (e.g., due to an update or patch), security risk assessment could help
to prioritize the execution of the tests based on their likelihood of discovering security flaws
(risk-based security testing approach).

Both ETSI flows share an additional activity as part of the security assessment process: the
treatment. This process is intended to provide mitigation and countermeasures to the security flaws
discovered during the security evaluation. Some of the actions considered in current standards (e.g.
ISO 31000), and oriented to mitigate the risk, are the reduction of the risk through countermeasures,
or to divert the risk from one asset to another. The main purpose of this is to distribute the risk
within the system or even avoid the risk by stopping the activity, in case it is required.

In addition to the establishing the context and security assessment processes, the ETSI proposal
considers two activities to manage the security information flows during the TOE’s life cycle. In
particular, they are intended to set up the management perspective by continuously reacting, controlling
and improving all the security evaluation process. On the one hand, the monitoring and review process
obtains information from external sources that could be relevant for the evaluation process (e.g., a new
vulnerability or a new regulation). On the other hand, the communicate and consult process is aimed
to disseminate the information related with the internal process and the security level achieved. As
part of this process, we have considered the labeling activity, which is meant to create a visual and
simple security label with the security evaluation results.

Based on the proposed methodology derived from both ETSI approaches, Section [3.4] proposes
an instantiation of the main building blocks through different tools and technologies. Indeed, it is
meant to set up the basis for the creation of a lightweight and efficient IoT cybersecurity evaluation
and certification, coping with some of the gaps analyzed in Section
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Table 3.1: General vulnerabilities for the security evaluation process

Vulnerability Description

Lack of confidentiality | Transmitted data should be read only by legitimate endpoints.

Lack of integrity Transmitted data should not suffer modifications during transmis-
sion, and in case it happens, any change should be detected.

Lack of availability Exceptions, errors and overloads should be controlled to avoid faults

that affect the endpoints.

Lack of authentication | The endpoints should be legitimate.

Lack of authorization | Endpoint services should be accessible only to endpoints who have
the right to access them.

3.4. Framework Instantiation for Evaluating IoT Cybersecu-
rity

This section presents the proposed instantiation based on the methodology described in Section [3.3
and developed in the research articles [87] and [86], which explain the application of the methodology
instantiation to two specific security protocols: EDHOC [52] and DTLS [163]. Furthermore, the
instantiation has been partially developed in the scope of the EU H2020 ARMOUR project. The
approach is meant to address some of the gaps previously described. On the one hand, the methodology
based on the ETSI approach provides a common and high-level framework to evaluate and manage the
security level of the TOE during its life cycle. It should be noted that, while the instantiation of the
monitoring process is not addressed (indeed, it is part of our future work), it is meant to provide a
continuous information entry point about new vulnerabilities, updates, patches or any other relevant
security information that could affect to the risk level of the TOE. If required, the monitoring process
could trigger automatically the security assessment process to perform a re-certification. As a result,
the security level is updated in the label and certificate through the communicate and consult process.
On the other hand, the instantiation is intended to automate as much as possible the process of the
security evaluation by using suitable mechanisms and tools to deal with the security dynamism inherent
to IoT scenarios. In this regard, the automation of the security evaluation allows the update of the
security label and certificate in a lightweight and cost-effective way, reducing the complexity of the
certification process. Finally, the context is integrated in the security evaluation process through the
so-called protection profiles, which reflect the security level necessary for a specific context and TOE.
This aspect is intended to foster the comparability between security aspects of different contexts, which
usually require different security levels.

As already mentioned, the security evaluation proposal intends to evaluate the security level of a
certain TOE. Although the TOE is defined by CC as a set of software, firmware and/or hardware
possibly accompanied by guidance, we also consider its configuration (i.e., a specific protocol, libraries,
cryptographic parameters, etc.) as part of the TOE, as well as the context in which it is intended
to operate. Also, it is important to mention that the security evaluation approach takes as starting
point a set of applicable vulnerabilities against which the TOE will be evaluated. These vulnerabilities
can be extracted from public vulnerabilities databases, such as the NVD, and/or from a more generic
set, as considered by the oneM2M initiative [21]. Then, the resulting set of specific vulnerabilities is
mapped to five general security vulnerabilities described in Table which are used to evalute the
TOE’s security level. Indeed, a detailed mapping of the oneM2M vulnerabilities can be found in [87].
These general vulnerabilities have been extracted from existing literature [121] [122] |165] to provide a
simplified view of the security aspects. Furthermore, the mapping of such vulnerability to the five
general vulnerabilities is intended to facilitate the visualization of the results in a multi-dimensional
security label, in order to measure the risk associated to the lack of a certain security property.

Figure [3.2] shows an overview of the proposed instantiation, which will be further explained in
the next subsections, as well as the tools and mechanisms employed for each process. As already
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Figure 3.2: Proposed instantiation of the methodology for cybersecurity evaluation

mentioned, it is worth noting that the instantiation of the monitoring process is considered as part of
our future work in this area.

3.4.1. Combining Security Risk Assessment and Security Testing

The first phase of the process, called establishing the context, is composed by three different activities
to set up the security evaluation and certification process by gathering information related with the
TOE’s context. Firstly, the understanding the business and regulatory environment analyses the
security level required in a particular domain (e.g., health, industry, military, etc.), and the regulation
and directives that have to be met (e.g., GDPR). These requirements are processed to create sets
of baseline requirements for different levels, linked to the domain and the nature of the data being
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managed. From the identified requirements, the requirements and process identification will define a set
of security profiles (A, B, C, D) similarly to the European energy labels [85] to indicate the acceptable
risk level (low, medium, high and critical) for each general vulnerability to obtain the associate profile
in a specific domain. An example of profile definition can be found at the beginning of Figure 3.2} For
that domain, if the TOE obtains a high risk for the lack of confidentiality, it will only be able to obtain
profiles C or D. This way, the context is integrated in the security evaluation process by means of the
security profiles, coping with one of the challenges previously mentioned. Finally, the test planning
activity, analyses the security requirements of the TOE and establishes a testing strategy according to
them. This process can also interact with the communicate and consult and monitoring and review
processes, in order to update the security profiles according to the current regulation and the evolving
requirements of the different domains.

The second and main process of the evaluation methodology, security assessment, is intended to be
instantiated through automated tools and methodologies for the security test generation and execution.
The main purpose is to automate as much as possible the security testing and security risk assessment
processes to address the requirements associated to frequent security changes. Whereas security testing
aims to develop a test suite to validate and obtain information about the TOE security, risk assessment
is intended to measure the risk associated to the TOE based on the information obtained from such
tests. The risk value is used to select the profile fulfilled by the TOE that is defined in the previous
establishing the context phase. It is worth noting that this thesis presents a concrete instantiation of
the security evaluation methodology, but other instantiation approaches (based on different tools and
mechanisms) are also possible.

As a first step, the risk identification activity analyses and selects the vulnerabilities applicable to
the TOE. The set of TOE-specific vulnerabilities (e.g., obtained from a vulnerability database or any
other external source) are mapped to the five general ones to aggregate their risk measurements at
the end of the process. The main goal is to obtain a unified risk value for each general vulnerability.
The selected vulnerabilities drive the security test definition, and identify the elements to create a
high-level model of the TOE.

Then, the test design and implementation is focused on the development of a test suite, and it is
automated following the MBT approach, which generates automatically the test suite from a high
level-model of the TOE and a series of test purposes [109]. This approach is well-known because
of its benefits for systematic compliance testing [108]. Our approach makes use of a subset of the
Unified Modeling Language (UML) class diagrams [117] to model the architectural components of
the TOE scenario (e.g., endpoints, messages, attackers, etc.), and the relationships between them.
Furthermore, we use the Object Constraint Language (OCL) [156] to specify the TOE’s behavior
(e.g., its operations). Figure shows the TOE model (an scenario implementing the DTLS protocol)
composed by two endpoints, smart object and server, and two message entities, request and response.
The test purposes are defined through the tool Certifylt [91] by referring to the high-level model
components and operations. As shown in Figure 3.2] there is no need for a complete definition of
the tests. Instead, we can define tags in the OCL behavioral specification of the operations (e.g.,
SMART_OBJECT/END_OK) and use them in the test purposes to indicate that we want to reach a
specific point of the scenario execution (e.g., a successful DTLS exchange). This way, Certifylt generates
all the intermediate steps to complete the test, so it requires less time to define the security tests. The
tool allows exporting the high-level tests in several languages such as Extensible Markup Language
(XML), Portable Document Format (PDF), JUnit, and TTCN3. In particular, we use TTCN3 [87]
and JUnit [86]. Whereas TTCN3 offers a standardized testing language to automatically execute the
tests, JUnit presents a well-known approach based on the Java programming language. Certifylt also
produces a series of interfaces, named adapters, to link such tests with the real implementation of the
TOE. Therefore, the adapter has to be implemented to link the high-level operations with the real
operations associated to the TOE. Although this represents the most time-consuming activity of the
process, once the adapter is implemented, the addition of new tests and vulnerabilities sightly affects
it. This aspect is crucial to deal with the security dynamism and the potential need of a re-evaluation
process in IoT scenarios.
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The test environment set up and maintenance sets up the execution environment of the test suite.
This thesis uses physical local devices in [86] as execution environment, as well as the large-scale
infrastructure FIT IoT-Lab platfornﬁ (with about 200 nodes) in [87]. In both cases, this activity
involves selecting the physical devices and uploading the code.

After the tests are implemented, they are executed during the test execution, analysis and summary.
If the tests were exported in JUnit, they can be executed in a Java platform (e.g., ECLIPSE), whereas if
the tests were generated in TTCN3, they can be executed in a compilation and execution environment
named TTTAN. Both approaches are used to send different test commands to the real TOE through the
adapter to execute the tests. At the end of the process, the test report collects the information obtained
from the tests (e.g., if the test failed or passed, errors, sniffer information, etc.). Towards this end,
a standardized, flexible and expressive format is key to guarantee the homogenization of the results,
which are generated from different assessment approaches, in order to facilitate the comparison among
them. For this purpose, we propose the use of the Extensible Configuration Checklist Description
Format (XCCDF) [37|, which is a standardized format defined by the NIST as part of the Security
Content Automation Protocol (SCAP) [41]. XCCDF is based on XML to describe security checklists,
configuration and benchmarks, allowing the representation of the assessment results. Furthermore,
although this is out of the scope of this thesis, XCCDF can also be used to automate the checklist
verification through the Open Vulnerability and Assessment Language (OVAL) [40]. Despite the
limitations of XCCDF, specially in the IoT domain [69], SCAP is evolving towards a new version with
a special focus on the IoT environment support [49].

The test report is used as input for the risk estimation. The information collected from the tests
is mapped to the CVSS [42] metrics to obtain a numerical risk value. An example of this mapping
is shown in Figure (e.g., the percentage of non-encrypted data is mapped to the confidentiality
metric). A more detailed explanation of this mapping can be found in [87]. CVSS is a risk assessment
standard widely used in vulnerability databases such as the NVD. The CVSS metrics are combined in
a formula to obtain the risk associated to a vulnerability. By integrating the tests results in the risk
calculation, the measurement is performed in an objective and empirical way.

Finally, the risk evaluation compares the risk obtained in each general vulnerability with the profiles
available for the TOE. Figure [3.2] shows the comparison for the lack of confidentiality and integrity. In
this case, the TOE obtained a high risk in confidentiality, which fulfills profiles C and D. This process
is repeated for each general vulnerability to obtain a security profile for each of them.

As a result of the security evaluation process, a cybersecurity label is generated. The label integrates
the information about the context in which the TOE has been certified by means of the security
profiles and the risk obtained for each vulnerability. Also, it indicates the rigor and depth of the
security evaluation by using the EALs, which are specified by CC. The label has been designed as a
pentagonal radar diagram to support the visualization of the security dimensions (i.e., the five general
vulnerabilities) and to provide a visual representation that could be understood by non-expert users.
The intersection of the vulnerabilities with the different profiles creates an area that represents the
risk, with the meaning of the more area, the more risk. Figure [3.2) shows an example of the proposed
label, which follows ECSO recommendations by integrating a QR-code to deal with future updates of
the label.

3.4.2. Treatment Through the Usage of MUD Files

The proposed security evaluation measures the security level associated to a specific TOE, and
it is also intended to identify the main security gaps that could be addressed to increase the TOE’s
security level. In this regard, the treatment process has been instantiated as a preventive mechanism to
protect both the TOE and the network in which it operates, since the device associated to that TOE
is installed in the network (bootstrapping process). Toward this end, we propose the use of behavioral
profiles that describe the expected behavior of a device during its operational phase. In particular, we
use the IETF MUD standard [53], which provides a data model so that manufacturers could represent

28https://www.iot-lab.info/
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the allowed/denied communications from/to their devices in a scalable and flexible format. The MUD
architecture is composed by four main components:

= Thing or Device, which is in charge of sending a MUD URL to indicate where its MUD file is
stored.

» Router or Switch to which the device is connected.

= MUD Manager, the main entity to manage MUD files, which is in charge of the processes required
for obtaining and enforcing the different security restrictions described in a MUD file.

= MUD File Server, which hosts the MUD files of a particular manufacturer.

Whereas in this thesis MUD files are mainly used to configure the device before it joins the network,
MUD restrictions could be also used to monitor the device’s behavior to find suspicious behaviors or
ongoing attacks.

The MUD standard has attracted the attention of several standardization organizations such as
the NIST in U.S., which envisages the MUD as a potential approach to protect IoT devices from DoS
attacks [47] [46]. Furthermore, the NIST proposes the usage of this standard for the creation of a
vulnerability behavior databas@

A manufacturer can use the MUD standard to specify the allowed accesses to specific cloud services,
between devices of the same manufacturer or devices being managed by the same controller. For
this purpose, the MUD data model considers specific high-level terms. The approach also allows the
specification of protocols and ports for the communications, and it provides mechanisms to extend
the MUD model, so manufacturers could express other conditions that are not contemplated in the
standardized MUD data model (e.g., QoS). However, beyond network aspects, the current specification
does not provide the possibility of defining more fine-grained security aspects, such as cryptographic
algorithms or specific key lengths to be used. Also, although the standard describes an approach to
define the network behavioral profile of a device, it does not specifies how to perform the enforcement
of such security policies. However, the use of standard technologies for the enforcement process is
crucial to increase the usage and deployment of the MUD standard.

To cope with such issues, this thesis proposes the extension of the MUD model to add more
fine-grained security details, and additional aspects beyond network access control, such as resource
authorization. As shown in Figure the extended MUD file is generated (Eztended MUD generation
phase) from the security assessment process. Then, such file is published in the MUD File Server
(MUD publishing phase). The extended MUD file is obtained (MUD obtaining phase) during the
bootstrapping, and translated and enforced in the deployment network in which the device will be
operating (MUD translation and enforcement phases). The description and proposed instantiation of
these phases will be described in the next subsections.

Extended MUD Generation and Publication

In this section, we describe the proposed extension for the MUD model to identify and describe a
broader range of security aspects. The main purpose is to protect IoT devices through security features,
which are described in the manufacturing phase, and the security evaluation results. Toward this
end, we generate the extended MUD file by using the original MUD file (i.e., based on the standard
MUD model) associated to the device, as well as the assessment report, which was obtained during
the security assessment process. This is shown in the Ezxtended MUD generation phase of Figure [3.2)
Therefore, the proposed extension integrates the results of the evaluation process in the MUD file to
create a more expressive MUD model. The extended MUD describes additional security aspects (e.g.,
cryptographic algorithms and cipher-suites) to allow/deny a communication. Furthermore, beyond
network configuration, the extended model also provides mechanisms to control the access to specific
resources hosted by a certain device.

29https:/ /www.nist.gov/itl/applied-cybersecurity /nist-initiatives-iot
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The MUD model defines the network restrictions by using policies or ACLs. Some examples
could be “allow communication between devices of the same manufacturer” or “deny the access from
any device through a specific port”. In particular, the model is based on the YANG standard and
JavaScript Object Notation (JSON) [64] for serialization purposes. A standard MUD file uses two main
containers: “mud” and “acls”. The first one describes aspects related with the MUD file itself, such as
the MUD URL (“mud-url”) to identify the MUD file’s location, the generation date (“lastupdate”)
or the expiration date (“cache-validity”). This container also includes a reference to the name of the
ACL:s restricting the communication from/to the device. The ACLs are defined in the second main
container, “acls”, and they are classified according to the nature of the restrictions (“to-device-policy”
and “from-device-policy”). The YANG model is augmented in the MUD standard to add more
expressive and high-level terms such as “manufacturer” and “same-manufacturer”, which allow the
definition of a high number of restrictions by using a single statement. Other terms, such as ‘controller”
or “local-networks”, make reference to typical network components without the need of using an IP
address, in order to abstract the MUD specification from the network implementation details.

Listing 3.1: Proposed MUD extension

module: ietf—access—control—list
+——rw access—lists
+——rw acl* [name]

| +——rw name
| +——rw type?
| +——rw aces
| +——rw acex [name]
| 4——rw name
| 4+——rw matches
10 | +——rw mud
| +——rw manufacturer?
| +——rw same—manufacturer?
| +——rw model?
| +——rw local —networks?
| +——rw controller?
| 4+——rw my—controller?
| +——rw direction—initiated?
| 4——rw eth?
| 4——rw ipv4?
| 4——rw ipv6?
| 4——rw dscp?
| +——rw ecn?
| +——rw length?
| +—rw ttl1?7
| +——rw protocol?
| +——rw (destination —network)?
| +——rw (source—network)?
| | 4——rw flow—label?
| 4——rw tcp?
| 4 —rw udp?
| 4+——rw length?
32 | +——rw source—port
| +——rw destination—port
| +——rw application-protocol?
| +——rw icmp?
| +——rw [application-protocol-name]?*
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

| 4+ rw application-protocol?
| +——rw num-connections?
| +4+——rw operator
| +——rw value
| +——rw keys?

| 4——rw algx*

| +——rw crv?x*

| +——rw key_opsx*

| +——rw resource?*

| +——rw urlx

| +——rw ace* [name]x*

| +——rw name

| +——rw matches

| | 4——rw action

| [

| 4——rw actions

| 4——rw statistics
+——rw egress—interface?

55 | | +——rw ingress—interface?

56
57
58
59
60

+——rw actions

| 4——rw forwarding

| 4——rw logging?

4——rw statistics
——rw attachment—points

+—

In particular, we extend the “acl” container by adding additional terms and fields, which are
highlighted (in bold) in Listing [3.1} For the sake of clarity, some fields have been omitted in the
listing. A complete scheme of the original MUD model can be found in [65]. We followed a similar
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approach to the original MUD model to integrate the new fields. Specifically, the block concerning the
network-layer protocol (e.g., IPv4/IPv6) has a reference to the transport-layer protocol (e.g., TCP or
UDP) through the “protocol” field. This protocol is further detailed in a particular block to describe
the allowed/denied communications, and additional information (e.g., port numbers). We follow this
embedded scheme by adding an additional field named “application-protocol” (line 34 of Listing 7
which references the application-layer protocol. As several application layer protocols can be used, this
field can be repeated, in case it is required. The restrictions associated to an application-layer protocol
are detailed in a different block (lines 36-46).

As part of the “application-protocol” block, we have defined three main properties. The first one,
“num-connections” (line 38), is intended to restrict the number of simultaneous connections that the
device could support before collapsing. It has an “operator” to indicate equal, less than or grater than
(as described in [65]), and the “value” itself. It should be noted that this field is directly obtained
from the availability tests of the security assessment process. The second property, “keys” (line 41), is
related to the cryptographic parameters of the protocol. Specifically, it makes reference to the name of
the cryptographic algorithm (“alg”) following the JSON Web Algorithms (JWA) [55] standard; the
intended use of the key (“key_ops”), based on the JSON Web Key (JWK) [56] standard; and the
curve (“crv”) in case of using elliptic curve cryptography. Finally, the third property, “resources” (line
45), restricts the access to certain resources hosted or accessed by the device. Specifically, this block
includes the URL to the resource (“url”), which can be repeated for each resource, and the Access
Control Entry (ACE) restrictions applicable to each of them (“ace”). The ACE data model has been
extended by allowing the use of the MUD high-level terms (e.g., same manufacturer, controller, etc.).
Furthermore, we define an additional field, “action”, to detail the specific allowed/denied action (e.g.,
POST, PUT, GET) for each resource. We developed an example of MUD generation that is applied to
the EDHOC protocol in [31].

As already mentioned, the extension of the MUD model is intended to describe more fine-grained
security aspects, such as cryptographic details, as well as additional aspects to network-layer restrictions,
such as resource authorization. It should be noted that the MUD standard does not describe the
processes required for the enforcement of security restrictions. Furthermore, as previously described,
we added a set of additional restrictions. Therefore, there is a need to define an approach dealing with
this aspect that is addressed in the next section.

Extended MUD Obtaining, Translation and Enforcement

The proposed architecture and the main interactions between the components to manage the
extended MUD files are described in Figure In particular, we integrated the MUD management
aspects with the bootstrapping process of the device, in which it is authenticated to access a network.
This way, the restrictions described in the MUD file will be enforced before the device is able to
interact with other network components, in order to reduce the attack surface. We also leverage the
potential integration of the MUD standard with the Software-Defined Networking (SDN) paradigm for
the automated and dynamic enforcement of the security restrictions, as we discussed in Section
Therefore, the architecture proposed in Figure [3.3] combines the standardized MUD architecture with
the SDN paradigm and the bootstrapping process.

The device authentication represents the first phase of the bootstrapping process. For this purpose,
we use a lightweight approach based on the EAP [34] protocol and the AAA Framework [72]. EAP
represents a flexible authentication approach that allows several authentication mechanisms or FAP
methods (e.g., EAP-PSK based on pre-shared keys or EAP-TLS based on Transport Layer Security).
In particular, we use the EAP-PSK method, which does not require public key cryptography but
pre-shared keys (PSK), and therefore, it is suitable for constrained scenarios. As shown in Figure
the EAP session is established between the EAP Peer and the EAP Server through the Authentication
Agent acting as an intermediate entity. During the authentication phase, the EAP peer and EAP
server exchange several messages with the aim of authenticating both endpoints. On the one hand, for
the transport of the EAP messages between the EAP peer and the authentication agent, we use the
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Figure 3.3: Proposed architecture for the extended MUD management

Protocol for Carrying Authentication for Network Access (PANA) [73], which is a widely used protocol
in IoT scenarios (e.g., in ZigBee IP [84] or in the ETSI M2M [83]). PANA involves two main roles, the
PANA client and the PANA authenticator. However, other alternatives may be possible [33]. On the
other hand, the authentication agent and the EAP server use the well-known Remote Authentication
Dial In User Service (RADIUS) protocol |32], which defines the roles of RADIUS client and server.

During the MUD obtaining phase, the device communicates the location of the MUD file, by using
the MUD URL parameter. In this regard, the MUD standard [53] proposes several mechanisms: the
Dynamic Host Configuration Protocol (DHCP) [45], the Link Layer Discovery Protocol (LLDP) [77],
and the Institute of Electrical and Electronics Engineers (IEEE) 802.1AR standard [44] to embed the
MUD URL in an X.509 certificate. However, the standard leaves the door open to the usage of other
mechanisms, specially in very constrained scenarios. In our approach, we embed the MUD URL in the
last message of the authentication process. In particular, we use the “vendor-specific” attribute of the
RADIUS protocol that includes the EAP Success message. When the authentication agent receives the
MUD URL, following the process described by the standard specification [53], it is forwarded to the
MUD Manager. Then, the MUD manager (acting as IoT Controller) will request the MUD file from
the MUD file Server, which is located in the manufacturer domain. Furthermore, the MUD manager
will also obtain the MUD signature to verify the integrity of the MUD file.

Once the MUD file has been obtained by the MUD Manager, it has to be translated and enforced
by different network components. Our proposal is based on the SDN approach proposed in the scope of
the EU H2020 ANASTACIA project. Toward this end, the restrictions of the MUD file are translated
(MUD translation phase) to an intermediate policy language called MSPL [75], which represents the
information in an enforcement-agnostic way. The translation of the MUD file is orchestrated by the
SDN Orchestrator and executed by the Policy Interpreter (see Figure . It should be noted that
further information (e.g., IP addresses) could be required to translate the MUD high-level terms such
as “manufacturer” or “controller”.

During the MUD enforcement, the SDN Orchestrator decides the suitable mechanism to enforce the
security policies. For the network constraints, the intermediate MSPL language is translated into the
corresponding flow rules (MSPL translation). We use the well-known OpenFlow protocol [74] to enable
the SDN controller to install and configure the SDN flows in the SDN switches. Once the configuration
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is completely installed, the bootstrapping finishes, and therefore, the device can perform the usual
operations within the network (e.g., communicate with another device or access to a resource).

For the enforcement of the resource authorization, we propose the usage of authorization tokens
and the XACMI@ standard. XACML defines an attribute-based access control policy language and a
processing model to evaluate the access requests according to the rules, which in this case, are defined
in the MUD file. Therefore, when a device wants to access a resource, it needs an authorization token.
The request is evaluated against the authorization policies and based on them, the token is granted or
not. The authorization restrictions defined on the MUD are translated into XACML rules, and used
to authorize or deny the generation of the token. If the token is granted, the device can use this token
as an authorization proof to access such resource. To deal with constrained scenarios, we also propose
the usage of CBOR [61] to encode the tokens, similarly to the CWT standard [36]. In addition, we
combine CWT and AIF [35] to create a token representation based on the notions of capability-based
access control [88]. The implementation of this part was considered as future work and it has been
published at the date of finishing this thesis [10]. The results concerning the SDN implementation and
its integration with the bootstrapping phase can be found in [30].

3.5. Lessons Learned and Conclusions

The continuously growth of the IoT paradigm has brought enormous benefits to everyone’s lives.
However, these benefits are overshadowed by the high number of security issues to which these devices
are exposed. In this regard, cybersecurity and regulatory organizations consider the development of
cybersecurity certification approaches as a key component for a more trustworthy digital landscape.
Indeed, the definition of a cybersecurity certification framework is intended to provide a reliable and
transparent representation of the security level associated to any ICT product or component. At EU
level, this initiative is led by ENISA after the adoption of the Cybersecurity Act regulation in 2019.

However, the task of developing a cybersecurity certification framework needs to cope with significant
challenges, specially in the case of emerging scenarios, such as the IoT paradigm. Indeed, the high
heterogeneity degree of existing IoT devices and systems hinders the realization of a cost-effective,
automated and scalable security evaluation process. Omne of the main challenges is the security
dynamism, due to the continuous updates and patches that are required by such devices, and the
zero-day threats to which they are exposed. Thus, a scalable, automated and dynamic security
evaluation approach, is crucial to make the cybersecurity certification viable for IoT scenarios.

In this regard, this thesis proposes a methodology for evaluating IoT security that copes with
a large set of the challenges previously described. The methodology is based on different processes
standardized by ETSI, and combines security risk assessment and testing to realize an objective security
evaluation process, whose results can be compared. In addition, the methodology takes into account
specific aspects of cybersecurity certification, such as the creation of a visual cybersecurity label that
reflects the security level of a certain device or product, as it is currently considered by the energy
domain. Furthermore, the proposed methodology defines several mechanisms to deal with the risk
treatment process during the deployment of a new IoT device in a certain network.

The methodology has been instantiated through techniques and tools to foster the automation
of the different processes. Toward this end, MBT techniques have been employed to automatically
derive tests from a high-level model of a certain TOE. Such tests are also executed automatically by
tools such as JUnit or TITAN. To give a numerical value to the risk level, test results are integrated
with the metrics of the CVSS standard. Furthermore, the context in which the TOE will operate has
been taken into account through profiles that reflect the security level required in a specific context.
Finally, the treatment process makes use of the MUD standard to specify the recommended security
restrictions at network level to protect the device during its operation phase. The MUD management
has been integrated with the bootstrapping phase of the device to obtain the MUD file and enforce
the restrictions using SDNs before the device can operate in the network. Therefore, such process is

30https: / /www.oasis-open.org/committees/tc_home.php?wg_abbrev=xacml
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intended to reduce the attack surface of the device and the network itself. Furthermore, we extended
the MUD model to include security aspects beyond network access control, through the integration
of the security evaluation results. Consequently, the expressiveness of the MUD standard is further
enhanced.

The proposed methodology is intended to serve as a basis for future cybersecurity certification
approaches to cope with some of the cybersecurity certification challenges. As a future work, we plan
to extend the proposed methodology by integrating monitoring techniques that could automatically
trigger a security re-evaluation process. Furthermore, we will analyze the use of graph techniques to
represent the relationship among different IoT devices or systems, and their vulnerabilities. Indeed,
we are already working on these aspects in the scope of several European H2020 projects to further
contribute to the development of a holistic security evaluation methodology.
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mitigate potential security attacks. In this direction, the Manufacturer Usage Description
(MUD) has been recently standardised to reduce the attack surface of a certain device
through the definition of access control policies. However, the semantic model is only
intended to provide network level restrictions for the communication of such device. In
order to increase the expressiveness of this approach, we propose the use of an automated
IoT security testing methodology, so that testing results are used to generate augmented
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approach to the Elliptic Curve Diffie-Hellman over COSE (EDHOC) protocol, which
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protocol for IoT constrained scenarios.
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The fourth industrial revolution is being mainly driven by the integration of Internet of

Things (IoT) technologies to support the development lifecycle of systems and products.

Despite the well-known advantages for the industry, an increasingly pervasive industrial
ecosystem could make such devices an attractive target for potential attackers. Recently,
the Manufacturer Usage Description (MUD) standard enables manufacturers to specify the
intended use of their devices, thereby restricting the attack surface of a certain system. In
this direction, we propose a mechanism to manage securely the obtaining and enforcement
of MUD policies through the use of a Software-Defined Network (SDN) architecture. We
analyze the applicability and advantages of the use of MUD in industrial environments
based on our proposed solution, and provide an exhaustive performance evaluation of the

required processes.
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