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Resumen

El Internet de las cosas (IoT por sus siglas en inglés) se refiere a la interconexién de los
dispositivos informéticos integrados en objetos cotidianos a través de Internet, lo que les
permite transmitir datos, tal como lo define el Diccionario de Oxford en su version en linea.
Estos dispositivos integrados generalmente se llaman objetos inteligentes (smart objects)
debido a su capacidad para interactuar con su entorno. Pueden ser sensores o actuadores si se
retinen informacion o realizar alguna accion fisica, respectivamente. El IoT provee, a través
de smart objects, servicios avanzados para gestionar de manera eficiente las infraestructuras,
como hogares inteligentes, edificios y ciudades inteligentes, etc. Asi como o los procesos
productivos de una empresa, como el mantenimiento y ubicacion de su inventario.

El IoT tiene el potencial de tener un impacto positivo en la economia y la sociedad en
general. Aplicaciones tales como personas monitorizando su salud y bienestar, mejorando el
proceso productivo de una empresa, controlando el consumo de energia de una poblacion
a través de una “Smart Grid”, etc. Todo esto es posible gracias a la conexion de objetos
inteligentes a Internet.

El interés en esta drea estd creciendo, no solo en la comunidad investigadora, sino también
en empresas y organizaciones de estandarizacion debido a su potencial. De hecho, hay un
trabajo hecho, asi como en curso, para proporcionar conectividad IP a la gran cantidad de
dispositivos que se espera sean parte del 1oT.

Entre las diferentes dreas de investigacion y desarrollo relacionadas con el Internet de
las cosas, hay uno de particular interés, que es la Seguridad. La razén es que los objetos
inteligentes tratan con informacion sensible. En particular, existe la preocupacion de propor-
cionar los medios necesarios para proteger las comunicaciones, no solo desde el punto de
vista de la informacién que puede obtenerse, sino que ademds, por las posibles repercusiones
realizadas por dispositivos como actuadores, que tienen un impacto y repercusion rea.

Proteger las comunicaciones IoT es un desafio, ya que involucran objetos inteligentes
con un conjunto de caracteristicas y limitaciones tales como las tecnologias de radio uti-
lizadas, asi como diferentes restricciones en la Unidad Central de Procesamiento (CPU),
memoria, consumo de energia y ancho de banda. Esto hace que sea més dificil proteger las

comunicaciones, porque los protocolos utilizados en los sistemas convencionales pueden no



ser aplicables, teniendo que adaptarse o redisefiarse, en algunos casos, dichos protocolos
para proteger el IoT.

Hay acuerdo en que, para asegurar las comunicaciones en el 10T, necesitamos ciertos
procesos de seguridad, como la autenticacion (para determinar la identidad del dispositivo),
la autorizacion (para determinar qué puede hacer el dispositivo) y la clave. gestion (que
proporciona material clave para asegurar las comunicaciones). Estos procesos de seguridad
estdn presentes en varios casos de uso, como para acceder a un servicio, establecer una
comunicacién segura entre dos partes, y también son parte de lo que se llama bootstrapping.

Bootstrapping es el proceso que establece las bases para que un smart object se una de
forma segura a una red y pueda proteger sus comunicaciones, convirtiéndose en una parte
confiable dentro de un dominio de seguridad. En general, una solucién de Bootstrapping
para [oT supone que va a haber un smart object que intenta unirse a una red formada por
varios objetos inteligentes, que conforma la parte restringida de la red. La red es parte del
dominio de seguridad de un Controlador, que es un dispositivo que no esté tan limitado como
los smart objects. Para realizar el bootstrapping ambas entidades se comunicardn a través de
un protocolo de bootstrapping, lo que implica el intercambio de mensajes del protocolo de
bootstrapping, con el objetivo de establecer una asociacion de seguridad inicial (SA por sus
siglas en inglés) entre el smart object y el Controlador, lo que permite que el smart object
se convierta una parte confiable en el dominio de seguridad. Debido a que el protocolo de
bootstrapping se ejecuta en un enlace restringido, necesita ser lo més ligero posible.

Actualmente, hay protocolos de bootstrapping que se utilizan en el contexto de IoT, pero
generalmente asumen que los dispositivos van a ser administrados bajo el dominio de una
organizacion con un solo Controlador, sin tener en cuenta que el smart object podria cambiar
de Controlador, moviéndose a un dominio de seguridad diferente, o que smart objects de otras
organizaciones podria ser instalados también. Identificamos esas implementaciones como de
pequefias o media escala, donde no hay necesidad de usar administracién avanzada para hacer
el bootstrapping a un gran nimero de dispositivos, considerando diferentes organizaciones.
Algunos otros protocolos de bootstrapping estan disefiados para una tecnologia especifica
de capa de enlace y no tienen en cuenta la diversidad de tecnologias en implementaciones a
gran escala, como en el caso de un campus universitario o una Smart City, con diferentes
edificios, dreas verdes, estacionamientos, etc. todas las instalaciones, tal vez, pertenecientes a
un dominio administrativo diferente. En otros casos, los protocolos de bootstrapping no han
sido disefiados teniendo en cuenta las diferentes limitaciones de IoT. Estas son las razones
por las que identificamos unas deficiencias importantes en bootstrapping en 10T, ya que las
soluciones actuales de bootstrapping, generalmente no tienen en cuenta despliegues a gran

escala, y si lo hacen, no son adecuadas para dispositivos y redes restringidos.



Hay ciertos requisitos que identificamos en un servicio de bootstrapping para despliegues
a gran escala. Deberia funcionar independientemente de la capa de enlace y tener en cuenta el
objetivo de hacer ligero protocolo de bootstrapping. Esto podria lograrse intentando reutilizar
el codigo tanto como sea posible, ademds de reducir el nimero de bytes enviados a través de
la red.

Debido a la posibilidad de tener diferentes tecnologias de capa de enlace, la soluciéon
de bootstrapping necesita proporcionar gestion flexible de claves para ejecutar el protocolo
de asociacion de seguridad que mejor se adapte a la implementacién especifica. También
necesita tener en cuenta la posibilidad de tener dispositivos de diferentes organizaciones,
por lo que necesitariamos federacion de identidades. Se requiere autenticacion flexible para
suportar mecanismos de autenticacion diferentes. Esto puede ser necesario dependiendo de las
implementaciones y despliegues que se realicen. Ejemplo de esto seria qué smart objects se
usan, qué capacidad y restricciones tiene en el enlace, etc. y qué politicas tiene la empresa que
gestiona los smart objects, puesto que pueden requerir el uso de un método de autenticacién
especifico. Para proporcionar informacién para el arranque y la asociacioén de seguridad
necesitamos autorizacion flexible para enviar los pardmetros de autorizacién necesarios
(por ejemplo, credenciales, duracién del bootstrapping, etc.). Ademads, la contabilidad es
necesaria para controlar el uso de los recursos de la red. Finalmente, necesitamos soportar
diferentes topologias, para las cuales las redes multisalto deben ser compatibles con la
solucion de bootstrapping. En esta disertacion, profundizamos en el drea de bootstrapping en
el Internet de las Cosas para proporcionar un servicio de bootstrapping para despliegues a
gran escala que tenga en cuenta los anteriores requisitos. Para lograr esto, proporcionamos
tres contribuciones principales en esta tesis.

CoAP-EAP es un servicio de arranque construido sobre 3 pilares: Infraestructuras de “Au-
thentication Authorization and Accounting” (AAA), el protocolo “Extensible Authentication
Protocol” (EAP) y el protocolo “Constrained Application Protocol” (CoAP). Presentamos
la arquitectura y el flujo general de operacion. CoAP-EAP ofrece un servicio de bootstrap-
ping que es independiente de la capa de enlace. Utiliza CoAP como transporte para EAP
(implementa un “EAP lower layer” en terminologia de EAP), reduciendo la sobrecarga en
comparacion con otros EAP lower layer utilizados actualmente en el IoT (como el protocolo
PANA), y al mismo tiempo reutiliza cddigo, utilizando CoAP que estard presente en una gran
cantidad de smart objects que proporcionan servicios en el IoT. Esta contribucién se prueba
en una red inaldmbrica de drea personal de baja velocidad (LR-WPAN), como representante
de Wireless Personal Area Network (WPAN).

LO-CoAP-EAP se presenta como una consecuencia de la relevancia obtenida, en los

ultimos afios, por un nuevo conjunto de tecnologias de radio, llamado Low Power Wide Area



Networks (LPWAN). Este conjunto de tecnologias ofrece comunicaciones de largo alcance,
enviando pocos bytes con un consumo de energia reducido. LPWAN tiene altas restricciones
en el enlace, lo que requiere un redisefio del servicio de bootstrapping, teniendo en cuenta
estas limitaciones, para proporcionar un servicio de bootstrapping que es independiente
de la tecnologia de capa de enlace. LO-CoAP-EAP proporciona una alternativa ligera que
agrega flexibilidad al proceso de bootstrapping en LPWAN, logrando una compensacion entre
rendimiento y flexibilidad, ademds de proporcionar soporte de federacion de identidades en
LPWAN. Presentamos la arquitectura y el flujo general de operacion, y probamos LO-CoAP-
EAP utilizando la tecnologia de radio de largo alcance (LoRa) y una red LoRaFabian en un
despliegue real en Rennes, Francia. Esta contribucion también se prueba en un LR-WPAN
para verificar que la mejora también se puede aprovechar en este tipo de redes.

En la dltima contribucién principal, consideramos el caso de las redes multisalto donde,
para realizar el bootstrapping, un smart object puede no ser capaz de contactar a la entidad a
cargo de la autenticacion (Controlador) directamente. En este caso, el smart object tiene que
depender de otra entidad para que le ayude en el proceso de bootstrapping. Esto puede deberse
al hecho de que el smart object no tiene un IP enrutable hasta que se complete el bootstrapping,
o no se puede alcanzar por radio al Controlador. Para cubrir estas posibilidades, definimos
una entidad intermediaria, que se agrega a la arquitectura del servicio de bootstrapping.
Esta entidad se instancia en tres variantes. Un proxy, que se basa en la entidad proxy de
CoAP definida en el estindar CoAP. Esta entidad permite el andlisis y la modificacién de
mensajes, asi como mantener el estado relacionado al intercambio de mensajes. Con el fin
de tener una entidad que no tiene que analizar los mensajes, disefiamos una nueva entidad
CoAP, llamada CoAP relay. Esta entidad proporciona el procesamiento de mensajes mas
sencillo, simplemente creando un tinel basado en CoAP para enviar el mensaje original.
La dltima entidad disefiada es el CoAP stateless proxy, que tiene algunas caracteristicas
de las dos entidades anteriores. No mantiene ningun estado por smart object, ya que esta
informacion se envia en los mensajes, y al mismo tiempo es capaz de analizar y procesar
los mensajes para reducir los bytes enviados a través de la red. Estos tres intermediarios
ayudan al smart object para unirse a la red de manera transparente. Esto significa que el
smart object no estd al tanto que el bootstrapping se estd realizando a través de una entidad
intermediaria hasta el final del proceso. Esta contribucion se prueba en un LR-WPAN.
Ademas del disefio y la definicion de cada contribucion, esta disertacion también proporciona
un andlisis de rendimiento de cada uno de ellos. En primer lugar, mostramos que el el
protocolo de bootstrapping tiene menos sobrecarga, gracias a un tamafio de mensaje menor
que un protocolo de bootstrapping estandar actual para IoT PANA. Evaluamos el tiempo

que toma realizar el bootstrapping en diferentes escenarios, con varios saltos entre los smart



objects y la entidad a cargo de la autenticacion, asi como también probamos diferentes
indices de pérdida, para obtener una mejor comprension del rendimiento que tiene cada
solucién. También evaluamos el porcentaje de procesos de bootstrapping que pueden finalizar
con éxito en cada caso y el consumo de energia. Cuando la contribucién se prueba en LR-
WPAN, utilizamos el simulador de red de sensores para el sistema operativo Contiki llamado
Cooja. La evaluacion del rendimiento realizada en LPWAN utiliza una implementacion
real de LoRa. En conclusion, en esta disertacion, disefilamos un servicio de bootstrapping
construido en la parte superior de AAA, EAP y CoAP, para admitir una gran cantidad de
dispositivos, cubriendo los requisitos mencionados para despliegues a gran escala. El servicio
de bootstrapping define un protocolo de bootstrapping, en la terminologia EAP, una EAP
lower layer, que se construye sobre CoAP. CoAP se usa para lograr una sobrecarga baja,
reduciendo el nimero de bytes utilizados para transportar mensajes EAP, en la comunicacion
entre el smart object y el Controlador, que es la parte de la red con limitaciones. Usando
CoAP reutilizamos el codigo en los objetos inteligentes, ya que se espera estard presente en
la mayoria de los dispositivos.

El servicio de bootstrapping ofrece una autenticacion flexible y administracion de claves
mediante el uso de EAP. Esto permite la generacién de material clave para ejecutar los
protocolos de asociacion de seguridad que se ajustan mejor a la tecnologia de capa de
enlace subyacente. Utilizando Infraestructuras AAA, proporciona soporte de federacion
de identidades, habilitando que dispositivos de diferentes organizaciones se desplieguen y
operaren como parte del dominio de seguridad. AAA proporciona autorizacion flexible,
utilizada generalmente para el acceso a la red, que puede ampliarse para proporcionar
mas capacidades de autorizacion de grano mds fino. También proporciona capacidades de
contabilidad que son utiles para rastrear el uso de los recursos de red para, por ejemplo,
detectar el uso indebido. El servicio de bootstrapping, también proporciona soporte para
redes de salto multiple, mediante el disefio de tres intermediarios diferentes que ayudardn al
smart object a unirse a la red, cuando no sea capaz para llegar al Controlador. Este servicio
de bootstrapping se prueba en simulador en LR-WPAN y se compara con PANA que es el
EAP lower layer estdndar actual para el bootstrapping en IoT. Se redisefia y optimizada para
LPWAN y proporciona a estas tecnologias las herramientas necesarias para proporcionar
interoperabilidad, facilidad de gestion y federacion de identidades entre otros servicios.

Pensamos que el servicio de bootstrapping propuesto en esta disertacion proporciona una

valiosa alternativa en bootstrapping en el Internet de las cosas.
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Abstract

According to the Oxford living Dictionary (on-line edition), the Internet of Things (IoT)
refers to the interconnection of computing devices embedded in everyday objects via the
Internet, so enabling them to transmit data. These embedded devices are generally called
smart objects due to their capacity to interact with their environment. They may be sensors
or actuators depending on whether they gather information or perform some physical action.
Through smart objects the IoT enables advanced services to manage infrastructures such as
smart homes, smart buildings, smart cities, etc. efficiently, or the productive processes of a
company, such as maintaining and locating its inventory.

The 10T has the potential of having a positive impact in the economy and for society
in general. Examples are applications that let people monitor their health and wellbeing,
improving the productive process of a business, controlling the energy consumption of a
population through a Smart grid, etc. All of this is possible thanks to smart objects being
connected to the Internet.

Due to its potential, interest in this area is growing, not only in the research community,
but also in companies and standardization organizations. Indeed, there is work done, as well
as ongoing work, to provide IP connectivity to the myriad of devices expected to be part of
the IoT.

Among the different areas of research and development related to the Internet of Things,
there is one of particular interest, which is Security. The reason is that smart objects deal
with sensitive information. In particular, there is a concern about providing the necessary
means to secure the communications, not only form the point of view of the information that
can be obtained, but also because of the possible repercussions of performing actions that
will have a physical impact through actuators.

Securing IoT communications is challenging, since it involves smart objects with a
set of characteristics and limitations such as the radio technologies used, with different
constraints in Central Processing Unit (CPU) , memory, energy consumption and bandwidth.
Protocols used in conventional Internet-connected devices may not be applicable, so the
protocols used to secure the 10T they need to be adapted or redesigned, in some cases. There

is agreement in that, in order to secure the communications in the IoT , we need certain



security processes such as authentication (to determine the device’s identity), authorization
(to determine what the device can do) and key management (providing key material to secure
the communications). These security processes are used in several use cases, such as to
access a service or establish a secure communication channel between two parties, and they
are also part of what is called bootstrapping.

Bootstrapping is the process that sets the basis for a smart object to securely join a network
and protect the communications so that it becomes a trustworthy party within a security
domain. In general, a bootstrapping solution for [oT assumes that there is going to be a Smart
Object, which intends to join a network formed by several smart objects, which conforms the
constrained part of the network. The network is part of the security domain of a Controller,
which is a device that is not as constrained as the smart objects. To perform the bootstrapping,
both entities will communicate through a bootstrapping protocol, which implies the message
exchange of the protocol with the objective of establishing an initial security association
(SA) between the Smart Object and the Controller, which allows the Smart Object to become
a trustworthy party in the security domain. Because the bootstrapping protocol runs on a
constrained link, it needs to be as lightweight as possible.

Currently, there are bootstrapping protocols that are used in the context of 0T , but
these generally assume that the devices are going to be managed under the domain of an
organization with a single Controller, and do not take into account that the smart object
could change Controller, moving to a different security domain, or that smart objects of
other organizations could be installed in those deployments. We identify those deployments
which are small to medium scale, where there is no need to use advanced management to
bootstrap a large number of devices, such as the consideration of having devices from various
organizations. Some other bootstrapping protocols are designed for a specific link-layer
technology and do not account for the diversity of technologies in large-scale deployments,
as in the case of a University Campus or a Smart City, with different buildings, green areas,
car parks, etc. and with each facility, perhaps, belonging to a different administrative domain.
In other cases, bootstrapping protocols have not been designed with the different constraints
of IoT in mind. These are the reasons why we identify an important gap when it comes to
bootstrapping, since current bootstrapping solutions do not generally account for large-scale
deployments, and if they do, they are not suitable for constrained devices and networks.

There are certain requisites that we identify in a bootstrapping service for large-scale
deployments. It should work regardless of the link-layer, aiming for a lightweight boot-
strapping protocol. This could be achieved by trying to reuse code as much as possible and
by reducing the number of bytes sent over the network. Due to the possibility of different

link-layer technologies, the bootstrapping solution needs to provide flexible key management



to run the security association protocol that best fits the specific deployment. It also needs to
account for the possibility of having devices from different organizations, to support identity
federation. Flexible authentication is required to support different authentication mechanisms
depending on the deployments (e.g., the smart object capacity and the restrictions in the
link) and to adapt to company policies that may require the use of a specific authentication
method. To provide information for the bootstrapping and the security association we need
flexible authorization method that sends the authorization parameters (specific credentials,
bootstrapping lifetime, etc.). Also, accounting is needed to track the use of network resources.
Finally, we need to support different topologies, for which multi-hop networks need to be
supported in the bootstrapping solution.

In this dissertation, we delve into the area of bootstrapping in the Internet of Things
to provide a bootstrapping service for large-scale deployments that takes into account the
previous requisites. To achieve this, we provide three main contributions in this thesis.

CoAP-EAP is a bootstrapping service built on 3 pillars: Authentication Authorization
Accounting (AAA) infrastructures, Extensible Authentication Protocol (EAP) and the Con-
strained Application Protocol (CoAP). We present the architecture and the general flow of
operation. CoAP-EAP offers a bootstrapping service that is independent of the link layer. It
uses CoAP as a transport for EAP (implements an EAP lower layer in EAP terminology), so
reducing the overhead in comparison with other EAP lower layers currently used in the 1oT
(such as Protocol for Carrying Authentication for Network Access (PANA)), and at the same
time reuse code, using CoAP that is expected to be present in a large number of smart objects
that provide services in the IoT. This contribution is tested in a Low-Rate Wireless Personal
Area Network (LR-WPAN), as a representative of Wireless Personal Area Network (WPAN).

LO-CoAP-EAP is presented as a consequence of the relevance gained in recent years,
by a new set of radio technologies, called Low-Power Wide-Area Network (LPWAN). This
set of technologies offers long range communications, sending few bytes with a reduced
energy consumption. LPWAN has high constraints in the link, which calls for a redesign
of the bootstrapping service, that takes into consideration these constraints to provide a
bootstrapping service that is independent of the link-layer technology. LO-CoAP-EAP
provides a lightweight alternative that adds flexibility to the bootstrapping process in LPWAN
, achieving a trade-off between performance and flexibility, as well as providing identity
federation in LPWAN. We present the architecture and the general flow of operation, and
we test LO-CoAP-EAP using the Long Range (LoRa) radio technology and a LoRaFabian
network in a real deployment in Rennes, France. This contribution is also tested in a

LR-WPAN to asses that the improvement can also be leveraged in this kind of network.



In the last main contribution, we consider the case of multi-hop networks where to
perform the bootstrapping, a smart object may not be able to contact the entity in charge of
the authentication (Controller) directly. In this case the Smart Object has to rely on another
entity to aid in the bootstrapping process. This may be because the Smart Object does not
have a routable IP until the bootstrapping is completed, or it is not able to reach the Controller
by radio. To cover these possibilities, we define an intermediary entity, which is added to
the architecture of the bootstrapping service. This entity is instantiated in three variants. A
proxy, which is based on the CoAP proxy entity defined in the CoAP standard. This entity
allows the analysis and modification of messages, as well as storing a state related to the
message exchange. To have an entity that does not have to analyze the messages, we design
a new CoAP entity, called CoAP relay. This entity provides the simplest processing of the
message by simply creating a CoAP-based tunnel to send the original message. The last
entity designed is the CoAP stateless proxy, which has some characteristics of the previous
two entities. It does not keep any state per smart object, since this information is sent in the
messages, and at the same time is able to analyze and process the messages to reduce the
bytes sent over the network. These three intermediaries help the smart object to join the
network in a transparent manner. This means that the Smart Object is not aware that the
bootstrapping is being performed through an intermediary entity until the end of the process.
This contribution is tested in a LR-WPAN.

In addition to the design and definition of each contribution, this dissertation also provides
a performance analysis of each of them. In the first place, we show that the bootstrapping
service and the bootstrapping protocol have less overhead, thanks to a lower message size
than a current standard bootstrapping protocol for [oT PANA. We evaluate the time it takes
to perform the bootstrapping in different scenarios, with several hops between the smart
object and the entity in charge of the authentication, and we test different loss ratios, to gain
a better understanding of the performance each solution has. We also evaluate the percentage
of bootstrapping processes that are able to finish successfully in each case and the energy
consumption. When the contribution is tested in LR-WPAN , we use Cooja —the wireless
sensors network simulator for the Contiki operative system. The performance evaluation
done in LPWAN uses a real LoRa deployment.

In conclusion, in this dissertation, we design a bootstrapping service built on top of AAA,
EAP and CoAP, to support a large number of devices, covering the aforementioned requisites
for large-scale deployments. The bootstrapping service defines a bootstrapping protocol in
EAP terminology, an EAP lower layer, that is built on top of CoAP. CoAP is used to achieve
a low overhead, by reducing the number of bytes used to transport EAP messages, in the

communication between the Smart Object and the Controller, which is the constrained part of



the network. Using CoAP we reuse code in the smart objects, since it is expected to be present
in most devices. The bootstrapping service offers flexible authentication and key management
by using EAP. This allows the generation of key material to run the security association
protocols that best fit the underlying link-layer technology. By using AAA infrastructures, the
bootstrapping service provides identity federation support, enabling devices from different
organizations to be deployed and to operate as part of the security domain. AAA provides
flexible authorization, generally used for network access, that can be extended to provide
more fine grained authorization capabilities. It also provides accounting capabilities that
are useful to track the use of the network resources, for example to detect misuse. The
bootstrapping service, also provides support for multi-hop networks, by designing three
different intermediaries that will aid the smart object to join the network, when it is not able
to reach the Controller.

This bootstrapping service is tested in a simulator in LR-WPAN and compared with
PANA, which is the current standard EAP lower layer for bootstrapping in [oT. It is redesigned
and optimized for LPWAN and provides these technologies with the necessary tools to
provide interoperability, ease of management and identity federation among other services.
We believe that the bootstrapping service proposed in this dissertation provides a valuable

alternative to existing bootstrapping in the Internet of Things.
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Chapter 1
Introduction

This opening chapter gives a brief contextualization of the Internet of Things. It focuses on
the area of security, specifically bootstrapping, outlining the gaps and drawbacks that have
motivated the work in this dissertation. After that, it describes the specific problem statement
of this thesis, including the large-scale scenarios where current bootstrapping solutions do
not provide a satisfactory solution. We then introduce our proposal to provide a bootstrapping
service for large-scale IoT networks. After that, the main contributions and objectives of this
thesis are described. Finally, the chapter details the structure of this document and lists the

publication that have resulted from the research carried out.

1.1 The Internet of Things

The term "Internet of Things" was coined by Kevin Ashton in a presentation in 1999 [19].
The term reflected a way of improving the process of gathering information from the real
world, where machines, instead of people, get the information. This is based on the premise
that machines are more efficient and accurate than people in some tasks. He worked with
Massachusetts Institute of Technology (MIT) on this concept and he realized that just as
people have "sensors" all over their bodies to gather information about their environment,
sensing technology could be used in conjunction with the Internet to potentially obtain a
virtual nervous system. But the concept itself is nothing new, as he himself recognized, since
the field of sensor networks had been studied for some time already.

The incipient Internet of Things started with projects such as connecting devices other
than computers to the Internet. The first Internet thing was an IP—enabled toaster that could
be turned on and off over the Internet, which was featured at an Internet conference in
1990 [120]. Other “things” became [P—enabled, a soda machine at the Carnegie Mellon
University in the US [203] and a coffee pot at the University of Cambridge in the UK [155].

1
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These playful experiments with a robust field of research and development into "smart object
networking” [202] backed the creation of the foundation for today’s Internet of Things.

There is a common understanding that the IoT intends to provide with Internet connec-
tivity to a large number of devices, including devices with very high constraints. In fact,
the Oxford dictionary defines Internet of Things as "The interconnection via the Internet of
computing devices embedded in everyday objects, enabling them to send and receive data".
Indeed, an important part of IoT networks is conceived to be formed by a great number of
devices with constrained capabilities, called "smart objects" [113]. They are devices that are
able understand and react to their environment, with [P-based networking connectivity [202].
As a consequence, it is estimated that in 2020 there will be more than 20 billion devices
connected to the Internet [143].

The advances of the Internet of Things suppose an impact on technical, social, and
economic areas. Consumer products, commercial goods, modes of transport, industrial
processes and utility components such as sensors and other everyday objects are being
combined with the Internet to provide new services through connectivity and powerful data
analysis capabilities that "promise" to transform the way we work and live.

It is estimated that the IoT will have an economic impact of more than $11 trillion by
2025 [124]. Among the different fields of application we highlight Smart Home, to monitor
and remotely manage home controllers and security systems; Smart Cities, to monitor public
spaces and infrastructures; Smart Buildings, to manage and monitor building infrastructures
such as lighting, heating, ventilation and air conditioning (HVAC), etc.; wearable technology
to monitor human health; transport systems, where vehicles are monitored and provide
information for more efficient transport systems, etc. the [oT is also leveraged by industry to
improve their production process, where smart tags help to keep track of inventories, they
can manage fleets of trolleys through the use of location services, generating efficient routes
using live information, temperature control for sensitive cargo, etc.

The main drivers of the IoT vision are economic and technological advances (which
enable this important growth). Some of these drivers are the low—cost of devices, pervasive
network connectivity, especially through licensed and unlicensed wireless services and
technology, making almost everything “connect-able". There is also an important investment
in research, development, manufacturing, etc. delivering an ever increasing computing power
at lower prices and at a lower power consumption. Cloud computing, providing networked
computing resources to process, manages and stores data, allowing small and distributed
devices to interact with powerful back-end analytic and control capabilities.

The IoT hosts diverse technologies, with physical and Message Authentication Code
(MAC) layers such as Bluetooth and IEEE 802.15.4 for short-medium range communications,



1.1 The Internet of Things

and a relatively recent set of technologies, known as LPWAN, with long range communica-
tions (up to several kilometers) and a very low bandwidth among other restrictions. IEEE
802.15.4, which forms what are known as LR-WPAN, is used in scenarios such as Smart
Buildings, while LPWAN are more suitable for large distances because of their long range
capabilities, with low energy consumption, such as some Smart Cities applications, like
lighting and parking management, and waste collection [14, 176].

However, managing the different technologies under the IoT is one of the current efforts;
to homogenize the communications through the Internet Protocol (IP) that is becoming the
dominant standard for networking. This provides a well-defined and widely implemented
platform of software and protocols built on top of IP, which can be incorporated into a broad
range of devices easily and inexpensively. In particular, what enables the great number of
devices that are expected to be connected to the Internet is the IP protocol version 6 (IPv6
[45], which extends the number of IP addresses in comparison to the previous IPv4 version to
“astronomical“ values (2'%%). In fact, one of the efforts following the “everything connected to
the Internet" motto, is the adaptation of the IPv6 protocol for use in devices with constraints
that do not allow running IPv6 as it is. This is part of the work of the Internet Engineering
Task Force (IETF) IPv6 over Low power Wireless Personal Area Networks (6LoWPAN)
Working Group, to make IEEE 802.15.4 devices IPv6-enabled, which operate independently
of the link-layer. This effort can also be seen in Bluetooth, where recently the IETF released
a Request For Comments (RFC) where it is specified how to provide IPv6 to Bluetooth [139].
In addition, LPWAN is the focus of the same effort from the recently formed IETF IPv6
over Low Power Wide-Area Networks (Ipwan) Working Group that is working to provide
these networks with IP connectivity. This tendency towards the homogenization of IoT
communications can be seen as well at the application layer. The Constrained Application
Protocol (CoAP) [190], of the IETF Constrained RESTful Environments (CoRE) working
group, provides constrained devices with the capacity to offer their set of functions (e.g.,
sensing, acting, etc.) accessible as a web service, akin to the way we access the resources of
a web server through the Hyper Text Transfer Protocol (HTTP) [60]. CoAP is established
in LR-WAN and, currently, the LPWAN working group is working to adapt CoAP to the
constraints of LPWAN networks [128].

Despite the advances and current efforts to realize the IoT and establish the basis of IP
communications in these networks, it is not without its challenges. There are important
issues that still need to be addressed. The involvement of massive scale deployment beyond
traditional Internet-connected devices, brought by the [oT, presents a set of challenges related
to security that has to be considered [149]. The security challenges attributed to the Internet
[78] are still applicable to the IoT, with the added complexity of having massive deployments
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of devices with different capabilities and a wide range of constraints or limitations (CPU,
memory, energy, etc.) with different radio technologies that, overall, may limit the security
solutions that are usually applicable to the Internet, having to adapt them to be usable by the
smart objects. The subject of security is of great importance and we need to approach it in
ways that consider the features and characteristics brought by the IoT, which is paramount to

the successful development, adoption and coexistence with the Internet of Things.

1.2 Security in the Internet of Things

Security is a broad subject with many implications at different levels, such as physical
security to avoid tampering with the devices or attacks against the communications. These
are amongst the several security threats that can be found in the IoT [123]. especially, as
mentioned by Pathak [149], the [oT opens new doors to attack due to the specific features of
the devices forming IoT networks. They involve a massive deployment of devices, which can
be done with collections of identical or similar devices. This means that if a vulnerability is
found in one device, it can compromise the whole system, which is called a "domino effect".
The maintenance and upgradeability of a large number of devices have to be considered;
it is expected that smart devices will have a long service life and security mechanisms
can become obsolete if they are not updated frequently. For this reason, there need to be
protocols and measures in place to perform upgrades, which is not an easy task with such
a large number of devices. Furthermore, there is no visibility of the internal operation of
the IoT device, beyond some Light-Emitting Diodes (LEDs) that may be present in the
device and it is not usual to find a basic screen showing some information about the device.
This makes the maintenance or verification of devices difficult. Additionally, when these
devices are deployed, securing them physically is a difficult task. Anyone with physical
access to the device could compromise it. Overall, if any problem occurs, there is no quick
reaction time, under an attack or any other problem. Related to security, interoperability and
standards compliance allows the creation of robust systems as part of an agreement of several
manufacturers.

Among the different areas where security is a concern, this dissertation focuses on the
area of security in the communications. Security is a basic requirement to any communication
system and, as such, security has to be among the various aspects to consider when designing
an IoT system. Communication security is important because smart objects manage sensitive
information. It may be personal information from end users such as a wearable device used
for monitoring the health of a user. Sensitive information can be associated to company as

well. A company could manage information regarding the location of their vehicles and the
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personnel using them, as well as stock management, etc. Another reason why security is of
great importance is because 0T systems may cause physical harm. They integrate sensors
and actuators to interact with, and report about, the real world. If a group of sensors and
actuators determine and regulate, for instance, the current temperature of sensitive cargo, not
having security measures to assure the correct workings of the systems in place may incur
in loss of revenue. Worse still, it might be a possible harm to human health, as it has been
reported that medical devices such as insulin pumps, and pacemakers have vulnerabilities
[116]. To prevent these we need to rely on security mechanisms like authentication, to verify
the identity of a user or a smart object, and authorization to check the permissions before
allowing any action by a user or smart object, as well as key distribution, to provide the
necessary key material to protect the communications.

For this reason there are issues related to security that have to be taken into account, such
as good design and deployment practices. Cost vs quality trade-offs should not compromise
security. In this sense, secure standards should be the norm when designing new IoT
devices and services, since they provide mechanisms and protocols agreed upon by several
manufactures to ensure a consistent and inter-operable working systems. Furthermore,
devices should be upgradeable when a new vulnerability is found. [oT systems that do not
implement correct security measurements are subject to infection by malicious code (e.g.,
malware). They could also steal information not only pertaining to the basic operation of the
device, but also code or algorithms that may be proprietary, so hurting the image and possibly
the company’s bottom line, wreaking havoc in the network if they are not authenticated or
authorized.

Therefore, the Internet of Things undoubtedly presents a set of challenges in terms of
security, due to the huge number of devices that are expected and their constrained capabilities
in most of the cases.

There are several works [123, 170, 81, 87, 100, 109, 215] that define the challenges and

features that are expected regarding security, which we summarize:

1. Authentication: In the IoT, smart objects must be able to clearly identify and authenti-
cate other smart objects. This is related with the Identity management issue outlined
earlier.

2. Authorization: We need to limit the use of resources to the ones the smart object is
authorized to use and report on the attempts to use resources that the smart object is

not entitled to use.

3. Key Management: Smart objects and other entities in IoT networks need to exchange

cryptographic material to ensure confidentiality, integrity and authentication of the
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data. Hence, they need lightweight key management systems to enable trust between

different smart objects.

4. Confidentiality: Data confidentiality is paramount to avoid misuse of the information
and acquisition by unintended parties. It is important to provide the tools to secure the

information, in spite of the limitations the devices may have.

5. Integrity: We need to ensure the accuracy of the data, that it comes from the right and
that the data is not tampered during transmission.

6. Objects safety and security: Physical safety of the smart objects is important, as they
could be tampered with, stolen, etc.

7. Lightweight Security Solutions: Due to the limitations in the computational and power
capabilities of the smart objects, these restrictions must be considered while designing

and implementing security protocols in the [oT.

8. Heterogeneity: The network can be formed by the inter-connection of different types
of smart objects with different capabilities, technologies, vendors or organizations.
Because of this, protocols must be designed to work in all different smart objects
as well as in different situations [216, 117, 168]. This is possible by providing a
homogeneous level of communication through protocols independent of the link-layer.

9. Federated Architecture: A federated architecture can be used to overcome the hetero-
geneity authentication mechanisms [117], so easing the deployment, management of

IoT systems.

Among the characteristics to make an IoT network communication system secure, there
is a clear emphasis on four aspects that are key, as explained in works such as [149, 100].
These are authentication, authorization, key management and data confidentiality [149, 100].
These key aspects are related to the term bootstrapping [81, 69], which is the main focus of
this thesis. Bootstrapping is a process that allows a smart object to join a network securely
and become part of the security domain, performing its operation as a trustworthy entity
within the domain. The problem of bootstrapping is not only a current topic of research,
but there are also standardization organizations, such as the IETF, with working groups like
6TiSCH [95], Authentication and Authorization for Constrained Environments (ACE) [96],
CoRE [94], etc. which are tackling the subject, the Institute of Electrical and Electronics
Engineers (IEEE), Internet Protocol for Smart Objects (IPSO) [189], Zigbee [217], Open
Mobile Alliance (OMA) [201], etc. which have devoted efforts towards the progress in this

area in the Internet of Things, which we will review in Chapter 2.
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1.3 Bootstrapping in the Internet of Things

The term "bootstrapping” is not new. It was coined in the early 1950s to refer to a load button
that was used to initiate a bootstrap program or small program to start the operating system.
In computer communications, one of the first protocols to use the term bootstrap was the
Bootstrap Protocol (BOOTP) [40] to provide an IP address to a communicating host. This
term has evolved, to incorporate security aspects. More recently, it has been referred to in the
literature as the process by which a node gathers any necessary information (not only an IP
address but also security parameters) to join a network or a service after an authentication and
authorization process [135, 204] has been completed. Those security parameters can be, for
example, available cipher-suites, shared-keys, certificates, service parameters, efc. Different
services can initiate a bootstrapping process tailored to their specific needs. For example,
Mobile 1Pv6 (MIP6) considered as a service, requires dynamic parameters ( material, home
address IPv6 configuration, etc.) to be configured for its correct operation [148]. Another
example is related to Dynamic Host Configuration Protocol (DHCP) authentication extension
[49] where some cryptographic material that is required to protect DHCP is bootstrapped in
a proposed solution using EAP transported over an extension of DHCP [154].

In the context of the Internet of Things, Garcia-Morchon et. al [70] describes the life-
cycle of a smart object in the [oT as a 3-phase process, illustrated in Figure 1.1: Bootstrapping,
operation and maintenance. After the device is manufactured, the device enters the boot-
strapping phase, which entails the installation of the device, its commissioning, and the
bootstrapping process. This includes providing the device with its identity and secret keys to
set up the basis for its secure operation.

It starts when the smart object is turned on and seeks to join a security domain to perform
its normal operation. The security domain is managed by an entity, which we will call
the Controller throughout this thesis. The smart object and the Controller engage in the
bootstrapping process, where the smart object is authenticated and authorized to join the
security domain. After that, they establish a security association with the key material derived
from the bootstrapping process. At this point, the smart object can perform its tasks during
the operation phase, which we will refer to as post-bootstrapping in this dissertation. From
time to time, a maintenance phase will be needed. Updating software, firmware, etc. after
which, a re-bootstrapping is performed. Once the device is no longer usable, it can be
decommissioned.

We can distinguish between a re-bootstrapping performed because the smart object has
been updated, and can be considered as "new" to the Controller because there could be a

change in the identifier of the device, and a re-bootstrapping performed because the associated
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bootstrapping session is about to expire along with the key material and state related to it,

which also need to be renewed.

As a consequence of the process, the smart object joins a security domain and accounting
of the usage of the bootstrapping service can be carried out, collecting information about
the operation of the smart object in the domain, which may be of interest to improve
manageability. Thus, the bootstrapping process is especially important in the case of the IoT,
where the configuration of the smart object is expected to be automated as much as possible,
so improving the scalability of the [oT deployments more easily.

Thus, bootstrapping, as commented, rests on four pillars: authentication, authorization,

accounting and key distribution, which are the security processes that we elaborate on next.

1. Authentication: The objective of this process is to identify the smart object. The
identification can be made using different kinds of credentials: pre-shared keys, raw
public keys or certificates installed during commissioning. Normally, the smart object

contacts the Controller.

The authentication process may be performed with different protocols such as Au-
thentication and Key Agreement (AKA), authentication with Pre-Shared Key (PSK),
Transport Layer Security (TLS), etc. The choice of protocol will depend strongly on
the capacity of the smart objects, the limitations of the radio technology, and the policy

of the organization that manages them.

2. Authorization: Once the smart object has been authenticated, the Controller has to
verify the permissions the smart object has (e.g., joining the security domain, access
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to the Internet, etc.), and gather the information regarding the bootstrapping such as
an IP address, key material, the session time (which indicates when the device has to

perform a re-bootstrapping), etc.

3. Accounting: The use of network resources by the smart object can be registered to

track its activities, to manage and detect attacks or for billing.

4. Key Distribution: Once the authentication has been completed, and the smart object
is successfully authorized to enter the security domain, key material is derived from
the authentication process, which can be used to further derive key material to enable
different security association protocols with the Controller to secure communications

within the security domain.

Once the device has been bootstrapped, it has the basic key material, IP, authorization
information, etc. and is able to start its normal operation, what we generally call post-
bootstrapping. In post-bootstrapping, the device may need to establish security associations
with different entities to protect the communications in order to accomplish its main objective
(e.g. if it is a temperature sensor, send the current temperature to the pertinent server). In
post-bootstrapping, different protocols can be used to acquire new credentials, such as OAuth
from the IETF ACE working group.

1.3.1 Classification of bootstrapping solutions in the IoT

Figure 1.2 describes the different classifications that we make to distinguish the different
kinds of deployments in terms of the bootstrapping process that can be expected in an [oT
network: small, medium and large scale. We define small scale deployments scenarios
as domains with one Controller where all devices and their credentials are configured in
that Controller by the administrator of the domain. Medium scale deployments will have
several domains with one or more Controllers managing each domain, but under the same
organization. Large scale scenarios add the deployment of devices from different branches or
campuses of the same organization, each with a different administrative domain, as well as
the possibility of having devices from different organizations, adding a level of complexity
to the security management and bootstrapping process.

Let us take an example. Let us imagine that the University of Murcia (UMU) deploys
sensors and actuators to monitor a floor of the Computer Science Faculty. To that effect, a
Controller is placed on the 1* floor, for instance, to manage the different sensors that are
deployed on that floor. In this scenario, the management could be quite simple, by putting all

the information and credentials of the sensors that can be set up in the Controller to carry out
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the bootstrapping. This illustrates the small-scale scenario. Now, let us imagine that we do
not intend to manage only the Computer Sciences faculty building, but every building in the
campus, each with one or more Controllers. In this case, the administrator would have to set
up the credentials from each device to their assigned Controller. This task, while manageable,
starts to add complexity to the deployment and management of the scenario. For instance,
if we were to change a sensor from one floor to another, we would have to configure its
credentials into the new Controller and remove them from the previous one. Here we are
instantiating a medium-scale scenario.

Adding more complexity to the previous deployment, the UMU has different buildings,
green areas, car parks, etc. The University of Murcia has 5 campuses, each campus with
one ore more buildings to manage. If the administrator were to manage all sensors in this
case, he would be facing an important undertaking, as the task of setting up the credentials to
each Controller, the maintenance or change of location of the devices will be very difficult.
This instance represents a large-scale deployment where each campus might have different
administrators and they have to collaborate to set up the complex scenario. In addition to the
large-scale deployment, we may find that other organizations, such as law enforcement or
firefighters may deploy sensors and actuators to monitor and manage certain alert situations.
In this context, the smart objects that belong to the University of Murcia will not have a
problem with authentication as they are deployed in their own campus, and UMU manages
their identities, permissions, and the conditions of their use of the network resources. A
different case is found when we deal with the devices deployed by law enforcement or
firefighters. To be able to manage those devices, there are two options: 1) The University
of Murcia takes charge of managing external devices, with the accompanying issues, such
as manually registering each device, new or replaced devices, setting up the permissions
according to the agreed upon service agreement between the two entities, etc. 2) The
organization that owns the devices (e.g., police, or firefighters) takes care of authenticating
and authorizing its own devices, and sends the information to the UMU through bilateral
agreements between both organizations. Thus the Controller/s in UMU interact with smart
objects of external organizations and relay the authentication and authorization process to
the home organization of these smart objects to verify if the devices are authenticated and
authorized to be deployed and operate in UMU.

Therefore, we can see how in large-scale deployments, identity federation, representing
the second option, becomes relevant and useful. Figure 1.2, also shows a generic federation
architecture and illustrates how devices from organization X (e.g., POLICE) have their smart
objects commissioned by their Identity Provider (IdP) X, but the device is deployed in domain

A (UMU). The smart objects of organization X have to interact with their own organization’s
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IdP X, relieving the organization where the device is deployed and which provides the service,
the Service Provider (SP) A, of storing or managing the credentials of devices that are not
from the organization. The process would be as follows: The smart object from organization
X is deployed in organization A. To bootstrap the device, it contacts the Controller of its
security domain in organization A. Being from a different organization, the Controller relays
the authentication process to the IdP of organization X, which authenticates the device
and informs the Controller of organization A if the device is successfully authenticated
and authorized to be deployed there, in which case it receives the necessary information
to manage the bootstrapping of the smart object (e.g., bootstrapping expiration time, key
material, parameters of the use of the services such as network access, etc.) with which the
Controller and the smart object can establish a security association and set the smart object
as a trustworthy entity in the Controller’s domain.

In addition to the already mentioned uses cases pertaining to large-scale scenarios, there
is another area of applicability, where a smart object changes the domain where it is deployed.
Changing to another domain managed by a different Controller is referred to as mobility.
Figure 1.2 shows this possibility with the inter-domain and inter-organization arrows. In
addition to the mobility within the same organization (inter-domain), a device could also
move to a different domain and require the performance of a bootstrapping there. If we
perform the bootstrapping in a way that is independent of the technology, smart objects could

be deployed in any domain.
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1.3.2 Requisites for a large-scale bootstrapping solution

Providing a bootstrapping solution covering different possibilities that may happen in large
scale deployments, also covering small-medium scale deployments, supposes a level of
complexity that calls for a solution that eases the management process, that is able to
bootstrap those devices regardless of the domain where they are located and the underlying
link-layer technology. To accomplish this we need a solution that centralizes the management
to make it more efficient, managing the credentials in one place instead of having to manage
a number n of Controllers to set up the credentials in each one, making the solution scalable
by using protocols and infrastructures designed to manage a large number of devices.
Additionally, to perform the bootstrapping of a smart object in a large-scale scenario
we need to understand the different types of deployments. It is very likely that there will
be deployed devices with different capabilities (CPU, memory, etc.). Thus, to suit the
needs of the more constrained devices we need to provide lightweight protocols that do not
impose an overhead that some of the devices are not capable of handling. Related to this,
we need to consider the constraints of the devices themselves, as they may have limited
memory. In this sense, we should reuse code whenever possible. We can also expect different
kinds of radio technologies, with different restrictions in the link, such as bandwidth, duty
cycle, etc. Examples of this are LPWAN, LR-WPAN, etc. When providing a solution to
bootstrap devices with different link-layer technologies, we need a solution that is link-layer
independent. Otherwise, we would have to design a solution tailored for each one with the
added drawbacks of lack of interoperability. Due to the different capabilities of the devices
and the constraints of the link-layer technology and possible restrictions by the organization
that owns the smart objects, we need to offer flexibility in the authentication method, choosing
the method that best fits each case. Additionally, each organization managing its smart object
may impose specific authentication methods. Hence we need to achieve a trade-off between
a lightweight solution and flexibility. Also, depending on the characteristics of the smart
objects, we find that the different Security Association Protocols (SAP) are used to protect
the communications once the smart object has key material from the bootstrapping process.
For instance, the IEEE 802.15.9 standard describes several options (e.g., IKEv2, Host
Identity Protocol Diet EXchange (HIP-DEX), etc.), and, additionally, there are the IETF’s
proposals for the 10T such as Datagram Transport Layer Security (DTLS) or Object Security
for Constrained RESTful Environments (OSCORE). DTLS is is heavy in very constrained
networks [207], for which alternatives like OSCORE [185] might be used. This calls for a
flexible key management with a framework that is independent of the technology to provide
the key material needed to run the particular security association. We need, also, to provide

a robust and flexible authorization mechanism, adapted to the devices and multi-domain
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scenarios, that is centered in the performance and extensible. Considering also the possibility
of having devices that belong to different organizations, we need to provide support to identity
federation, as well as track the use of the different resources by the devices performing the
consequent accounting process. Finally, we will mention that to account for different network
topologies in the [oT, we have to consider the possibility of performing the bootstrapping in
a multi-hop network, for the case where the device is deployed in a mesh network and does
not have a routable IP to reach the Controller. This adds complexity to the scenario, since we
are not assuming always a direct (1-hop) communication between the smart object that joins
the network and the Controller, and we need to devise a solution to provide bootstrapping
in these networks too. Taking these aspects into consideration, we can summarize a set of

requirements that a solution for bootstrapping in large-scale deployments should meet:

(R1) Link-layer independent: As new radio technologies become part of the IoT, we need
protocols that are independent of the link layer to maintain interoperability, ease

management and avoid modifying the bootstrapping solution or designing new ones.

(R2) Lightweight protocols: The diversity of devices and link-layer technologies with varied
constraints requires protocols that impose small overhead on the device and the use of

the network.

(R3) Identity federation: It is possible that, in a particular deployment, devices from different
organizations have to co-exist or even cooperate to accomplish their goal. These devices
are registered in different domains from where they are deployed. Hence, they managed
by different IdPs that belong to different organizations and must be authenticated and

authorized.

(R4) Flexible key management: Each technology or standard may favor different protocols
to secure their communications after the bootstrapping, and a bootstrapping solution
that is generic needs to cater to the needs of the different security association protocols

that may be used.

(RS) Flexible authentication: Different capabilities in hardware or software in smart objects
can impose different restrictions on the authentication method to be used, or the
organization policy may establish specific authentication methods to be used by their
devices. Hence, support for different authentication methods is required.

(R6) Accounting: Tracking the use of the resources by the different devices can serve
different purposes, such as management, analysis of the activities of a security domain,

detecting attacks or for billing companies using the resources.
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(R7) Robust authorization: The process of authorization needs to provide well established

authorization mechanisms for the process of bootstrapping.

(R8) Support for multi-hop networks: To cover the different types of networks in the IoT
we need to support multi-hop networks, where the smart object that is deployed in
the domain may not reach the Controller of the domain directly, but though another
smart object or other entity that is acting as an intermediary, which will need further

consideration when designing a bootstrapping solution.

(R9) Reuse code: Given the constraints of some of the devices, we need to consider the reuse
of existing code whenever possible, achieving the bootstrapping using a protocol that

is already present in the devices, rather than using a protocol solely for this purpose.

(R10) LPWAN support: Given the inclusion of this set of technologies with high constraints

in the IoT, we also need to consider them in a general bootstrapping solution.

(R11) Scalable: The bootstrapping solution has to be scalable, otherwise it is not a large-scale
solution.

1.4 Current alternatives in bootstrapping in the IoT

Bearing in mind the requirements gathered in Section 1.3.2, we analyze the related work in
the area of bootstrapping in the IoT. There are several ways of performing bootstrapping in
the 10T. The set of solutions can be classified into two big groups: small-medium scale and
large scale.

Small to medium scale solutions’ current work focuses mostly on LR-WPAN networks.
These are scenarios, like Smart buildings or homes, where the number of devices to be
managed may allow for local configuration of all the devices deployed and where there
is no need for large scale infrastructures. Works on bootstrapping in small-medium scale
scenarios, [68, 24, 112, 158, 189, 4] usually rely on pre-shared key material and on simply
using the pre-shared key to run a security association protocol (SAP) between the smart
object and the Controller. Just running the SA is what is considered as bootstrapping. For
instance, in a home automation scenario, only DTLS may be used with pre-installed key
material, enabling a secure channel between two communicating entities. In turn, these
solutions can be separated among those specially designed for a particular link-layer (link-
layer alternatives); those that assume the use of DTLS (DTLS-based alternatives), and others
using HIP-DEX (HIP-DEX-based alternatives) or using CoAP (CoAP-based alternatives):
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* Link Layer alternatives: The IEEE 802.15.9 [5] defines a message exchange framework
based on information elements (IE) as a transport method for Key Management Protocol
(KMP) datagrams and guidelines for the use of some existing KMP s with IEEE
Std 802.15.4, such as HIP-DEX, minimal IKEv2, PANA, Dragonfly and 802.1X, to
establish a security association, transporting them over the link-layer instead of User
Datagram Protocol (UDP), as opposed to solutions like DTLS, HIP-DEX, etc. Another
alternative, the encapsulation of EAP over IEEE 802, is defined in the EAP over LAN
(EAPoL) specification [1]. Herndndez-Ramos et al. [85] design an optimization over
EAPoL for bootstrapping resource constrained devices, called Slim EAPoL. (SEAPOL)
performing the functionality using 3 bits instead of the 6 bytes used in EAPoL. The
problem with this solution is that it is not complete, since they only uses EAP for
authentication but does not discuses how key derivation is done to secure the MAC
layer. In general, link-layer protocols are designed to improve the performance of the
bootstrapping process by transporting the protocols at this layer, offering an optimized

alternative. However, it means they are only applicable to those link layers.

* DTLS-based alternatives: DTLS alternatives such as Bergmann et al. [24], Garcia-
Morchon, et. al [68], the Open Mobile Alliance (OMA) [158], are based on estab-
lishing a security association, usually based on pre-shared keys for authentication
and authorization management. The issues we find with DTLS is that these solu-
tions are heavyweight for constraint networks deployments [207], lack accounting
and federation support, and are not manageable in large scale deployments, since the
configuration has to be done by each Controller. DTLS is not sufficient to perform
flexible key management to secure different link-layer technologies, and the use of

other protocols is needed, as in the case of [68].

* HIP-DEX-based alternatives: HIP-DEX [132] is a lightweight alternative to Host
Identity Protocol (HIP) [133], and HIP-DEX alternatives such as Meca et al. [126],
Garcia-Morchon, et. al [68], and Colin [144], are based on establishing a security
association based on Elliptic Curve Cryptography (ECC) Diffie-Hellman, although
there is a variant that uses pre-shared keys (HIP-PSK) [68]. HIP-DEX is used for
authentication and network access, and may support federation [140]. Although HIP-
DEX is independent of the link layer and is designed to work in constrained devices,
public-key cryptography using certificates that can be too expensive for constrained
devices, it lacks flexible authentication, key management and accounting, and offers
only single-hop bootstrapping, which not suitable for bootstrapping in multi-hop

networks.
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* CoAP based solutions. There are some solutions for bootstrapping that use CoAP.
Kang et al. [103], which designs a bootstrapping solution using pre-shared keys to
derive key material to protect the communications. Korhonen [112] proposes using
the Generic Bootstrapping Architecture (GBA) defined by 3rd Generation Partnership
Project (3GPP) to perform the bootstrapping of smart objects, using pre-shared keys
and removing AAA for the sake of simplicity. The aforementioned solutions lack

flexibility in the authentication and identity federation.

Among the large scale solutions, we find that the new set of technologies known as
LPWAN does consider the use of AAA [59]. In IEEE 802.15.4 they usually use PANA and

in some cases AAA.

* LPWAN solutions secure their communications at link-layer, using pre-shared keys
[192, 210, 91]. LoRaWAN [197], for example, defines its own protocol to join the
network, called Joining Procedure. Where AAA infrastructures are incorporated, as
in the case of Garcia-Carrillo et al. [65, 102] with LoRaWAN, flexible authorization
and federation is provided, but the authentication method does not change, and neither
does the dependence on the link layer, which requires to design a solution for each
LPWAN technology.

» EST-based solutions: Enrollment over Secure Transport (EST) [37] is a protocol for
bootstrapping certificate and the associated Certification Authority (CA) certificates
over TLS and HTTP. The IETF Autonomic Networking Integrated Model and Approach
(ANIMA) working group uses Enrollment over Secure Transport (EST) for a solution
for automated Bootstrapping Remote Secure Key Infrastructures (BRSKI) [152], using
certificates that are conceived for large scale, but it is not considered for constrained
devices. Other solutions, such as EST over secure CoAP [47] propose an adaptation
of EST for constrained devices that work on top of DTLS. This has the consequent
limitations, as recognized in the document, that some devices will lack the resources
to handle large payloads managed in est-coaps. These solutions are not lightweight,
lack flexible authentication or multi-hop support.

e PANA-based solutions such as [144, 178, 42, 174, 217] use the Extensible Authen-
tication Protocol (EAP) with PANA, and in some cases the interaction with AAA
infrastructures. PANA is a current standard protocol for bootstrapping in the IoT. It is
used in Zigbee IP [217] and is usually proposed for bootstrapping in the 1oT. Das and
Ohba [42] propose the use of an EAP based framework, using PANA as a transport
for EAP, for bootstrapping and CoAP for provisioning credentials to DTLS-PSK and
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Table 1.1 Characteristics of the current bootstrapping solutions

(R4) (R7)
) _(RI) (R2) (R3) | pleibie (R>) ®6) | Flexibleand | RS 1 RN g0y | (rip)
Solution Link-Layer . . Federation Flexible . Multi-hop | Code .
Lightweight Key Lo Accounting Robust X LPWAN | Scalability
Independent Support Authentication o topologies | Reuse
Management Authorization

LoRaWAN
with AAA 65, 102] NO YES YES NO NO YES YES NO NA YES | YES
IEEE 5 ) 2 2 2
802.15.9 [5] NO YES YES YES YES YES YES YES NA NO YES
DTLS [24, 68, 158, 207] YES NO NO NO YES NO NO NO! YES NO NO
HIP-DEX [126, 144, 68, 140] YES YES NO! YES NO NOT NO! NO NO NO NO!
EST[152,47] YES NO YES YES NO NO NO! NO! NO NO YES-
PANA[144, 178,42, 174, 217] YES NO YES? YES YES? YES* YES? YES NO NO YES*
CoAP[103, 112] YES YES NO NO NO NO NO YES YES NO NO

T The feature can be added even though is not specified in the standard
2 The feature is present, but some specifications may limit the usability of the feature

the PSK mode of IKEv2. The issue here is that PANA was not designed with the
constraints of the IoT in mind, and it imposes an important overhead in the constrained

link, as we will analyze during this thesis.

As summarized in Table 1.1, of the different solutions for bootstrapping in the [oT, PANA
fits best the list of requirements gathered in Section 1.3.2. The problem with PANA, taking
as an example its use in Zigbee IP, is that Zigbee IP fixes the EAP method to EAP-TLS. This
limitation is hard to justify, because the purpose of EAP is precisely to offer flexibility in the
authentication method. If a fixed authentication method is going to be used, other alternatives,
such as DTLS would also be valid. Furthermore, Zigbee IP do not use AAA infrastructures,
limiting large-scale and multi-domain deployments, but it could be integrated. Up to this
point, PANA fulfills, potentially, all the criteria we are looking for in a bootstrapping solution
for the 10T. The problem is that PANA was not designed for the constraints of the [0T, as
we will see throughout this work, due to their big message size and the number of messages

exchanged during the bootstrapping.

1.5 A bootstrapping service for large-scale IoT networks

In this thesis, we design a new bootstrapping service to fulfill all the requisites defined
in Section 1.3.2, given that current alternatives lack one or more or the characteristics for
bootstrapping in a large-scale deployment. The bootstrapping service needs to provide a
lightweight bootstrapping protocol, reusing code whenever possible, flexible authentication,
supporting different authentication methods depending on the devices characteristics, with
robust authorization and to provide key management to run different security association
protocols. Accounting for the use of the resources, for which the smart objects are authorized
is also important. Tracking the use of these resources can be used to adapt the service to the
agreement between the organizations, which would require support for identity federation.

Finally, we consider the possibility of multi-hop networks.
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1.5.1 Providing the federation substrate: AAA

In order to support identity federation in the context of bootstrapping and network access is
usually done using AAA infrastructures. The AAA Framework [44] provides support for
the three basic security services in network deployments: authentication (to determine who
the end user is), authorization (to determine under what conditions an end user is granted
access to the network resource), and accounting (to register the resource consumed by the
end user). Thus, it is consistent with at least two of the required processes, authentication
and authorization, involved during the bootstrapping. In this sense, we foresee the key impor-
tance of AAA-based infrastructures. Indeed, they are widely used nowadays to large-scale
deployment for two reasons: first, they are robust infrastructures for managing authentication,
authorization and accounting for the activities of the smart objects. AAA in conjunction with
the Extensible Authentication Protocol (EAP) [10] provides a secure framework for flexible
authentication, authorization and key distribution [88, 12]. Furthermore, AAA authorization
mechanisms can be extended with other protocols such as Security Assertion Markup Lan-
guage (SAML) to provide more fine-grained authorization information [89]. Second, AAA is
widely used to manage a great number of device connections, thereby supporting large scale
deployments. In fact, AAA infrastructures based on the protocol Diameter [35] are commonly
used in 3G-5G networks to control the access of millions of users. Another example is the
educational roaming network (eduroam) [212], which is a world-wide federation for WiFi
connectivity across campuses and research and educational organizations around the world,
which supports thousands of users. Eduroam deploys EAP and an AAA infrastructure based
on the Remote Authentication Dial In User Service (RADIUS) [167], which provides the
identity federation substrate.

Before choosing this alternative, there are other identity federations nowadays. OAuth
2.0 [77] can perform delegated authorization, giving the user who requests access to some
resource owned by another entity the necessary credentials to access those resources. OpenlD
[161] can perform authentication and is used to improve the experience of web users, having
to use only one ID (their OpenID) to be authenticated for multiple services. OpenID Connect
(OIDC) (OIDC) [171] is an authentication layer on top of OAuth 2.0. It allows clients to
verify the identity of a user based on the authentication performed by an authorization server
in an inter-operable and REST-like manner. SAML [169] is a protocol that provides assertions
to exchange authentication and authorization data. OAuth, is only for authorization, so we
would not be able to support authentication and accounting natively. OpenlD, in contrast,
is used for authentication. In this case we would be missing authorization and accounting.
OpenlD connect and SAML are used for both authentication and authorization and could be

feasible. In terms of authorization we need mechanisms that are more oriented to network
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Table 1.2 Identity Federation comparison

Technology Authentication | Authorization | Accounting | Scalability
OpenID YES NO NO YES
OAuth2.0 NO YES NO YES
OpenID Connect YES YES NO* YES
SAML YES YES NO YES
AAA YES YES YES YES

access and everything related to it, defining attributes and information such as IP filters,
quality of service, key distribution for network access, etc. since it is closely related to
bootstrapping because it is the first time the device is going to access the network. This
authorization should be extensible in order to add flexibility. Additionally, we still have
the need for accounting and AAA is widely used as a mainstay in the provision of the
aforementioned set of security services that allow secure network access through different
wireless technologies. In fact, we are not the only ones to see the potential of AAA in the
IoT, as there is currently work towards their integration in 5G networks [9].

Table 1.2 shows a summary of the aforementioned Identity Federation technologies. The
only technology that supports the three A’s are the ones implementing the AAA model. Of
the other technologies, OIDC is the most comprehensive, since it supports authentication and
authorization. As reviewed in [30], for OIDC to provide accounting, it needs to support that
feature separately, which is why its marked with an asterisk in the table. We fall in favor of
AAA, besides having accounting as part of their model, because it supports network access
authentication natively. Additionally, the other Identity Federation technologies focus on
access to resources and services once the user can access the network, in what we call the

post-bootstrapping phase.

1.5.2 Providing flexible Authentication: EAP

Regarding the requisite of flexible authentication, AAA is used in conjunction with the
Extensible Authentication Protocol (EAP) [10], which, as we mentioned, provides a secure
framework for flexible authentication, authorization and key distribution. EAP is a protocol
for authentication that provides the necessary tools to perform the bootstrapping and provides
a greater level of flexibility and granularity than other authentication protocols. It can be
used with AAA for a federated deployment and it provides key material as a consequence
of the authentication that can be used to further secure the communications. Indeed, EAP
allows different types of authentication mechanisms (e.g., based on symmetric keys, digital
certificates, etc.) called EAP methods without change EAP itself. For example, EAP-PSK
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[25] is an EAP method based on the use of a pre-shared key (PSK) to provide a lightweight
authentication mechanism. Other examples of EAP methods, such as EAP-AKA and EAP-
TLS, can be found in [156]. Furthermore, the use of novel EAP methods for the IoT is
considered in works like Granlund et. al [73] that define EAP-Swift, an EAP method for
authentication and key derivation for constrained devices, and Aura et. al [20] which works
on EAP-NOOB, an EAP method for nimble out-of-band (OOB) authentication and key
derivation, specifically for IoT devices. EAP is, therefore, a strong candidate to perform
authentication in the [oT due to the flexibility it brings to the authentication. To exemplify
the features brought by EAP instead of relying on pre-shared key material, that is the solution
adopted by a great number of current alternatives, we can see how Wireless Fidelity (WIFI)
works with two different options: Enterprise Extensible Authentication Protocol (EAP), and
Pre-Shared Key (PSK). WiFi Protected Access 2 (WPA2) with PSK, is the most used in
home deployments. The use of Wi-Fi Protected Access (WPA); EAP, PSK or any WPA
Enterprise (i.e. EAP ) implementation is not intended (per se) to improve cryptographic
strength (although EAP gives the flexibility to choose the authentication method that best
suits the needs of each case) of a wireless network, but to provide additional characteristics,
such as granular control over who or what connects to the network. With the EAP options
under WPA-Enterprise each user and device can have its own credentials, and this increases
security and auditing. EAP has a well defined key management framework (EAP Key
Management Framework (KMF) [12]) that defines a key hierarchy and provides a framework
for the transport and use of the parameters and keying material that is generated by EAP
authentication algorithms, known as EAP methods. Thus, EAP is used in conjunction
with AAA to provide flexible authentication and key management, which are part of the
requirements for large-scale bootstrapping in the IoT. To use EAP, we need an EAP lower
layer, a protocol that fulfills the requirements described in [10] to transport its messages
between the EAP peer, which is the entity that has to be authenticated (i.e., the smart object),
and the EAP authenticator, that steers the authentication process (i.e., the Controller). As we
will see in Chapter 2, there are several EAP lower layers, some of which are considered in
the IoT. One of those is PANA, an EAP lower layer used in bootstrapping protocols such as
Zigbee IP and IEEE 802.15.9 in the context of the IoT. Interestingly, however its design is
previous to the IoT ’s becoming mainstream, and it was not designed with the constraints of
the IoT in mind. This is why we must consider an alternative EAP lower layer to exchange
the EAP messages in the constraint link and take into account the constrained capabilities
of the smart objects. A question that arises is, why are we not transporting EAP at the link
layer, as 802.1X does with EAPoL, transporting EAP over Ethernet frames. While there are

works in this direction [85, 5], we considered that using link-layer dependent technologies
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has several issues, namely: 1) the variety of radio technologies used in the Internet of Things,
which is growing, each with its own specific link-layers. 2) Each technology defines its
own security measures, how to protect the communications, and their bootstrapping process
(@if any). 3) This heterogeneity brings interoperability and management issues, having to
account for each of the technologies supported. These issues, brought by the diversity of
radio technologies, are what call for a link-layer independent solution. Otherwise, each
technology would have to define its own adaptations at its link layer.

We aim, instead, at a solution that is independent of the link layer and that can be used in
highly constrained links, considering that there will be a trade-off between performance and
interoperability gained by dissociating the bootstrapping protocol from the technology used.
This is possible by designing a bootstrapping service that is based on a protocol specifically
designed for IoT networks. This is why we will compare throught this dissertation our
bootstrapping service only with PANA. Because, following the definition of bootstrapping
in this work, the only bootstrapping protocols used in [oT are PANA and 802.1X. From the
two, 802.1X is link layer dependant with the limitation for single-hop authentication, not
applicable to multi-hop topologies. PANA, on the contrary, is independent of the link-layer
technology and is able to operate in mulit-hop topologies.

1.5.3 Providing a bootstrapping service based on CoAP

To design a lightweight protocol to perform the bootstrapping we need to use a protocol
that is designed considering the constraints of the IoT. Since the EAP lower layer transports
EAP messages in the constrained link, we are interested in achieving a low overhead with
a bootstrapping service independent of the link-layer. This is the Constrained Application
Protocol (CoAP) [190]. CoAP is a standard protocol used in constrained devices and
networks, such as the 10T, that works on top of UDP, providing a link-layer independent
protocol. It is a web transfer protocol based on the REST [163] model, especially designed
for constrained devices with shorter message lengths and less demand on resources. If CoAP
were used as bootstrapping protocol, we would have an alternative that is lightweight in
comparison with the current standard for bootstrapping in the IoT (PANA), as we will see
throughout this dissertation.

For the aforementioned reasons, we use CoAP to design a lightweight bootstrapping
service for large-scale IoT networks. This bootstrapping service is based on three pillars:
AAA, EAP, CoAP and is called CoOAP-EAP. The CoAP-EAP bootstrapping service, will
use CoAP as bootstrapping protocol. For this reason the bootstrapping service defines a
new EAP lower layer based on CoAP to transport EAP messages. Up to this point we have

covered almost all the requirements.
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Fig. 1.3 Bootstrapping service for large scale based on AAA federation

Now that we have a complete picture of the bootstrapping service, we can see (Figure 1.3)
an instantiation of the generic federation architecture shown previously, using in this case
the protocols that conform our contribution. In this case, the identity federation substrate
is provided by the AAA infrastructure. The different organizations AAA servers are inter-
connected through the AAA federation CoRE. When a new device seeks to join a security
domain (e.g., A-I), it will reach the Controller of that domain (EAP authenticator) using the
bootstrapping protocol, in this case CoAP, to begin the bootstrapping process, and perhaps
through an intermediary. The Controller in the Service Provider of the organization (SP-A)
will communicate with the smart object Identity Provider IdP-X (EAP server) to perform
the authentication process. Once the authentication is finished, the Controller receives the
confirmation from the IdP, if the devices is successfully authenticated. The IdP sends the
Controller the necessary information related to the authorization of the device and its integra-
tion in the security domain, such as the IP, lifetime of the generated credentials, etc. using
the AAA protocol, at which point the device enters the security domain of the Controller

(A-I) as a trustworthy entity.

1.6 Main contributions and objectives

Throughout the chapter we have seen that bootstrapping is a keystone process to secure the

communications in the [oT. We saw that large-scale deployments are expected to be com-
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monplace in a global 10T and we need a bootstrapping solution that covers the requirements
elicited in Section 1.3.2, which no current bootstrapping solution covers them all.

After reviewing several technologies, we have concluded that to provide this bootstrapping
service we are going to use AAA to provide the federation substrate. We will use EAP in
conjunction with AAA to provide flexible authentication and key management. Because we
need a lightweight EAP lower layer (a protocol to transport EAP ) in the constrained link, we
use CoAP. Hence, the main contribution of this dissertation is based on three pillars: AAA,
EAP and CoAP to provide a lightweight bootstrapping service for the IoT, which we call
CoAP-EAP.

In this PhD we have three main contributions related to the bootstrapping service for

large-scale 10T networks:

* CoAP-EAP: The first contribution in this dissertation is the design of the CoAP-based
bootstrapping service for the IoT. We define its architecture and the general flow of
operation, specifying how the Controller and the Smart Object are able to establish a
security association using the key derived from the EAP authentication. Additionally,
we specify how this key material can be used to derive additional key material to be
used to run a security association protocol (exemplified with DTLS ) to secure the
communications between the Smart Object and the Controller. We test CoAP-EAP in
Cooja, a networks simulator for Wireless Sensor Network (WSN) using the Contiki
Operative System, and we compare it to PANA. We see an improvement in general,
in the time, percentage of successful bootstrapping, energy and memory use. This
contribution covers requisites R/, R2, R3, R4, R5, R6, R7, R9 and R11.

* Low Overhead CoAP-EAP (LO-CoAP-EAP): During the research for the first con-
tribution the set of technologies known as LPWAN started to gain relevance, and
we were contacted by researchers at the IMT Atlantique (former Telecom Bretagne)
because of their interest in the bootstrapping service and its applicability in this new
set of technologies called LPWAN. Even though the bootstrapping service already
designed (CoAP-EAP) is lightweight, we have to account for the strong constraints
LPWAN imposes to be able to provide LPWAN with a suitable bootstrapping service.
We had to optimize the current solution, sending only the essential to the bootstrapping
service. This led to the design of LO-CoAP-EAP (Low Overhead CoAP-EAP), which
provided the same CoAP-based bootstrapping service, with a reduced overhead, send-
ing fewer bytes over the network. LO-CoAP-EAP was tested on a real world LoRa
deployment in Rennes, France. We find that LR-WPAN deployments can also benefit
from LO-CoAP-EAP, which is also tested in Cooja to confirm that it also provides
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an improved performance in comparison with the original design. This contribution
covers the same requisites as the previous contribution, with a special emphasis on
R10 due to the restrictions of LPWAN.

* Bootstrapping in multi-hop IoT networks: The last contribution is focused on pro-
viding bootstrapping in multi-hop networks where the Controller is not reachable by
the smart object. For this, we define an entity (called intermediary), which we will
instantiate through CoAP intermediary entities, to aid in the bootstrapping process.
We design and compare three intermediary entities: A CoAP proxy, which is able to
maintain a state related to the authentication and modify the messages; a CoAP relay,
which is not present in the CoAP standard, and does not keep any state related to the
authentication and does not modify the messages; and a CoAP stateless proxy, which
is a hybrid of the previous two, able to modify the messages, but not maintaining any
state related to the exchange. We expand the architecture of the bootstrapping service
with the intermediary entity, and define the message flow with each intermediary as
well as explaining how the Controller manages each intermediary. We design the
intermediaries to be transparent to the Smart Object, in the sense that it is not aware
that it is talking with an intermediary until the authentication is finished, and the
Controller sends the authorization information to the Smart Object, which lets it know
it was talking through an intermediary.

We test the three intermediaries in Contiki O.S. on a network simulator (called Cooja).
We compare the performance of each intermediary with the PANA relay, and we find
that the CoAP intermediaries impose less overhead than the PANA intermediary. This

contribution covers requisite RS.

Taking into account the contributions and the requirements that we have to cover, this

thesis has four main objectives:

(O1) Design a bootstrapping service that is adapted to the constraints of the Internet of
Things, using CoAP as a transport for EAP, and AAA infrastructures

(O2) Account for the severe constraints of not only LR-WPAN but also LPWAN,
adapting the bootstrapping service to fit the constraints of LPWAN as well.

(O3) Support bootstrapping in multi-hop topologies.

(O4) Validate the solutions designed by means of prototype implementations, evaluat-

ing their functionality, feasibility and performance.
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1.8 Outline

In chapter 2, we review the Background and State of the art related to bootstrapping. In
Chapter 3, we present the main contribution of this work, the CoAP-EAP bootstrapping
service for large-scale deployments. We describe the architecture and the bootstrapping
protocol. We implement a proof of concept that is tested in the Cooja network simulator of
the Contiki Operative System and CoAP-EAP is compared with PANA.

In Chapter 4, we present the adaptation of CoAP-EAP to LPWAN networks, called
LO-CoAP-EAP. We define its architecture, the protocol flow, as well as the proof of concept
implementation that is tested in the Cooja network simulator, and in a real LoRa deployment
in Rennes, France. LO-CoAP-EAP is compared with CoOAP-EAP as well as with PANA.

In Chapter 5, we present the extension of the CoOAP-EAP architecture to support multi-
hop topologies. We define its architecture, the protocol flow, as well as the proof of concept
implementation that is tested in the Cooja network simulator, and it is compared with the

PANA relay element. Finally, in Chapter 6 we offer the conclusions and future work.
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Chapter 2

Background and State of the Art

The research presented in this dissertation is built upon various standard technologies and
protocols. This chapter provides a brief description of the most relevant bootstrapping
technologies. Since the bootstrapping service designed in this thesis is independent of
the link-layer, and is intended to be used in different scenarios and devices, with different
capabilities, we review the types of devices considered in the IoT, as well as the radio
technologies used in the IoT. Specifically, Section 2.1 describes the different categories of
smart objects, and the subset of smart objects for which we intend to provide a bootstrapping
solution. Section 2.2 reviews several radio technologies used in IoT that are currently
the focus of research in one or more areas, such as adding IPv6 support, supporting new
topologies, developing security frameworks, etc. Since our work focuses on providing a link
layer independent bootstrapping service, we review the most relevant technologies. Section
2.3 provides the background in the technologies used to design the bootstrapping service.
Section 2.4 describes the work related to bootstrapping in the IoT and we review the work on
bootstrapping in standardization organizations.

2.1 IoT Devices: Types, classes, categories

The IoT concept is intended to host a myriad devices with different characteristics and
capabilities, depending on how they are powered (if they are limited by battery life), their
computational power, amount of memory, the radio technology used, etc. In the context of
this thesis, we will use the classification system in RFC7228 [33], which establishes some
basic terminology for constrained-node networks, and classifies constrained devices in 3
classes, as shown in Table 2.1.

RFC7228 describes 3 classes of devices. The first class (CO) are devices that are not

generally capable of sustaining an Internet connection with the basic underlying security
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Table 2.1 Classification of IoT devices according to RFC7228

Class Name | Data Size (e.g., RAM) | Code Size (e.g., ROM)
Class 0 «10 KiB «100 KiB
Class 1 ~10KiB ~ 100 KiB
Class 2 ~ 50 KiB ~ 250 KiB

protocols. They will usually communicate through other devices acting as proxies, gateways
or servers. For this reason they are outside the scope of this thesis. Class 1, are constrained
in memory and processing power. They will not support a typical full protocol stack
(HTTP/TLS/TCP/IP) nor the use XML-based data representations, but they are capable of
using specific protocols stacks for constrained devices, such as CoAP (see Section 2.3.3) over
UDP, using IPv6 adaptations such as 6LoWPAN. Class 1 devices can communicate with
other nodes through the Internet without relying on other devices. Finally, Class 2 devices are
not as constrained and do not need to be restricted to protocols stacks for constrained devices.
However, they can still benefit from the use of specific protocols stacks for constrained
devices due to the memory and energy savings, and from the interoperability gained with
other Class 1 devices. Constrained devices with capabilities superior to class 2 devices are
not defined in RFC7228.

For the bootstrapping service proposed in this thesis we aim for devices that can maintain
an Internet connection and have the processing power to establish secure channels (e.g.,
DTLS, OSCORE, etc.). To do this, we focus on Class 1 and 2 devices and any other device
with capabilities superior to Class 2 that will benefit from a specific protocol stack for energy

saving and interoperability purposes.

2.2 Radio Technologies in the IoT

There are a variety of radio technologies used in the Internet of Things. The most widely
associated with the [oT are the Wireless Personal Area Network (WPAN) radio technologies,
such as Bluetooth and IEEE 802.15.4, which provide low to medium range coverage, and are
used in wearables and Smart Buildings.

There is a more recent set of radio technologies considered to contribute to the Internet
of Things, known as LPWAN, that provide long range communications (up to several
kilometers), with low energy consumption at the cost of sending payloads of few bytes.
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2.2.1 Wireless Personal Area Network (WPAN)

IEEE 802.15 Wireless Personal Area Network (WPAN) is a set of technologies that provide
a short-medium range communications. For example, IEEE 802.15.1, which is know as
Bluetooth, in versions 1.1 and 1.2. The following versions are handled by the Bluetooth
Special Interest Group (SIG). The latest version known as Bluetooth Low Energy (BLE)
is one of the contestants in the IoT race. It offers considerable bandwidth (compared to
LR-WPAN ), enabling most of the wearables and gadgets known to date (mobile phones,
smart watches, etc.). One of the handicaps of Bluetooth is that, until recently (RFC7668),
there was no standard support for [Pv6, which is one of the main drivers of the IoT. Moreover,
the current standard does not provide multi-hop network support, only star topology. In
contrast, IEEE 802.15.4,LR-WPAN, support mesh network topologies and IPv6 through
6LoWPAN [188].

2.2.2 Low-Power Wide-Area Networks (LPWAN)

There is relatively new set of radio technologies that support large distance communications
(up to several kilometers) at the cost of a very reduced bandwidth. Applications that fit
these specifications can be car park sensors, water meters, or smart garbage collection, smart
agriculture, etc., minimizing infrastructure needed to manage a great number of devices.
Some of the technologies are LoRa [197], Sigfox[192], Weightless[91], Developers’
Alliance for Standards Harmonization of ISO 18000-7 (DASH) [210], NB-IoT [159], WISUN
[23], etc. They can operate in licensed or license-exempt bands to provide connectivity great
number of battery-powered devices. However, differences between the technologies make

them incompatible in some cases. Here are some characteristics of these technologies.
* Very small frame payload, as low as 8 bytes.

* Very low bandwidth, most LPWAN technologies offer a throughput between 50 bit/s
to 250 kbit/s.

* Depending on the technology, very limited message rate (e.g. between 0.1 mes-
sage/minute and 1 message/minute) due to regional regulations that limit the duty
cycle (e.g. from 0.1% to 10%) in some Industrial, Scientific and Medical (ISM) bands.

* High packet loss rate, which may be the result of bad transmission conditions between

nodes.

* Variable Maximum Transmission Unit (MTU) for a link depending on the L2 modula-
tion used.
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* Currently some technologies lacking 1.2 fragmentation capabilities.

* Highly asymmetric and, in some cases, unidirectional links.

* Ultra dense networks with thousands to tens of thousands of nodes.

* Typically, star topology networks.

* Different modulations and radio channels within the same technology.

* Sleepy nodes to preserve energy.

With the goal of homogenizing the communications, the use of IPv6 is being considered
in these networks applying specific compression mechanisms. This work is performed by the
IPv6 over Low Power Wide-Area Networks (Ipwan) IETF working group.

Regarding security, each technology has different methods to provide security for the
communications. Bootstrapping and key management is not directly considered by every
technology, because some solutions are not publicly accessible. Some LPWAN technologies
just pre-install some key material that is shared with the server with which the node commu-
nicates, and when the device is turned on it sends the information (protected) to the server.
Another issue is that not every technology cyphers the messages as in the case of Sigfox.
Bootstrapping and key management is considered in LoORaWAN, Wi-SUN Alliance Field
Area Network (FAN) and NB- IoT.

2.3 Background to the protocols used in the bootstrapping

service

In this section we review several protocols and standards, as part of the background for this
thesis. We look at the AAA framework, the Extensible Authentication Protocol (EAP) and the
Constrained Application Protocol (CoAP) because these are the pillars of our bootstrapping

service.

2.3.1 Authentication, Authorization and Accounting (AAA) Framework

The AAA Framework [44] provides support for the three basic security services in network
deployments: authentication (to determine who the end user is), authorization (to determine
under what conditions an end user is granted access to the network resource), and accounting

(to register the resources consumed by the end user). Thus, it is consistent with at least two of
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Fig. 2.1 AAA deployment with several AAA proxies between the AAA client and the AAA
server

the required processes, authentication and authorization, involved during the bootstrapping.
Accounting is in itself important, since it allows us to keep track of the activity within the
network and can be used to detect the different activities within the network, adjust the
parameters according to the service agreement, etc.

The AAA framework defines a model consisting of: an End User (EU) desiring access to
a specific network service; an IdP which has registered the end user’s identity and long-term
credentials (e.g., a certificate or pre-shared key); and a Service Provider (SP) operating and
controlling the access to the network service. These entities, in the case of the bootstrapping
service, would be the smart object, Authentication Server and Controller, respectively. In a
non-federated case, the IdP and SP belong to the same organization ( IdP ’s organization).
In federated cases, where some bilateral agreements are assumed among different domains
joining the federation, the IdP and SP belong to different organizations that operate on
different AAA servers: the IdP ’s AAA server and the SP’s AAA server. Both AAA servers
are capable of exchanging authentication, authorization information and accounting data.

Additionally, the SP also operates the entity that intermediates between the smart object
and the AAA infrastructure to carry out the authentication and authorization processes. This
entity is generally called Network Access Server (NAS). Thus, the simplest AAA infrastructure
consists of a Network Access Server (NAS) directly connected to a AAA server by a AAA
protocol. Nevertheless, several AAA servers can be deployed between the NAS and the
AAA server for scalability reasons or federated access support. AAA intermediaries can be
relay or proxies. The relay only forwards the information, while the proxy is able to apply
internal policies to take decisions about the messages. An example of this scenario is given in
Figure 2.1, where the AAA client communicates (the SP of the organization where the smart
object is deployed) with the AAA server of the smart object (the IdP of the smart object’s
organization) through several AAA proxies.

Either way, the NAS, AAA proxies, or relays, and AAA servers that constitute the AAA
infrastructure exchange information by using AAA protocols. Today, the most commonly
deployed AAA protocols are RADIUS [167] and Diameter [57]. Although the latter is the
most complete, in terms of the functionality provided by its design, Remote Authentication
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Dial-In User Service (RADIUS) is still one of the most widely deployed protocols within
existing AAA infrastructures [121].

The Remote Authentication Dial In User Service (RADIUS) [167, 166] is a client-server
protocol where a NAS acts as a RADIUS client transporting messages on top of UDP. The
RADIUS client sends AAA information in a RADIUS message request to the RADIUS
server, which answers with a RADIUS response. There can be two RADIUS servers for
different purposes: the authentication and authorization server [167], which keeps a database
with registered users, and the accounting server [166], which collects data from the service
usage (data sent and received, connection time, efc.).

In contrast, Diameter [57] is an evolution to solve some of the RADIUS limitations
in terms of scalability and security. It uses a reliable transport like Transmission Control
Protocol (TCP) or SCTP [199]. For the security part, it uses either IPsec [107] or TLS
[48] and provides a message format allowing a longer message size and a higher number
of concurrent connections [135]. Thus, it is better adapted for a large number of end users.
Which is why it is used in 3G, 4G and considered in 5G [142].

2.3.2 The Extensible Authentication Protocol (EAP)

The Extensible Authentication Protocol (EAP) [10] is an IETF protocol that allows different
types of authentication mechanisms (e.g., based on symmetric keys, digital certificates, etc.)
named EAP methods. For example, EAP-PSK [25] is an EAP method based on the use
of a pre-shared key (PSK) to provide a lightweight authentication mechanism. Other EAP
methods are EAP-AKA[17] and EAP-TLS [193]. More examples of EAP methods can be
found in [41].

EAP is a lock-step protocol, which supports only a single packet, request or response, in
flight. Each request message (EAP Request) is answered with a response (EAP Response).
The number of exchanges will depend on the EAP method selected. Every EAP method runs
between the EAP peer, and the EAP server through an EAP authenticator. From a security
standpoint, the EAP authenticator acts as a mere EAP packet forwarder.

To perform an EAP authentication, the EAP authenticator usually starts the process by
requesting the EAP peer’s identity through an EAP Request/Identity message. The EAP peer
answers with an EAP Response/Identity with its identity. The identity follows the Network
Access Identifier (NAI) format [46] (e.g., smartobject@domain). It contains a smart object’s
identity information (i.e., smartobject) separated with an @ and the domain (i.e., domain)
it belongs to. With this information, the EAP server will select the EAP method to be
performed. The EAP method execution involves several EAP Request/Response exchanges
between the EAP server and the EAP peer.
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There are two deployment models of deployment for EAP. On the one hand, the stan-
dalone EAP authenticator model, where the EAP server is co-located in the same device
as the EAP authenticator. This may be appropriate in deployments with a small number of
objects. In this case, there is no AAA infrastructure in the back-end. On the other hand, there
is the pass-through EAP authenticator model, which is the most scalable configuration. In
this model, the EAP server and the EAP authenticator are implemented in separate nodes.
Specifically, the EAP server is centralized on an AAA server located in the domain of the
Identity Provider of the EAP peer and gives service to several EAP authenticators. Here, the
communication between the EAP server and the pass-through EAP authenticator is performed
using an AAA protocol. In both cases, a protocol referred to as the EAP lower-layer 1s used
to transport the EAP packets between the EAP peer and the EAP authenticator. To the EAP
peer, the model used is transparent, following the principle of mode independence. This
means that to the EAP peer, the EAP conversation between the EAP peer and the server is
unaffected, whether they are using pass-through mode or not. Figure 2.2 shows a mapping
between the entities defined in the AAA model and EAP pass-through model. Each layer
in the EAP processes a part of the EAP message in each entity, as described in [10]. As
observed, the EAP method is processed in the EAP peer and the EAP server in the IdP ’s
AAA server.

The mode Independence of EAP mentioned previously serves to introduce what are
called EAP invariants. These are characteristics that hold true for every EAP implementation.
The 4 EAP invariants are: mode independence, media independence, method independence
and cipher suite independence. Mode independence, as commented before, refers to the
fact that the EAP peer is unaffected if the mode is standalone or pass-through. Media
independence, specifies that all EAP methods will work as long as the EAP lower layer
meets the specified requirements in the standard (we will review these in Chapter 3). Method
Independence specifies that, even though the EAP authenticator might not implement an EAP
method used by the peer, by enabling pass-through, authenticators can support any method
that is implemented by both, the peer and server. This makes the inter-operation between
the peer and authenticator possible, as long as the peer and server support a suitable EAP
method. Ciphersuite Independence is required to support media independence. This invariant
requires that exported keying material be large enough (with sufficient entropy) to handle
any ciphersuite.

According to the RFC4017, there is a requirement for the EAP methods intended to
be used in Wireless Local Area Network (LAN) s. It specifies that EAP methods need to
generate symmetric key material, of 128-bits of effective key strength. It must provide

mutual authentication support, be resistant to dictionary and man-in-the-middle attacks and
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Fig. 2.2 Extensible Authentication Protocol (EAP) pass-through model.
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Fig. 2.3 Phases of the EAP Key Management Framework

protect ciphersuite negotiation. This rules out some EAP methods that do not provide the
aforementioned requisites [198], highlighting the importance of key derivation and mutual
authentication. To understand how this feature works, we review the EAP Key Management
Framework and the EAP Key hierarchy.

The EAP Key Management Framework (EAP KMF )

The EAP KMF defines the EAP key hierarchy and provides a framework to transport and
use key material and parameters generated by EAP methods. Where EAP key derivation is
supported, the process is divided in in three phases, as is illustrated in Figure 2.3.

Phases 0 and 2 are managed by the EAP lower-layer protocol. Phase 1b is typically
managed by a AAA protocol. The discovery (phase 0) the EAP peer (smart object) locates
the authenticator (Controller). The discovery process may be automatic or manual, after
which phase 1 (the authentication) starts. After the authentication is completed, if the EAP
method that is used supports key derivation, EAP keying material is derived in both the
peer and the EAP server. Another step (phase 1b) is needed in deployments with a backend
authentication server, in order transport keying material from the backend authentication
server to the authenticator. To oblige the principle of mode independence, in the case of a
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backend authentication server being present, all the key material needed by the EAP lower
layer is transported from the EAP server to the authenticator. After the authentication is
completed successfully, the process of joining the network is completed when a security
association is run between the EAP peer and the EAP authenticator. This Secure Association
Protocol exchange (phase 2) between the EAP peer and authenticator is performed to be
able to manage the creation and deletion of a unicast (phase 2a), and, optionally, a multicast
(phase 2b), security association between both entities.

Following the EAP key management framework, we associate Phase 1 to bootstrapping
and Phase 2 to post-bootstrapping. Phase 1 is consistent with the definition of bootstrapping
given in Chapter 1, where the device is authenticated and authorized to enter the security
domain of a Controller, and key material is derived to protect the communications between
the Smart Object and the Controller. Phase 2 is also consistent with post-bootstrapping,
because in this phase the Smart Object and the Controller can establish a Security Association
(SA) to protect their communications and derive more key material for different layers of the

network stack (e.g, the link layer).

The EAP Key Hierarchy

Certain EAP methods are able to generate keying material [156]. Specifically, according to
the EAP Key Management Framework (EAP KMF ) [12]. The cryptographic material that is
derived by the EAP KMF after a successful authentication is composed of four symmetric

keys.

* The Master Session Key (MSK) is a key of a minimum length of 64 octets. It is used as
the main key to establish a security association between the peer and the authenticator.
The Master Session Key (MSK) is sent by the AAA server to the authenticator and
generated by the peer itself after the EAP authentication. To improve security in the
distribution process of the MSK key, the EAP KMF has defined a security mechanism
called channel binding that ensures that the parameters about the network service
supplied by the authenticator, both the peer and EAP server are the same. These
parameters depend on a particular access and are supplied through the lower layer and

include data such as the MAC address of the authenticator and the peer.

* The Extended Master Session Key (EMSK), like the MSK, is cryptographic material
exported by the EAP method and shared between the peer and the server. The Extended
Master Session Key (EMSK) is at least 64 octets in length. Unlike the MSK, the EMSK
should not be provided to any entity outside the peer or the server, so it is never

transported to any other external entity. However, both entities can maintain and use
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the EMSK to derive new keys. Note, however, that the original EAP KMF does not
define any specific use for the EMSK. A general scheme defined for using EMSK can
be found in [173], where it is specified that the use of EMSK should be for the sole
purpose of deriving root keys and also specific mechanisms to avoid conflicts between

root keys are given.

* The Transient EAP Keys (TEKs) are session keys used to protect the EAP conversation.
The Transient EAP Keys (TEK) s are internal to the EAP method and are never exported
to another entity. These keys are created during an EAP conversation and discarded

once the authentication process finishes.

* The Transient Session Keys (TSKs) are the result of executing a security association
protocol between the peer and the authenticator, and are derived using the MSK key
as the root key. Transient Session Keys (TSK) s are used to protect the data traffic
using the set of algorithms (cryptographic suite) negotiated between the peer and
the authenticator through the security association protocol. this Security Association

Protocol (SAP) is typically dependent on the underlying technology.

In particular, the MSK key is exported to the EAP lower-layer in the case of the peer, and
to the AAA protocol stack in the case of the AAA server, where the EAP server is assumed
to be located. Additionally, an EAP method exports another set of parameters that may be
useful for certain applications. These parameters are the Session-ID, the Peer-ID and the
Server-ID. The Session-ID uniquely identifies an EAP authentication process between the
peer and the server. This session value is composed of the type of the EAP method executed
concatenated by a unique identifier called Method-Id. The Peer-Id identifies the EAP peer
involved in an EAP authentication session and conversely, the Server-ID identifies the EAP

SE€rver.

2.3.3 The Constrained Application Protocol (CoAP)

Bormann et al. [32] discuss the possibility of smart objects being susceptible to offering re-
sources or services represented by a Uniform Resource Identifier (URI). This has been solved
in non-constrained deployments with HTTP. For constrained deployments, the Constrained
Application Protocol (CoAP) [190] has been proposed as a web transfer protocol based on
the REST [163] model in IoT. The main reason is that CoAP has been specially designed
for constrained devices. CoAP provides a short message length that is less demanding in
terms of parsing complexity. In fact, Hypertext Transfer Protocol (HTTP) might be too
weighty for some types of smart objects. As analyzed in [32], HTTP poses a considerable
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implementation burden that exceeds the capabilities of small devices. Indeed, IoT devices are
constrained in memory, energy and computational resources and are expected to be deployed
in constrained networks, where increasing the message length by a few bytes of information
might result in fragmentation in the links [33]. A constrained application protocol as CoAP,
with short message length and low computational requirements, therefore alleviates these
problems. For all these reasons, although CoAP has certain similarities with HTTP, they are
not compatible.

CoAP is designed to work on top of UDP, although, it is worth noting that the transport
of CoAP messages in IEEE 802.15.4e frames is currently being considered [208]. CoAP
has been designed with several features, of which we highlight: (1) low overhead and low
parsing complexity; and (2) support for the discovery of CoAP resources and services.
On the one hand, low overhead mainly refers to the simple message format and protocol
exchange that leads to a reduced parsing and processing complexity, saving system resources
as a consequence (CPU, memory, battery, efc.). On the other hand, the discovery of CoAP
services and resources is also important since it is expected that the number of devices and
services offered by these devices will grow rapidly [75]. Additionally, UDP binding in CoAP
provides optional reliability when supporting unicast and multicast requests.

CoAP defines an endpoint as an entity that participates in a CoAP exchange. A CoAP
message has a 4-byte header and, optionally, a set of options and a payload. Each message
contains a Message ID used to detect duplicates and for optional reliability. A message can
be of a type (Type field): Confirmable (CON), Non-confirmable (NON), an Acknowledgment
(ACK) or a Reset (RST). CON or NON messages can be requests or responses depending on
the Code field value in the header. An endpoint sending a Confirmable message will first wait
for an ACK message. To improve the efficiency (by sending more information with fewer
messages), a piggybacked response can be included in the payload of an ACK to answer a
Confirmable request. In contrast, if a Non-confirmable message is sent, an ACK message is
not expected.

A CoAP client is an endpoint that sends requests to a CoAP server for a service. When
the CoAP server receives a request, it may send a response. A token value (Token), which
is chosen randomly (although, it could be zero length ) is used to relate a request to the
corresponding response.

If the CoAP server cannot process a message, it will send a Reset (RST) message to
indicate its inability to process it. This might happen, for example, when the smart object
reboots and has lost some state to process the message. The RST can also be used to perform
aliveness test of an endpoint, also called CoAP Ping. If the server is going to answer a

Confirmable message with a CoAP response, but the information is not available yet, it can
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send an ACK message with empty payload (a CoAP message containing only the header) to
indicate that the response will arrive later.

CoAP defines four basic request methods GET, POST, PUT and DELETE. The client
can use the GET method to retrieve information from the server. It can also use the POST
method to create a new resource in the server. The server will then assign an identifier to the
created resource. From that point, the client can use the POST or PUT method to update it.

Finally, DELETE is used to erase a resource in the server.

2.4 Bootstrapping protocols

In this section we review a protocol related to bootstrapping in IoT, PANA and 802.1X.
PANA is currently used for bootstrapping in IoT, and is the only one classified as boot-
strapping protocol by the IEEE 802.15.9 standard, which is consistent with the definition of
bootstrapping we use here, which follows the schema of the EAP KMF. In the other case,
802.1X is adapted to be used in 10T, but as we will see, it provides a link-layer dependent

solution.

2.4.1 Protocol for Carrying Authentication for Network Access (PANA)

The Protocol for Carrying Authentication for Network Access (PANA), designed by the
Internet Engineering Task Force (IETF), is an EAP lower layer designed to transport EAP
messages on top of IP, using UDP as transport. PANA carries EAP messages to support
different authentication mechanisms for network access. PANA is considered a bootstrapping
protocol, as stated in the IEEE 802.15.9 [5], and is differentiated from other protocols such
as IKEv2 or HIP-DEX, which are not considered bootstrapping protocols. This distinction is
made in IEEE 802.15.9 due to the fact that PANA is used in that specification to provide link
layer credentials (LLC), which is consistent with our broader view of bootstrapping, where
we consider that it can be also used to generate key material for various security association
protocols.

The architecture, illustrated in Figure 2.4, defines five entities: The Smart Object, in
this case is the PANA Client (PaC). A PANA relay (PRE), that can be another smart object
that is already joined the security domain. An Enforcement Point (EP) and a PANA Agent
(PAA) can be located in non-constrained devices. The PaC requests access to the network
service that is managed by an EP. The EP can be a router or an access point, controlled by
the PAA. The PAA handles the authentication and authorization of the PaC for the network
service. To accomplish this task, the PAA communicates with another entity, a AAA server
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Fig. 2.4 PANA architecture

that authenticates the PaC, verifying the credentials of the PaC and sends the authorization
information parameters (e.g., cryptographic material, network access lifetime, quality of
service (QoS) filters, etc.) to the PAA. The the PAA sends the EP some configuration
information through a Configuration Network Protocol (CNP) or Application Program
Interface (API) like Simple Network Management Protocol (SNMP) [118].

According to this operation, depicted in Figure 2.4, the PaC, PAA and AAA implement
the EAP peer, EAP authenticator and EAP server functionalities, respectively. The PRE
entity intervenes when the PaC is not able to reach the PAA, relaying every message from
the PaC to the PAA and to the PaC from the PAA.

The PANA general flow of operation, illustrated in Figure 2.5. The communication is
done between the PaC and the PAA through the PRE and an EP. Each message sent from the
PaC is sent to the PRE, which encapsulates this message into a new type of message called
PANA Relay message (PRY), containing the Information of the PaC (IP and port) and the
original message. This message arrives at the PAA, through the EP, which decapsulates it
and continues the conversation with the PaC through the PRE, using PRY messages.

The exchange starts with the PaC initiating the exchange with a message to trigger the
start of the authentication process (PCI). The PAA upon reception of this message sends
a PANA Request (PAR) to request the identity of the PaC. This message contains an EAP
Request/Identity Message. The PaC responds in a PANA Answer (PAN) with an EAP
Response/Identity. With the identity, the PAA sends the message to the AAA Server, which
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Fig. 2.5 PANA message flow in pass-through mode (with generic EAP method X)

PEMK installedin EP

decides the EAP method to be used, and starts said EAP method exchange with the PaC,
whilst the PAA acts as a forwarder of these messages. When the EAP authentication is
completed successfully, the AAA server and PaC derive the EAP key material (the MSK is
sent to the PAA through the AAA protocol). The MSK is used to establish a PANA Security
Association with key material derived from the MSK, and the PaC and PAA authenticate
each other. Additional key material can be derived to secure the communications between
other entities. In this case there is a key, called PaC-EP Master Key (PEMK), that is sent
from the PAA to the EP, to protect the communications between the PaC and the EP.

2.4.2 1IEEE 802.1X

IEEE 802.1X][1] is an IEEE standard for Port-based Network Access Control (PNAC). IEEE
802.1X defines the encapsulation of the Extensible Authentication Protocol (EAP) over IEEE
802, known as EAPoL. It provides an authentication mechanism to devices wishing to join a
LAN or Wireless Local Area Network (WLAN). Protocols such as IEEE 802.11 [6], establish
the security association using key material as a consequence of running the 4-way handshake.
For the IEEE 802.1X model to work, it defines an EAP lower layer known as EAPoL to
specify how to encapsulate the EAP packets into 802.11 frames and the message exchange
between the EAP peer and the authenticator.

The architecture illustrated in Figure 2.6 defines 3 entities: The supplicant (EAP peer)

that intends to join the network, the authenticator (EAP authenticator) that provides the
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authentication service, and the authentication server (EAP server) that performs the authenti-
cation.

The general flow of operation of the protocol starts with the communication port of
the authenticator in the unauthorized state. The supplicant initiates the communication by
sending the EAPOL Start message to the authenticator. This means that the only traffic
allowed is related to 802.1X. When the authentication is successfully completed, the port
state changes to authorized, and the client is granted access to the network. One of the
downsides is that 802.1X uses EAP just for authentication, the key material that is exported
from the authentication process is not used to protect the communications. To accomplish
this other protocols have to be used. In wired networks, the IEEE 802.1AE (also known
as MACsec) [8] is used to encrypt the communications, and in wireless networks WPA
2-enterprise can be used for this purpose [62].

802.1X is proposed in several works in the context of IoT, such as in Herndndez-Ramos
et al. [85], Pawlowski et al. [150], Liu et al. [119]. The problem with link-layer dependent
solutions is that, even though they are optimized, they are not applicable to other link-layers

and it is not defined how the derived key material is used (if any).

2.5 Security Association protocols

In this section we review the Security Association Protocols (SAP) used in IoT. These
protocols correspond to the EAP KMF phase 2, once the bootstrapping has finished and key
material is derived and a unicast or multicast security association can be established between
the Smart Object and the Controller. In this context, our bootstrapping service could be used

to provide the key material needed to run these security association protocols.

2.5.1 Internet Key Exchange Protocol version 2 (IKEv2)

The Internet Key Exchange Protocol version 2 (IKEv2)[105] is a component of IPsec and is
used to perform mutual authentication and establish and maintain security associations (SAs).
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Fig. 2.7 Minimal IKEv2 Exchange for IEEE 802.15.9

It creates and maintains a state that defines, among other things, the cryptographic algorithms
that will be used, the specific services that are provided to the datagram, and the keys used as
input of the cryptographic algorithms. IPsec services such as confidentiality, data integrity,
access control and data source authentication for IP datagrams are possible thanks to the
maintenance of a shared state between the source and sink of IP datagrams, which is done
with IKEv2. It runs on top of UDP (port 500) and allows authentication with symmetric key
(PSK), certificates or raw public keys, and EAP. IKEv2 follows a client-server architecture:
The entity that starts the exchange is called the initiator (client); the entity that answers the
initiator is the responder (server).

IKEV2 as protocol for establishing and maintaining security associations is considered
in [oT, such as securing IEEE 802.15.4 [160], and it is one of the KMP depicted in IEEE
802.15.9 [5] to secure IEEE 802.15.4. To be able to use IKEv2 in constrained devices, the
RFC7815 [111] defines a minimal version of the IKEv2 protocol. This minimal implementa-
tion only supports the initiator end of the protocol. Also, minimal IKEv2 only supports the
initial IKE_SA_INIT and IKE_AUTH exchanges. It does not initiate any other exchanges
and replies with an empty (or error) message to all incoming requests. To reduce the overhead
in the protocol implementation, most of the optional features of IKEv2 are not implemented
such as NAT traversal, Internet key exchange (IKE) SA re-key, Child SA re-key, multiple
Child SAs, deleting Child / IKE SAs, Configuration payloads, Extensible Authentication
Protocol (EAP) authentication, COOKIEs, etc.

This implementation of IKEv2 only uses the first two exchanges, called IKE_SA_INIT
and IKE_AUTH with the objective of creating the first Child SA to protect IKE messages. In
the first exchange (IKE_SA_INIT), the initiator starts the negotiation of security parameters
for the IKE SA exchange the nonces and its part of the Diffie-Hellman exchange. The
second exchange (IKE_AUTH), is used to authenticate both parties, to exchange identities
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and certificates and establish the first security association (SA) that is called in IKE a child
security association (CHILD_SA). IKEv2 can also use EAP for authentication. The exchange
of EAP messages is done using several IKE_AUTH exchanges, with the initiator being the
EAP peer and the responder the EAP authenticator. However, the keys derived from the EAP
authentication process are used to generate the [Psec SA keys.

In IEEE 802.15.9, IKEvV2 is used to establish a secure link establishment referred to
as a link-establishment KMP. We note here that, in 802.15.9, IKEv2 is not described as
a bootstrapping KMP. IEEE 802.15.9 specifies that depending on the environment where
IKEv2 is used, only some of the authentication methods supported by IKEv2 are needed
and that, in order to indicate which optional features of IKEv2 are used in a particular
environment, it can be specified in a profile for that environment. For the specific case of
IEEE 802.15.4, IEEE 802.15.9 specifies that, of the features of IKEv2, they do support the
basic IKEv2 exchange, IKE_SA_INIT, and IKE_AUTH [106], the Childless Initiation of
IKEv2 [141]. They also use Authenticated Encryption Algorithm with the Encrypted payload
with IKEv2 [29]. They do not support the negotiation of multiple protocols within the same
proposal, the capability to handle multiple outstanding requests, Cookies, Configuration
Payload or NAT-Traversal. Furthermore, they do not use UDP, the negotiation is transported
in IEEE 802.15.4 Information Elements (IE). Figure 2.7 illustrates the minimal IKEv2
exchange in 802.15.9.

In the IEEE 802.15.9 standard it is also specified an alternative use of IKEv2 to their
minimalistic version if IKEv2, to support enterprise or large-scale IKEv2 use cases. It is
considered the use of AAA infrastructures, including performing an EAP authentication, since
it is supported by IKEv2. This process is intended when the devices are going to establish
IPSec, which is recognized too heavyweight to constrained devices. In fact, in Marin-Lopez
et. al [157], IKEv2 is compared with PANA for exactly this purpose, because both are
defined on top of UDP and support EAP authentication to work with AAA. They conclude
that IKEv2 is not a replacement for PANA for two reasons. First, because IKEv2 mandates a
Diffie-Hellman key exchange, considered more expensive than other cryptographic operations
(e.g., Hash-based message authentication code (HMAC)), specified in RFC 5191 for the
PANA SA. Second, an IPsec SA is always created in [106], which is not required in many
access networks. For these reasons, IKEv2 is not considered as a replacement for PANA for
network access authentication.

This is why throughout this dissertation, we will compare with PANA only, as it better
than IKEv2 for network access authentication.
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Fig. 2.8 HIP-DEX Exchange

2.5.2 Host Identity Protocol Diet Exchange (HIP-DEX)

The Host Identity Protocol Diet Exchange (HIP-DEX) [132] is designed as an end-to-end
authentication and key establishment protocol, specifically designed for computation or
memory-constrained devices.

HIP-DEX follows a client-server architecture, called initiation and responder respectively.
The exchange consists of 4 messages. These four messages are I/, RI, I2 and R2. Figure 2.8
illustrates the HIP-DEX protocol message flow.

The first message, /1, includes the source host identity tag (HIT) (a 128-bit value encod-
ing a hashed encoding of the Host Identifier) and the destination Host Identity Tag (HIT)
optionally if it is known. I1 also initializes the negotiation of the Diffie-Hellman (DH) group
used for generating the Master Key SA. The second message, R/, contains a puzzle (i.e.,
a cryptographic challenge) intended for the initiator. R1 also specifies the Diffie-Hellman
parameter and the supported cryptosuite of the Responder. The third message, 12, sends the
solution of the puzzle, plus a key wrap parameter (cyphered with the session key from the
DH exchange) that carries secret keying material of the Initiator that will constitute half of
the final session key. This message is integrity protected with a Message Authentication
Code (MAC). The last message, R2, acknowledges the receipt of the 12 packet. R2 contains
another key wrap parameter containing the other half of the final session key and it is also
MACed. The session key is generated by the key wrapped parameters found in messages 12
and R2.

HIP-DEX is a lightweight alternative that is considered for IoT such in [90] and it is one
of the KMP depicted in IEEE 802.15.9 [5] to secure IEEE 802.15.4. Furthermore, especially
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designed for devices with very high constraints, there is a version of the HIP-DEX protocol
that uses pre-shared keys HIP-DEX PSK, proposed by Garcia-Morchon ez. al [68].

2.5.3 Datagram Transport Layer Security (DTLS)

The DTLS [162] arises from the need to provide security to the communications to new
application layer protocols that work on top of UDP, and cannot use TLS as it works on top
of TCP. DTLS is designed to be as similar as possible to TLS, with the necessary adaptations
to work on top of UDP. DTLS allows client/server applications to communicate in a way that
is designed to prevent eavesdropping, tampering, or message forgery providing equivalent
security guarantees as TLS. DTLS can be divided in two protocols the Handshake Protocol
and the Record Layer. The handshake protocol is responsible for allowing peers to agree
upon security parameters for the record layer, authenticate themselves, instantiate negotiated
security parameters, and report error conditions to each other. The Record Layer uses the
security parameters generated by the Handshake Protocol to secure the communications. To
authenticate the peers, DTLS can use Raw Public Key (RPK), Certificates or PSK.

DTLS has two main differences with respect to TLS. The first is, DTLS has to take
care of reliability, which TLS already provides by working on top of TCP. The second is,
that there is an inter-record dependency, for which stream ciphers cannot be used. To solve
these issues, the changes that are implemented are: For dealing with packet loss, DTLS adds
a retransmission timer, for reordering, a specific sequence number is added to the record
protocol. Reply detection is done with a bitmap window of the received records. To support
fragmentation, DTLS adds fragment offset and fragment length.

The architecture of DTLS defines two entities: a client and a server. The message flow
starts when the client sends the client hello message. This message is then processed by the
server and responds with a message containing a cookie, used to prevent denial of service
attacks. Then the client sends, again, the client hello message, but this time with the cookie
received from the server. After this initial exchange, the server and client exchange their
certificates and negotiate the cipher suite, after which the handshake is finished and a security
association between the client and server is used to secure their communications through the
record layer.

DTLS is the current standard to protect CoAP exchanges [190]. Due to the heavyweight
process of handshake needed in DTLS and the fact that DTLS breaks when the communica-
tion is used between CoAP endpoints through proxies or intermediaries, there are alternatives
that are being developed to cope with these drawbacks. An example of this is the OSCORE
protocol, which we will review in Section 2.5.5.
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Fig. 2.9 EDHOC message flow with symmetric key authentication

Additionally, in DTLS there is a proposal to support multi-hop topologies by Kumar et.
al where they define a new DTLS entity, the DTLS relay [108]. They define two variants
of this entity: a stateful and stateless mode. The stateful mode stores information about the
smart object that engages in the DTLS handshake, so avoiding sending this information over
the network. In the stateless mode, the DTLS relay does not store any information related to
the exchange. The IP information of the smart object is sent along with the DTLS handshake
message in a new message defined for the this relay entity: the DTLS relay message (DRY).

2.5.4 Ephemeral Diffie-Hellman Over COSE (EDHOC)

The Ephemeral Diffie-Hellman Over CBOR Object Signing and Encryption (COSE) (ED-
HOC) protocol is used for authentication and key establishment in IoT. EDHOC describes
an authenticated Diffie-Hellman Exchange with ephemeral keys to be used over any layer
[184]. The EDHOC messages are encoded using the Concise Binary Object Representation
(CBOR) and CBOR COSE. The authentication can be done using credentials established out
of band, e.g. from a trusted third party, using PSK, RPK, and X.509 certificates (Cert).

The architecture defines 2 entities in a client-server exchange: The client is called U and
the Server is called V. EDHOC uses Ephemeral Diffie-Hellman (EDH) to generate a shared
secret between both parties. This shared secret is different every time the protocol runs
because the Diffie-Hellman (DH) parameters are generated every time. Figure 2.9, illustrates
the case with authentication with symmetric keys. The message exchange is composed of 3
message:

The first message contains a session identifier (S_U), a nonce (N_U), the ephemeral
public key of U (E_U), the supported cryptosuites (ALG_1). KID is used to identify which
Pre-Shared Key to use. The second message contains the session identifier of party U (S_U)

and a new session identifier of V (S_V), another nonce (N_V), the ephemeral public key of
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V (E_V), and the chosen cryptosuite (ALG_2). It also contains a COSE structure ciphered
with the key material that was agreed. The third message contains the session identifier of V
(S_V) and a COSE object that is encrypted with the previously generated key material.
This protocol is intended to be used in constrained networks and nodes for authentication
and key agreement. It is proposed in 6TiSCH [164] as an alternative to DTLS, to create a
security association and protect the communications with OSCORE. The issue is that, like
DTLS, we need to have key material to run the security association protocol. This issue is
not addressed in the 6TiSCH minimal security framework [206], as they consider it is outside

of the scope of their document.

2.5.5 Object Security for Constrained RESTful Environments (OSCORE)

The OSCORE is a security protocol is created to secure the communications between two
CoAP endpoints. This protocol provides protection at application level, achieving end-to-end
protection. The reason for this is that the standard protocol to secure communications with
CoAP is DTLS and CoAP endpoints may communicate through proxies or intermediaries
that would break the DTLS channel used to protect CoAP exchanges. To achieve this,
OSCORE defines a new CoAP option called Object-Security Option that is used to protect
the information that is not intended to be seen by the intermediaries or proxies. OSCORE
builds upon COSE [181], providing end-to-end encryption, integrity, replay protection, and
binding of response to request.

OSCORE requires the establishment of a a shared security context between the client and
server that is used to process the COSE objects. OSCORE uses COSE with Authenticated
Encryption with Associated Data (AEAD) [125], algorithm for protecting the messages. The
Security Context in OSCORE is composed of a "Common Context", a "Sender Context",
and a "Recipient Context". The CoAP endpoints protect messages to send using the Sender
Context and verify the messages they received using the Recipient Context. Both contexts
are derived from the Common Context and additional data. The Common Context contains
the following input parameters: The algorithm used for encryption (AEAD Algorithm),
a Key Derivation Function (KDF), Master Secret and Master Salt to derive further key
material, and a common Initialization Vector (IV) for the encryption algorithm. The input
parameters that generate the security context are pre-established, and how they are established
is application specific. To generate context we can use our bootstrapping service to protect

the communications between the Smart Object and the Controller.
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2.5.6 Minimal Security Framework for 6TiSCH

The Minimal Security Framework document [206] describes the minimal framework required
for a new device that is called "pledge", to securely join a 6TiSCH network(IPv6 over the
TSCH mode of IEEE 802.15.4e). This framework follows a 3-entity architecture: a pledge
(the smart object), a Joining Proxy (an intermediary that implements a stateless CoAP proxy)
and a Join registrar / coordinator (the Controller).

They assume a one-touch scenario, where the smart object is provisioned with a Pre-
Shared Key (PSK) and, optionally, a network identifier, before attempting to join the network.
The same parameters are provisioned to the Controller. With a single CoAP exchange
(request-response) protected by OSCORE, the pledge requests admission into the network
and the Join Registrar/Coordinator (JRC), after evaluating the requests positively, sends the
link-layer keying material and a short link-layer address in the response.

In the exchange to join the network between the pledge and JRC, illustrated in Figure
2.10, 6JP stands for 6TiSCH Join Protocol. Next we elaborate the details of the exchange.

1. The pledge is listening for an Enhanced Beacon (EB) frame (IEEE 802.15.4-2015).
This EB provides information about network synchronization, which tells the pledge
when it can send a frame to the Joining Proxy (JP) and when it can expect to receive a

frame.
2. The pledge configures its link-local IPv6 address and announces it to the JP.

3. The pledge sends a Join Request to the JP, so identifying itself securely to the network.
The Join Request is forwarded to the JRC. The JRC can be co-located on the JP or
another device.

4. If the request is processed successfully, the pledge receives a join response from JRC
(through the JP), which sets up one or more link-layer keys that are used to authenticate
and encrypt subsequent transmissions to peers, and a short link-layer address for the
pledge.

They leave out of scope how these key materials and the OSCOAP security context are
generated. This provisioning process can be carried out by our bootstrapping service, which
will enable the joining of a pledge into a 6TiSCH network.

2.5.7 Enrollment over Secure Transport (EST) over CoAP

Enrollment over Secure Transport (EST) [153] is used as a certificate management protocol

that works on top of HTTPS. EST is used for authenticated/authorized endpoint certificate
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Fig. 2.10 Overview of a 6TiSCH join process.
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Fig. 2.11 EST over CoAP architecture

enrollment (and, optionally, key provisioning) through a Certificate Authority (CA) or Regis-
tration Authority (RA). This functionality is also interesting for constrained environments
and devices for which the adaptation of EST over CoAP has been designed [47]. Examples
of the use cases of EST in constrained networks are secure bootstrapping and certificate
enrollment.

The adaptation of EST to work in constrained network and devices entails the mapping
of some of the protocols used in the original version to their counterparts for constrained
networks. HTTP is mapped to CoAP to transport the EST messages. The secure transport,
in the original EST standard, is mapped to DTLS, the standard protocol to protect CoAP
exchanges. As can be seen in Figure 2.11, to maintain interoperability, there is a proxy
between both the constrained and non-constrained networks, that translates CoAP to HTTP
at the same time that it is the endpoint of both DTLS (for the constrained network) and TLS
(for the normal network).

Although this adaptation of EST for constrained networks assumes its feasibility in these
scenarios, we have to consider two drawbacks of this approach. The first is that it uses DTLS,
which is already considered heavyweight for some 10T (e.g., LPWAN ) networks due to its
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handshake. Following the use of DTLS, and as the authors themselves recognize, the proxy
must be deployed with great care, because secure connections are broken in the proxy. The
second issue with this option is that they limit the bootstrapping to devices that have the
capabilities to handle public key cryptography, because the use certificates with EST is the
only option available.

This approach is the one used in BRSKI [152], and the authors recognize that their

solution is aimed at non-constrained devices and networks.

2.6 Work in standardization Groups related to bootstrap-
ping in IoT

Among the different aspects of security, the importance of bootstrapping in IoT has been
highlighted in several works on the IETF [209, 79]. The problem of bootstrapping has been
discussed in several IETF Working Group (WG) such as 6TiSCH, ACE WG, CoRE WG
and IPv6 over Networks of Resource-constrained Nodes (610) WG. Other standardization
organisms and alliances such as IEEE, World Wide Web Consortium (W3C), OMA, European
Telecommunications Standards Institute (ETSI) and IPSO, are working in the IoT and some
of them provide insights into the bootstrapping process in the IoT.

We review next some of the work done in this regard by the aforementioned standardiza-

tion organizations.

2.6.1 Internet Engineering Task Force (IETF)

The IETF has several working groups involved in the development of protocols related to
the Internet of Things. The 6LoWPAN WG defines an adaptation to use IPv6 in IEEE
802.15.4, the CoRE WG provides protocols such as CoAP, see section 2.3.3, and OSCORE
(see section 2.5.5) to provide e nd-to-end security for constrained devices. The 6TiSCH WG
[95] takes a cross layer view in their architecture, considering aspects form the scheduling of
the communications, routing and bootstrapping of a 6TiSCH network. The ACE WG takes
a more specific , focusing on the field of security for constrained nodes and environments.
Their aim is to produce a standardized solution for authentication and authorization to "enable
authorized access to resources identified by a Uniform Resource Identifier (URI) and hosted
on a resource server in constrained environments." Currently they propose a framework
using OAuth to manage authentication and authorization, using CBOR CBOR Web Token
(CWT) to transport claims, that is, what the bearer or the token is authorized to do. Another
contribution is the development of what they are called profiles; the necessary adaptations to
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include different protocols into the ACE framework, which include OSCORE and DTLS,
among others. Proposals for novel security association protocols for IoT can be found in
Ephemeral Diffie-Hellman Over COSE (EDHOC) [184], a protocol to run an authenticated
Diffie-Hellman key exchange. The ANIMA WG, defines a common infrastructure for certain
functions like discovery, node identification, negotiation, transport and security mechanisms
in autonomic networks. Among their works, there are documents treating the bootstrapping
problem [152]. Although, they target non-constrained networks and devices as stated in their
own documents and we aim to design a bootstrapping service that can be used in constrained
devices and networks.

2.6.2 Institute of Electrical and Electronics Engineers (IEEE)

The process of bootstrapping in IEEE 802.15.4 is eased by using IEEE 802.15.9, where it
is defined how to transport KMP datagrams over IEEE 802.15.4. Guidelines are provided
on how to proceed with some current standards such as PANA, Dragonfly, 802.1X, etc.
Curiously enough, in the IEEE 802.15.9 document there is a clear distinction between PANA
and the other KMP, stating that PANA is used for bootstrapping, which they define as the
process of pre-provisioning link-layer credentials.

While this initiative optimizes the bootstrapping process by transporting the protocols
at link layer, looking at the big picture, there is a variety of radio technologies and MAC
layers, and recently there are new ones considered in LPWAN. This translates into every
technology performing a similar effort when pursuing an optimized bootstrapping protocol.
This is why in this thesis we provide a generic solution to bootstrapping to the IoT. The
results of a generic solution are not expected to improve these kinds of solutions that are
optimized at link layer. Instead, we offer a trade-off, with a generic solution that would aid

in managing the bootstrapping process.

2.6.3 3rd Generation Partnership Project (3GPP)

The 3GPP is involved in the design of what is known as 5G (Fifth Generation of mobile
communications standard). It is commonplace to see 5SG coupled with IoT and it is not
surprising, since the advent of 5G communications represents a potentially disruptive element
to IoT. With an increased data rate, a reduced end-to-end latency, and an improved coverage
with respect to 4G, 5G holds the potential to enable even the most demanding IoT applications.
Additionally, 5G focuses on the integration of heterogeneous access technologies, and may
play the role of a unified interconnection framework, facilitating a seamless connectivity of
"things" to the Internet.
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To support the large number of devices that are expected to be present in I0T, there are
different proposals and evaluations of the different technologies to carry out this task. Current
work in the 3GPP is considering EAP for authentication ! [137]. This goes along the same
line of this thesis, in the sense that we understand that integration of large scale deployments
under domains that may not be managed by the owner of the devices, most probably a
Telephone Company (TELCO). This brings to the table the need to provide flexibility when
choosing an authentication method and the need to provide Identity Federation support for
bootstrapping those devices. The use of AAA is being considered in technologies such as
LPWAN with support for large number of devices, and it is discussed in the context of 5G
with supporters [56] and detractors [200], weighing the pros and cons of the use of AAA in
5G. We can expect that, being the cons mostly related to technical issues, and vulnerabilities
of current implementations, we see that the underlying concept of AAA is still valid and can
be considered to be used in this context.

2.6.4 Other Standardization Groups

There are other standardization groups, such as the W3C, the IPSO, OMA etc. that are
involved in the development of new standards for the Internet and the IoT. We review some
of their work related to security below.

The Zigbee IP [217] standard uses PANA for the bootstrapping protocol. In particular,
the standard proposes the use of a PANA and EAP-TLS method [193] (based on X.509
certificates) for the EAP authentication. They use EAP in standalone mode without AAA
infrastructures. Nevertheless, our CoAP-based EAP lower-layer can be considered instead of
PANA, as we will see throughout this dissertation. The OMA [158] defines a protocol for
managing [oT infrastructures called (OMA Lightweight M2M (LWM2M) ). Among other
aspects, bootstrapping is defined using CoAP and DTLS. The architecture consists of three
entities, LWM2M Client, LWM2M Server and Bootstrap Server. It is specified that the
Client and the Server share credentials with the Bootstrap Server in order to authenticate,
but it is not specified how the credentials are configured. The IPSO Alliance [189] defines
the use of CoAP as application protocol, using DTLS to protect the devices with sensible
resources such as actuators unless other underlying security mechanism are used. No further
considerations are added to the security and bootstrapping landscape. Finally, the W3C [4]
considers the case of security on the smart object bootstrapping outside its scope, proposing
the adoption of other security implementations such as the ARM Trust Zone [18], although,
there is a proposal also aimed at using Generic Bootstrapping Architecture (GBA) [86].

 http://www.3gpp.org/ftp/TSG_SA/WG3_Security/TSGS3_89_Reno/Docs/S3-173155.
Z1p
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2.7 Conclusions

2.7 Conclusions

This chapter has surveyed the protocols and technologies most relevant to this dissertation,
detailing their main purpose, how they work and their relation to bootstrapping in the IoT.
Moreover, this chapter introduces the technologies that are used as bases for this dissertation,
namely AAA infrastructures, the Extensible Authentication Protocol (EAP) and the CoAP.
We have also explained the protocols that are currently used for bootstrapping in 10T, or
related to it, because they will be referred to throughout this dissertation as being categorized
as part of the SAPs within the EAP Key Management Framework (EAP-KMF). Although,
they are completely valid for the purpose for which they were designed, they do not address
all the objectives and requisites covered in this thesis and described in Chapter 1. Hence,
this document defines a new bootstrapping service to provide a better solution to the stated
problem. The following chapters of this thesis will provide the details of each contribution

and will analyze future work.
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Chapter 3

Lightweight CoAP-Based bootstrapping
service for the IoT: CoAP-EAP

This chapter introduces the first of the main contributions in this thesis, for the bootstrapping
service for LR-WPAN named CoAP-EAP. Here, we summarize the motivation for designing
a bootstrapping service for large-scale loT deployments and review, now in more detail, the
related work in the area of bootstrapping in IoT. After that, we describe the bootstrapping
service, its design, the architecture and general flow of operation. We also specify how
key material can be generated to perform different security association protocols betwen
the Smart Object and the Controller using, as an example, DTLS. Finally, we show the
experimental results and how CoAP-EAP compares toPANA, one of the current bootstrapping

protocols in [oT.

3.1 Introduction

Over the last few years, the global information network formed by Internet-connected objects,
known as the 10T [75], has undergone impressive growth. To accomplish the vision of the
Internet of Things, standardization organizations and the research community have been
working on the definition of several architectures and protocols [98, 147]. An important part
of the IoT networks is foreseen to be formed by a huge amount of devices with constrained
capabilities (called smart objects) and [P-based networking connectivity [202].

These are typically based on low power radio technologies [202] such as IEEE 802.15.4
[92] or Bluetooth Smart [71]. For IP-based communications, the IP version 6, over 6LoWPAN
standard [82] enables IPv6 connectivity for smart objects. This brings in new and promising

areas of application, such as smart cities, smart grids, home automation, e-healthcare, among
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others. While it allows for opportunities and improvements in our daily life, it also raises
multiple security risks, which need to be tackled. In particular, one of the basic aspects of
security is the bootstrapping of the smart object [36]. As described by Garcia-Morchon et
al. [70] bootstrapping refers to the process by which a smart object securely joins the [oT
network at a given time and location. It includes the authentication and authorization of a
device as well as the transfer of security parameters (e.g., keying material) to the device
to allow a trustworthy operation in a particular network. As a consequence of the process,
the node joins a security domain and accounting of the bootstrapping service usage may be
carried out.

In very demanding IoT scenarios, such as smart cities, a high number of smart objects will
need to be authenticated and authorized before joining a security domain. The bootstrapping
service is in charge of these operations. Additionally, these smart objects may belong to
different organizations yet be deployed and bootstrapped in the same security domain. Thus,
the concept of identity federation becomes relevant, though it remains unclear how it will be
managed [165].

As described in Chapters 1 and 2, the current state of the art in the area of bootstrapping
in IoT does not account for a set of requirements that allow for a bootstrapping solution
for large-scale 10T deployments. Some of the solutions are optimized for specific link-
layer technologies and are not usable in other link-layer technologies. Other solutions use
protocols that are too heavyweight for highly constrained devices and networks. Some do
not account for large-scale deployments, assuming pre-installed key material and running a
security association protocol between the smart object and the Controller, so complicating the
management of large scale deployments. Furthermore, identity federation is not considered
in most cases, which limits the applicability to scenarios that do not consider that smart
objects from different organizations might be deployed in the same security domain.

For these reasons, we foresee the key importance of AAA-based infrastructures [44]
to provide a flexible, scalable and federation-aware bootstrapping service in the IoT. The
reasons are two-fold: first, they are robust infrastructures for managing the authentication,
authorization and accounting for the activity the smart objects and, in conjunction with the
Extensible Authentication Protocol (EAP) [10], they provide a secure framework for flexible
authentication, authorization and key distribution [88, 12]. Some evidence of the use of the
AAA framework in the context of the IoT can be found in [81, 43, 2]. Second, they are
widely used to manage a great number of device connections and, therefore, AAA support
large scale deployments. In fact, AAA infrastructures based on the protocol Diameter [57]
are commonly used in 3G networks to control the access of millions of users [172]. Another

example is eduroam (educational roaming network) [212], which is a world-wide federation

56



3.2 Related work on bootstrapping in IoT

for WiFi connectivity across campuses and research and educational organizations around the
world that supports thousands of users. Eduroam deploys EAP and an AAA infrastructure
based on the Remote Authentication Dial In User Service (RADIUS) [167], which provides
the identity federation substrate.

In this context, we propose a novel bootstrapping service that is built on top of the
Constrained Application Protocol (CoAP) [190] with the assistance of EAP and AAA
infrastructures. The main reason for using CoAP is that it has recently been standardized as
the application protocol for exchanging information between smart objects and, therefore, is
specifically designed for devices with small memory and computational resources, such as
those expected in 10T networks. In fact, our proposal stems from the (realistic) assumption
that the smart objects will generally ship a CoAP implementation. Our service also assumes
the presence of a centralized entity, the Controller (e.g., the coordinator in ZigBee IP [217])
which manages the access to a particular security domain and interacts with a smart object
to perform the bootstrapping. That is, the controller authenticates and authorizes the smart
object to become a member of the security domain.

To achieve this, both entities use CoAP to transport EAP packets for the authentication
and to carry authorization. The controller can interface with a backend AAA infrastructure
to complete the EAP authentication, perform the authorization steps related with the boot-
strapping service and, optionally, account for the activity of the smart object in the security
domain.

In this chapter, we present our bootstrapping service, named CoAP-EAP, its architecture,
the design and the performance evaluation with implementation in the Contiki OS Cooja
simulator [145], as well as comparison with PANATIKI [175], which represents the best
case of bootstrapping solutions also using EAP and AAA. The rest of this Chapter is
divided as follows. Section 3.2 gives the state of the art. Section 3.3 details the proposed
bootstrapping service architecture and operation. In Section 3.4, we show performance
evaluation including message size, bootstrapping time, memory footprint, the probability of
finishing a bootstrapping (success percentage) and energy consumption. Finally, we provide

some conclusions and future work lines in Section 3.5.

3.2 Related work on bootstrapping in IoT

In IoT landscape, where the configuration process of the smart objects is expected to be as
much automated as possible, the benefits of a bootstrapping service are important: it can
provide the necessary information to the smart object when it is deployed in an easy and

automated manner making easier the scalability of the deployments.
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T. Heer et al. [81] and Garcia-Morchon et al. [70] describe the concept of bootstrapping
in IoT as the process of a smart object securely joining an IoT network at a specific place
and time. It includes the authentication and authorization of the smart object as well as
the transfer of some security parameters (e.g., keying material), so allowing a trustworthy
operation in a particular domain. As a consequence o f the process, the smart object joins a
security domain and accounting of the usage of the bootstrapping service may be carried out.
The bootstrapping process is specially important in the case of IoT where the configuration
of the smart objects is expected to be as much automated as possible, making the scalability
of the deployments easier.

In general, the importance of bootstrapping in IoT has been highlighted in several works
[209, 79]. On the one hand, the problem of bootstrapping has been discussed in several IETF
WG such as 6TiSCH, ACE WG, Constrained RESTful Environments (CoRE) WG and IPv6
over Networks of Resource-constrained Nodes (61o) WG. Additionally, an IETF mailing
list has been created specifically to discuss the bootstrapping [97]. Other standardization
organisms and alliances as IEEE, W3C, OMA, ETSI and IPSO among others, are working in
IoT and some of them provide insights into the bootstrapping process in IoT.

On the other hand, there are several proposals discussing the general problem of boot-
strapping for constrained devices while others also propose solutions that consider the use of
EAP and, in some cases, the interaction with AAA infrastructures.

Garcia-Morchon et al. [70] analyze of the IP-based security protocols for bootstrapping
in IoT networks. In the case of a centralized architecture, as our bootstrapping service, they
highlight the potential use of EAP as a protocol to perform authentication and generation of
fresh keying material. PANA [61] is proposed as a candidate to transport EAP between the
smart object, acting as the PANA client (PaC), and the controller, which is the PANA agent
(PAA) in PANA terminology. Nevertheless, these authors also recognize that the transfer of
configuration parameters in a centralized scenario can be made by other protocols. In our
solution, CoAP is used instead of PANA as EAP lower-layer.

O’Flynn et al. [144] discuss the general problem of bootstrapping for low-power wireless
networks. They also consider a centralized architecture with a root trusted entity. They
consider the option of EAP as authentication protocol and analyze PANA and IEEE 802.1X
[1] as possible EAP lower-layers. However, as analyzed in [157], link-layer solutions, such
as IEEE 802.1X, are unsuitable for multi-hop wireless networks. Additionally, He et al.
[80] includes the possibility of using HIP-DEX [132] as a bootstrapping protocol, although
this option does not have any interaction with EAP or AAA’s, limiting the case to small or

medium scenarios. Nevertheless, no concrete alternative is chosen in these works.
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Sarikaya [180] and Sarikaya et al. [178] propose the use of EAP-TLS, based on certifi-
cates, as a specific method for authentication during the bootstrapping. The authors also
consider PANA or IEEE 802.1X as EAP lower-layers.

S. Das et al. [43] propose a centralized alternative usingPANA, EAP and AAA to
bootstrap a pre-shared key (PSK) to establish a DTLS [162] or IKEv2 [106] unicast security
association between the smart object and the PAA (the controller). However, CoAP is
used afterwards for the post-bootstrapping phase. In particular, the CoAP client (the smart
object) requests the CoAP server to bring a key (pull model) from an Authentication Server
(AS) which acts as EAP server (i.e., AAA server) in the EAP authentication involved in
the bootstrapping. Our solution does not require a specific protocol just for bootstrapping
(PANA) but reuses the deployment of CoAP to build the bootstrapping service.

Moreno et al. [175] designed and implemented a lightweight version of a PANA client
(PaC) for Contiki OS [52] (PANATIKI) by adapting PANA for constrained devices. It implies
removing part of the PaC state machine to make it suitable for constrained devices. Although
PANATIKI does not make any modification to the standard, it does not implement some parts
of the standard PaC state machine. In other words, it represents a reduced version of the
standard, and a best case for PANA-based solutions. That is why we will make a comparison
with PANATIKI to evaluate our proposal against an implementation that is optimized for
constrained devices.

It is important to note that (the use of) PANA is part of Zigbee IP [217]. In particular,
the standard proposes the use of a PANA and EAP-TLS method [193] (based on X.509
certificates) for the EAP authentication. They use EAP in standalone mode without AAA
infrastructures. Nevertheless, our CoAP-based EAP lower-layer could be used instead
of PANA.

Additionally, the Institute of Electrical and Electronics Engineers (IEEE) association in
the standard IEEE 802.15.9 [5] proposes a transport method for KMP datagrams that will
make use of existing KMP s with the IEEE 802.15.4 and.7. Guidelines will be provided
regarding the use of KMP s like HIP, IKEv2, IEEE 802.1X and PANA. On another note, the
European Telecommunications Standards Institute ETSI [55] defines the support for Generic
Bootstrapping Architecture (GBA) and adopts PANA as an option.

It is worth mentioning there is also another set of solutions [68, 24, 112, 158, 189, 4] that
show the need for a bootstrapping process but they do not consider EAP or AAA infrastruc-
tures as part of their solution. In this sense, they do not support federated authentication and
authorization, so limiting the deployment to small or medium scale scenarios. For example,
Garcia-Morchon et al. [68] propose two different architectures providing secure network

access, key management and secure communications. The first solution uses a variant of
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HIP-DEX based on pre-shared keys and the second solution uses DTLS. For secure network
access, a pre-shared key is assumed (i.e., manually configured by the administrator) between
a domain manager and the constrained device. This key is used in HIP-DEX or DTLS in
order to authenticate with the domain manager and gain access to the network.

Alternatively, Bergmann et al. [24] propose a bootstrapping solution with CoAP. First,
the starting node discovers another node that can assist in the bootstrapping. This helping
node serves to distribute a temporary secret and establish an association based on DTLS with
the pre-shared key (DTLS-PSK). This security association is used to obtain a final session
key. With this final session key a new DTLS session can be established. The critical part
of the solution lies in the fact that the temporary shared secret is sent in the clear with no
protection. Again, the issue with this approach is that the envisioned scenario is only valid
for small scale deployments, such as home automation systems.

Korhonen [112] adapts the 3GPP ’s Generic Bootstrapping Architecture (GBA) [93] to
fit in IoT networks. The solution maps the protocols used in GBA, such HTTP and TLS, to
its IoT counterparts, CoAP and DTLS, respectively. To simplify the bootstrapping process, a
lightweight GBA bootstrapping architecture is proposed. This architecture assumes some pre-
configuration of symmetric keys and renders the AAA server unnecessary. As a consequence,
the solution is devoid of the AAA’s architecture scalability. Moreover, it does not use EAP
and it only allows one authentication mechanism, relegating the usability to small/medium
scale deployments, such as residential networks.

The Open Mobile Alliance (OMA) [158] defines a protocol for managing IoT infrastruc-
tures called OMA Lightweight Machine to Machine (OMA LWM2M ). Among other aspects,
bootstrapping is defined using CoAP and DTLS. The architecture consists of three entities,
LWM?2M Client, LWM2M Server and Bootstrap Server. It is specified that the Client and
the Server share credentials with the Bootstrap Server in order to authenticate, but it is not
specified how the credentials are configured.

The IPSO Alliance [189] defines the use of CoAP as application protocol, using DTLS to
protect the devices with sensible resources such as actuators unless other underlying security
mechanism are used. No further considerations are added to the security and bootstrapping
landscape.

Finally, the W3C [4] considers the case of security on the smart object bootstrapping
outside its scope, proposing the adoption of other security implementations such as the ARM
Trust Zone [18], although there is a proposal aimed at using of GBA [86].

Thus, these solutions do not support large scale deployments, specially for the lack

of identity federation support. However, we envisage the necessity of scalable systems
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where smart objects from different vendors and organizations can interoperate in large scale

scenarios, for example, smart cities.

3.3 The Bootstrapping Service: CoAP-EAP

Our bootstrapping service for [oT rests on three main technologies: CoAP, EAP and AAA.
To make this service possible, we have designed a new EAP lower-layer based on CoAP, so
it is used to steer an EAP authentication between the smart object and the controller. In turn,
the controller interacts with a backend AAA infrastructure to complete the authentication
and authorization steps required in the bootstrapping.

As a consequence of the bootstrapping phase, fresh cryptographic material is generated
and shared between the smart object and the controller to dynamically establish a security
association between them. Thus, the smart object will automatically join the controller’s
security domain, and the controller will become a trusted third party for the smart object.
In this work, we present two examples to build this security association (although other
options could be considered in the future): either by integrity protecting (encryption will
be considered in the future) CoAP messages at application level with a new CoAP option,
named AUTH (AUTH-based protection), or by establishing a DTLS security association
(DTLS-based protection).

After the bootstrapping, during the post-bootstrapping phase, the smart object is able
to access other services in the security domain. These services can be provided by other
smart objects or entities, such as a border router to access the Internet service. It is worth
noting that our solution offers the framework and the cryptographic material to be used in
the post-bootstrapping, although the operation in this phase is considered as future work.
For example, after the bootstrapping, the controller may act as a key distribution center as is
specified in [76] or as an authorization server, as specified in [183].

By defining a bootstrapping service with these technologies, we propose a solution with

the following features:

*  Constrained and low-overhead. CoAP is designed for communications among smart
objects in constrained networks. Moreover, we assume that the smart object already
ships a CoAP implementation to support other services in IoT networks, so we can re-use

the source code for the bootstrapping service.

» [Interoperability. The solution is based on three well-known standards, which promotes

interoperability and easy deployment. The influence that CoAP has on constrained
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devices and their use in IoT environments as an application protocol for smart object

management benefits interoperability.

»  Security and well-known key distribution and management. The use of EAP and its
associated key management process and the guidelines for AAA key management defined

in [88] provides a mature framework for key management.

*  Flexibility. The use of EAP and AAA provides flexibility in the authentication and

authorization processes, so they can be easily adapted to the needs of [oT networks.

*  Scalability and large scale deployment. AAA framework is already deployed to support

millions of users nowadays, for example in 3G networks.

»  Federation support. AAA provides federated authentication and authorization by design.

The constrained devices that will be able to benefit from this solution will be devices
of classes 1 and 2 as described in [33]. Class O devices are not considered a target of this
solution because of their constraints in memory and processing capabilities as they are not
expected to have the resources required to communicate directly with the Internet in a secure
manner.

Below, we describe the details of the architecture of our bootstrapping service and how the
entities involved are mapped to the EAP-KMF and the AAA framework we have described
in Chapter 2.

3.3.1 CoAP as EAP Lower-Layer

One of the first questions that we should answer is the suitability of CoAP as EAP lower-layer.
In particular, the requirements for a correct EAP lower-layer are specified in [10]. We can
affirm that CoAP can be used as EAP lower-layer by contrasting its capabilities with these
requirements:

Unreliable transport. Although EAP does not assume that lower layers are reliable, CoAP
provides reliability by means of Confirmable messages. This implies that retransmission
timers at EAP level can be stopped for simplification, as recommend in [10]; Lower layer
error detection. EAP assumes the lower layer has mechanism of error detection. CoAP
is performed on top of UDP which already provides a checksum over the whole payload,
where CoAP is transported; Lower layer security. EAP does not require lower layers to
provide security services. CoAP exchanges can be performed without security; Minimum
MTU. EAP requires a EAP lower-layer with a MTU size of 1020 octets or greater. CoAP

assumes an upper bound value of 1024 octets in the payload, where EAP will be transported;

62



3.3 The Bootstrapping Service: CoAP-EAP

Possible duplication. EAP does not require handling duplication of packets. Even so, CoAP
provides a Message-ID for deduplication, which does not harm the EAP authentication
process; Ordering guarantees. EAP requires the lower-layer to preserve the ordering. CoAP
allows us to preserve this ordering by using the Message-ID values. Our bootstrapping
service uses this field for that purpose, as described in Section 3.3.3.

As observed, CoAP is able to cover each of the requirements and our bootstrapping
service can safely rely on CoAP as a transport for EAP.

3.3.2 Proposed Architecture

To handle the EAP authentication involved during the bootstrapping service, we have designed
a new EAP lower-layer based on CoAP. Basically the idea consists of transporting EAP
packets in the payload of the CoAP messages involved during the service execution. In
general, the Smart Object performs the CoAP server role and the Controller the CoAP client
role. This decision is further explained in Section 3.3.6. To save system resources, it is
assumed that the Smart Object will have only a single ongoing bootstrapping exchange and
will not process simultaneous EAP authentications in parallel with the same Controller.

Figure 3.1 shows the architecture of our bootstrapping service using CoAP as a transport
for EAP packets between the Smart Object and the Controller. We assume that a Controller
manages a security domain and, therefore, the bootstrapping process. In this way, any smart
object or entity wanting to join the security domain will have to engage with the Controller.

The Smart Object acts as end user in the AAA framework, and it will act as EAP peer
and perform the client-side of a particular EAP method. The Controller acts as the EAP
authenticator for the bootstrapping service and acts as the EAP authenticator (typically in
pass-through mode for big scale deployments) and ships a AAA client (RADIUS or Diameter)
to interact with the backend AAA infrastructure. The EAP server is typically placed in the
IdP ’s AAA server where the Smart Object is registered. Several intermediate AAA proxies
can be placed between the Controller and the IdP ’s AAA server, especially in federated
environments (although it will depend on the specific deployment) [212].

After finishing the bootstrapping service, the Controller becomes a trusted third party in
the security domain for the Smart Object so that it can interact in a secure fashion with the
rest of the entities within the domain.
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Fig. 3.1 The constrained application protocol (CoAP)-EAP architecture.
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3.3.3 General Operation Flow

In order to run the bootstrapping service, it is necessary to define a Uniform Resource
Identifier (URI) so that any endpoint can refer to the service using that value. In particular
we defined the URI as /boot for our bootstrapping service.

In this manner, when the Smart Object, acting as CoAP client, wants to start the boot-
strapping service, it sends a Confirmable POST /boot request to the Controller, which acts as
CoAP server in this first exchange (step 1). Typically, the Controller will answer back with
a response message (step 1”) saying the service is available (CoAP Response Code 2.04).
However, it may omit it and proceed with the following exchange to save this message in the
link. Then, the Controller, as CoAP client for the rest of the exchange, immediately sends a
Confirmable POST /boot request to the Smart Object as CoAP server from this point on (step
2). The Smart Object indicates the creation of a resource for the bootstrapping service to the
Controller. The message carries a nonce (nonce-c), which will be used for the generation
of fresh cryptographic material after the bootstrapping execution; and a Token with a value
chosen randomly. This value is used as the session identifier and kept during the whole
authentication. The smart object assigns an identifier to a resource (value 5 in the example)
and answers with an ACK that carries a piggybacked response with a new nonce (nonce-s),
also used for the same purpose than nonce-c, and the Token (step 3).

The Message-ID (MID) values in the requests sent by the Controller are generated
randomly, as suggested in the CoAP standard. The Controller selects a new Message-ID
value each time a new request is sent to the Smart Object, until the bootstrapping service
finishes. Moreover, the Controller stores the last Message-ID sent until correctly receiving
the corresponding ACK. The Smart Object keeps track of the last received Message-ID to
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identify retransmissions, and the previous Message-IDs during the current bootstrapping to
identify old messages. In general, a request is considered valid in terms of the Message-1D
if either this value matches the last value received, which means a retransmission of the
last response is required, or the arrival of a new Message-ID, which therefore represents
a new message. If these rules do not apply (i.e., an old Message-ID has been received),
the Smart Object silently discards the request. This is possible because the bootstrapping
service is designed as lockstep: the Controller will not send a new request until receiving the
corresponding response. When the current bootstrapping exchange finishes successfully, the
smart object can free the tracked Message-IDs, except for the last received Message-ID at
the end of the bootstrapping, just in case a retransmission is required.

After this initial handshake, the EAP authentication starts. Figure 3.2 shows an example
of exchange using a generic EAP method (EAP-X) and pass-through mode ( IdP ’s AAA
server intervenes in the EAP authentication). Nevertheless, the number of messages will
depend on the EAP method used. The Controller will use the POST method to send EAP
requests to the resource created in the Smart Object. Then, the Smart Object sends an ACK
with a piggybacked response to carry the EAP responses to the Controller (steps 4-16). This
corresponds with phases 1a and 1b in the EAP KMF (RFC 5247 [12]).

Specifically, the Controller first requests the Smart Object’s identity (EAP Req/Id) (e.g.,
smartobject@domain.net) (step 4). Then it sends its identity (EAP Res/Id) in an ACK
message (step 5). The Controller uses the information in the identity to route the EAP
Response/ld message to the IdP ’s AAA. Without loss of generality, our example is based
on RADIUS as AAA protocol. In Figure 3.2 we can observe the RADIUS Access-Request
message containing the EAP Res/Id (step 6). To inform the IdP ’s AAA that this EAP
authentication is for a bootstrapping purpose, the Controller includes the Service-Type
attribute with a new value: Bootstrapping. This is required so that the IdP ’s AAA can apply
authorization decisions adapted to the bootstrapping service.

Based on this information, the IdP ’s AAA server selects the proper EAP method for
authentication. In our example, this will be the EAP-PSK method, which implies 4 messages
(steps 7-14). EAP requests of EAP-PSK are transported to the Controller from the 1dP
’s AAA server by using Access-Challenge messages and responses are received from the
Controller by means of Access-Request.

At the end of the message exchanges, if everything has gone as expected, the Controller
receives cryptographic material (i.e., MSK) from the IdP ’s AAA server along with the EAP
Success message in a Access-Accept message. In turn, the Smart Object will be able to
generate the same keying material as defined by the EAP KMF specification. In addition

to this information, the Controller may receive authorization information from the AAA
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Fig. 3.2 CoAP-EAP bootstrapping service flow (using a generic of EAP method (EAP-X)).
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infrastructure, for example, the session lifetime (Session-Timeout attribute in RADIUS)
related with this bootstrapping process. Part of this information may be passed to the Smart
Object through, for example, a generic CoAP option named Authorization Option (step 16).
All this information is stored in the so-called bootstrapping state (see Section 3.3.5).

At this point, the Smart Object and the Controller share cryptographic material (MSK) to
establish a security association enabling the signaling to be protected between both entities
for further service requests. This corresponds to phase 2a in the EAP KMF [12]. In this
chapter, we show two examples of usage of this keying material, though other alternatives
may be considered in the future: first, the integrity protection at application level of CoAP
messages by means of a new AUTH option; second, the establishment of a DTLS security
association. In the following sections, we present some details about these alternatives,

describe how to manage the bootstrapping state and provide additional considerations.

3.3.4 Bootstrapping Security Associations
Key Hierarchy Design

The first step to protect services and messages after the bootstrapping is to design a key
hierarchy. If AUTH-based protection is used (see Section 3.3.4) a new key named CoAP
_PSK is derived. In contrast, if DTLS is used, a DTLS_PSK is derived (see Section 3.3.4).

Additionally, we have considered the derivation of an Application-Specific Root Key
(ASRK), which is used as a root of an additional key hierarchy. By using the ASRK, the
Controller can acts as key distribution center for the recently bootstrapped Smart Object. For
example, this key material will allow the Smart Object, if properly authorized, to securely
access to the services offered by the Controller, other bootstrapped Smart Objects or entities
within the security domain, which also have a security association with the Controller (the
trusted third party for all of them). How this key is used will depend on the interactions
expected in the security domain and the services accessed during post-bootstrapping. In fact,
it could be used to distribute key material to layer 2 or layer 3 security. In any case, it is left
out of this work and will be covered as part of future work.

CoAP Message Protection at Application Level: AUTH Option

Once the Controller has received the MSK from the AAA server, it can derive the CoAP_PSK.
This key is used to generate the values for the new defined AUTH option, which contains a
Message Authentication Code (MAC) for integrity protection over the entire CoAP message.
The reason for using this option is that it has been proved that running a DTLS handshake can

be really costly in terms of time in IEEE 802.15.4 networks [207]. Thus, certain applications
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Fig. 3.3 AUTH-based protection example.

may prefer not to perform the DTLS handshake. In fact, other types of (non-IEEE 802.15.4)
networks considered in IoT, generically referred to as LPWAN [134] are generally low power
and low-throughput [213] and, therefore, saving bits in the link is a benefit.

The first time this option appears is during the bootstrapping phase in the message that
conveys the EAP Success (step 16”). The corresponding ACK message (step 17°) from the
Smart Object, which closes the bootstrapping phase, also includes an AUTH option. By
verifying the MAC, one endpoint can know whether the other endpoint owns the CoAP
_PSK.

Since AUTH option is a new type of protection, a new port (to be assigned by TANA) and
a new URI scheme identifier (e.g., “coapa’) should be allocated. Thus, this last exchange
will go through this new port. From this point, any message related with the bootstrapping
service (e.g., to remove the bootstrapping state as explained in Section 3.3.5) will include the
AUTH option.

Any other service (e.g., to obtain the temperature from the smart object), implying the
communication between the Smart Object and the Controller, can also use the AUTH option
(steps 18’ and 19’). Nevertheless, this does not preclude the use of DTLS, as we will see
in Section 3.3.4 with the derivation of the DTLS_PSK. In fact, the use of either DTLS or
AUTH will depend on the service URI, “coaps” or “coapa”, respectively. The use of different
URI s to indicate the protection of the exchange are exclusive. The reason is that it is not
useful to provide integrity with the AUTH option and ciphering with DTLS, since DTLS
already offers the possibility of using integrity and ciphering. Hence, the use of the AUTH
option is used when a very simple and less taxing approach is needed.
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COAP_PSK is a 16-byte length key which is computed using AES-CMAC-PRF-128
[195] as KDF, which, in turn, uses AES-CMAC-128 [196]. Both primitives use AES-128
[28] as building block since it is widely used in constrained devices.

COAP_PSK = KDF (MSK ,“IETF_COAP_PSK" ||nonce — c||nonce — s,64, length)
3.1)

where

The AES-CMAC-PRF-128 is defined in [195]. This function uses AES-CMAC-128
as a building block; The MSK is exported by the EAP method; “IETF_COAP_PSK” is
the American Standard Code for Information Interchange (ASCII) code representation of
the non-NULL terminated string (excluding the double quotes around it). This value is
concatenated with the value of the nonces exchanged; 64 is the length of the MSK; length
is the length of the label “IETF_COAP_PSK” (13 bytes) plus the two nonces; nonce-c is a
random value sent from the Controller to the Smart Object; nonce-s is a random value sent
from the Smart Object to the Controller.

To calculate the MAC value, an endpoint inserts the AUTH option and sets its value to
16 bytes with zero. Then, it applies the function AES-CMAC-128 to generate the AUTH
Option value over the entire message as follows:

AUTH Option value = AES — CMAC — 128(COAP_PSK ,message,length) (3.2)

where

COAP_PSK is the key derived in Equation (3.1); message is the CoAP message including
the AUTH option filled with zeros; length is the length of the CoAP message including the
AUTH option.

It is worth mentioning that while we propose the use of an AUTH Option just as an exam-
ple to show the protection of CoAP messages at application level, there are additional works,
such as [214], that define additional CoAP Options to cope with protection at application
level. In parallel, Object Security for CoAP (OSCOAP) has been considered [186] to protect
CoAP messages with COSE [181] objects.

CoAP Message Protection with DTLS

DTLS is the standard protocol used to protect CoAP messages by default. If the Controller
wants to use DTLS for protecting messages it will not send the AUTH option (see Figure
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Fig. 3.4 Protecting post-boostrapping with datagram transport layer security (DTLS).

3.4) (step 16”). In this case, it derives a DTLS_PSK from the MSK (the Smart Object will
do the same) and starts a DTLS negotiation over port 5684. Thus, the Smart Object and
the Controller do not consider the bootstrapping to be complete until the DTLS handshake
finishes successfully.

Now, messages related with the bootstrapping service that may be exchanged from this
point (i.e., Confirmable DELETE) are protected by DTLS. Any other service can still use
DTLS (steps 18’ and 19’) if the URI scheme for this service contains “coaps” (or even decide
to use AUTH option deriving the CoAP _PSK if the URI scheme contains “coapa”).

The DTLS_PSK will also have 16 byte length and will be derived as follows:

DTLS_PSK = KDF (MSK,“IETF_DTLS_PSK" ||nonce — c||nonce — s,64, length)
(3.3)

where

MSK is exported by the EAP method; “IETF_DTLS_PSK” is the ASCII code representa-
tion of the non-NULL terminated string (excluding the double quotes around it); 64 is the
length of the MSK; length is the length of the label “IETF_DTLS_PSK” (13 bytes) plus the
two nonces; nonce-c is a random value sent from the Controller to the Smart Object; nonce-s
is a random value sent from the Smart Object to the Controller.
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As mentioned in [54], a PSK identity is needed. We consider the use of the Token value

chosen during the EAP authentication as PSK identity.

3.3.5 Bootstrapping State Definition and Management

The bootstrapping state is a set of parameters resulting from the bootstrapping process
described in Section 3.3.3. This state is maintained by the Smart Object and the Controller.
The bootstrapping state comprises the following values: both entities’ IPv6 addresses;
authorization information related with the bootstrapping service that came form the AAA
infrastructure, in particular, the supported cryptosuite, capabilities (e.g., AUTH-based or
DTLS-based protection) of the Smart Object and the lifetime associated to the state; list of
keys exported and derived from the bootstrapping procedure (COAP_PSK, DTLS_PSK and
ASRK ) and a resource identifier generated in the Smart Object after receiving a Confirmable
POST /boot request.

In general, if the lifetime of the bootstrapping state expires at both endpoints it will be
automatically removed, along with the associated resource. Nevertheless, the Smart Object
or the Controller can explicitly signal a desire to remove the bootstrapping state.

On the one hand, the Smart Object may also request the Controller to abandon the security
domain and, thus, to delete bootstrapping state. This is useful because the Smart Object may
desire to notify the Controller that it should stop sending accounting information to the AAA
infrastructure since, for example, it is leaving the security domain. In a similar way as the
Smart Object signals that it wants to start a bootstrapping by sending a Confirmable POST
message to the URI of the bootstrapping service (POST /boot), the Smart Object can signal
the Controller its desire to leave the security domain by the following URI-Path: /boot?del=X.
The part /boot indicates that the Smart Object requires the Controller to perform some action
related to the bootstrapping. This action is defined by the part ?de/=X, which signals to the
Controller that the Smart Object desires to leave the security domain, where X is the resource
identifier to be erased.

For example, Figure 3.5 shows the Smart Object sends a protected Confirmable POST
/boot?del=5 (step 20) to trigger the Controller to remove resource identifier 5. When the
Controller receives this request, it looks for an existing bootstrapping state that matches the
identifier. If the Controller has the bootstrapping state, it sends a Confirmable DELETE
request (step 21) to the Smart Object to erase the resource with the assigned identifier (e.g.,
“boot/5”). Typically, the Controller can also send the response associated to the POST but
the Smart Object considers that receiving the DELETE directly is sufficient. In fact, upon
receiving the Confirmable DELETE request, the Smart Object sends a protected ACK with
piggy-backed response (step 22) with a response code to confirm the bootstrapping state
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Fig. 3.5 Example of deleting bootstrapping state (with AUTH-based protection).

is going to be removed (2.02). If the Controller already removed the state (e.g., it already
expired), it sends an unprotected (there is no bootstrapping state) ACK message with code
4.04 (Not Found). The Smart Object may not trust this unprotected message and insist on
sending POST (e.g., 3 times) to see if it receives a protected Confirmable DELETE request.
If the Smart Object does not finally receive this request, it may consider that the Controller
has already removed the state. On the other hand, if the Controller wants to delete the
bootstrapping state, it only has to start the Confirmable DELETE request/ACK exchange.

Finally, the Smart Object may want to renew the bootstrapping state (refreshing crypto-
graphic material, lifetime, etc.) before it expires. This means a new EAP authentication, as
we have described in Section 3.3.3. This new bootstrapping exchange needs to finish before
the current bootstrapping state expires. If the new bootstrapping process finishes successfully,
the current bootstrapping state is replaced with the new one.

3.3.6 Additional Considerations
CoAP Role Selection

With the exception of the POST /boot message sent by the Smart Object to notify the
Controller the beginning of a bootstrapping process, or the POST /boot?del=X to trigger the
removal of resource X, the rest of exchanges assume that the CoAP server is the constrained
Smart Object and the CoAP client is the Controller. The main reason for this role choice is, as
suggested by [114], to simplify the Smart Object implementation, assuming this will be the
most constrained entity. Additionally, in EAP, the authenticator sends EAP requests from the

peer, which returns an EAP response. The authenticator carries the burden of retransmissions
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including additional states for this purpose in the EAP state machine [205]. Similarly, in
CoAP, the CoAP client sends CoAP requests, and the CoAP server just answers back with
a response. With our design choice, a CoAP request carries an EAP request and a CoAP
response transports an EAP response, avoiding the odd case where EAP requests go into

CoAP responses and vice-versa, which complicates the overall design.

Discovering the Controller

One aspect that has not been discussed until now is how the Smart Object discovers the
Controller. Or, in other words, how the Smart Object knows which entity supports the
bootstrapping service in a particular security domain. Actually, this process lies outside the
bootstrapping service, since there are already mechanisms for that process in CoAP. For
example, the CoRE Resource Directory [191] provides the framework to discover services.

In particular, it describes an entity called Resource Directory, which can register the
bootstrapping service (1t = “bootstrapping”). The access to this information should be
public and not protected since it will be the first service to be used for Smart Objects that
want to join the security domain. The Resource Discover will return a “coap” URI schema
(e.g., coap : | /[IP — Controller]/boot) for our bootstrapping service, meaning the initial

exchanges goes to the unprotected CoAP port.

Trusting the Controller

One question that may remain is how the Smart Object can trust the Controller. Basically this
is explained and discussed in the EAP KMF (Sections 2.3 and 3.1 Part b) [12]. In short, the
trust is based on the fact that the controller receives and uses (proof of possession) the MSK
(in reality a key derived from the MSK such as CoAP _PSK or DTLS_PSK) to establish a
security association after a successful authentication. Since the IdP ’s AAA server provides
this MSK to the Controller and the Smart Object trusts the IdP ’s AAA server, if the AUTH
option is verified correctly it means the controller obtained the MSK from a trusted entity
(the IdP ’s AAA server) and derived the CoAP _PSK. Alternatively, if the DTLS handshake
is used and finishes correctly, it means the Controller was able to derive the DTLS_PSK from
the MSK.

Additionally, the Controller needs to be trusted by the AAA infrastructure. This is
typically done by the SP administrator configuring the Controller with a credential (e.g., a
shared secret) that can be verified by the SP’s AAA server. Moreover, the SP’s AAA server

is configured to register the Controller as a trusted entity. In the same way, SP’s AAA server
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is trusted by the IdP ’s AAA server. Thus, the Controller is trusted by the AAA infrastructure

for a principle of trust transitivity, which is the common model in AAA infrastructures [44].

Authorization Aspects

Authorization is also an important part of the bootstrapping process. The authorization
information related to the bootstrapping service (bootstrapping authorization information)
determines, for example, whether the Smart Object can join the security domain and under
what conditions. Since our bootstrapping solution is based on AAA framework, the autho-
rization information is carried to the Controller in the form of AAA attributes. RADIUS
and Diameter define a myriad of attributes (e.g., NAS-Filter-Rules, Framed-MTU, Session-
Timeout, efc.) to carry this information. For more fine-grained authorization, [89] has
recently specified how to transport SAML in RADIUS attributes, though more constrained
authorization information (in term of message size) could be expressed in JavaScript Object
Notation (JSON) [39] or CBOR [34] format. However nothing has yet been defined in this
regard.

We consider that the set of attributes already defined in RADIUS or Diameter could be
a good starting point for a basic and correct authorization of the bootstrapping service. In
particular, we have paid attention to the lifetime associated to the bootstrapping state or the
service type. Nevertheless, if other types of information are required (for example, certain
domains may require a hardware profile of the Smart Object to take an authorization decision
regarding the Smart Object, even though it is successfully authenticated), this may require
the definition of new IoT-based AAA extensions, such as [194]. Nevertheless, the AAA
framework is prepared to be easily extended so giving the required flexibility to provide any
application-specific authorization information needed for IoT applications.

Additional authorization information may be required after the bootstrapping for the
operation in the security domain. For example, this is required for accessing services provided
by other Smart Objects, the Controller, border routers, efc., in the security domain. This
information is also application specific and considered as part of future research. Nevertheless,
the IETF ACE WG is investigating solutions for this post-bootstrapping authorization process.

Finally, how the Controller will handle any authorization information will depend on
the local security policies and the activity of the Smart Object in the security domain.
Additionally, if some authorization related information needs to be carried to the Smart Object
we will use our CoAP-based EAP lower-layer for the transport. The general framework
to support this is using CoAP options containing the required information. For example,
an Authorization Option may be included in the CoAP message to notify the Smart Object

with the bootstrapping authorization lifetime value, if this value is different from the default,
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which is 8 hours following the hint in [12]. Knowing the session lifetime will allow the Smart

Object to arrange a new bootstrapping before the existing bootstrapping state expires.

Cryptographic Suite and Protection Selection

In order to simplify the bootstrapping service, we assume a default cryptographic suite
based on Advanced Encryption Standard (AES) algorithm. We assume AES-CMAC-PRF-
128 as the default KDF (see Section 3.3.4); AES-CMAC-128 to generate the new AUTH
option (Section 3.3.4); and, when encryption and integrity protection are required at CoAP
application level, we assume AES in Counter with CBC-MAC (CCM) Mode (AES-CCM)
[211]. In any case, some sort of negotiation is important to support cryptographic agility
[138].

In our model, the controller is the entity which decides the cryptographic suite that must
be used in the security domain. Thus, the information the controller needs to know about
the Smart Object is the supported cryptosuite. Since our solution is AAA-centric, the IdP ’s
AAA, where the smart object is registered, can provide this information to the Controller
during the bootstrapping, so that it can finally decide what option to choose. Thus, this
information is not sent over the constrained network reducing the CoAP message size of the
bootstrapping service. Additionally, the IdP ’s AAA can inform if the smart object supports
AUTH-based protection, DTLS-based protection or both.

In contrast, the AAA protocol needs to carry this information. However, there are no
standard attributes for this. It means defining several new attributes: Encryption-Type, KDF-
Type, Protection-Type and MAC-Type. These attributes would carry one octet specifying
the algorithm (for example, using the value in [218]) for ciphering; the KDF to derive
cryptographic material; the function to generate the AUTH option value, and the type of
protection supported by the smart object, respectively.

The IdP ’s AAA server may include an attribute of this type per each supported algorithm
when sending the EAP Success to the Controller. For simplicity, if these attributes are not
included, the Controller will assume that the default values are those supported by the smart
object and that both AUTH-based protection or DTLS-based are supported.

Finally, the smart object needs to be informed about the decision as well. This can be
done in the last POST message containing the EAP Success (step 16) through a new option
Cryptosuite that contains 3 bytes (3-tuple) with: encryption, KDF and MAC algorithms.
Nevertheless, to avoid increasing the message size, if this option is not included it is assumed
that the default values will be the chosen ones. The use of AUTH-based or DTLS-based

protection is determined because the Smart Object sees a message over the DTLS port and
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protected with DTLS or a message with AUTH option over the yet-to-be defined port for
AUTH-based protection.

Other Security Considerations

On the one hand, our bootstrapping service makes use of EAP and AAA and associated
key management. In terms of security, the solution does not add anything different than
existing deployments of EAP and AAA do. In this sense, it follows the EAP Key Management
Framework [12] and the Guidance for Authentication, Authorization, and Accounting (AAA)
Key Management [88].

On the other hand, the AES-based cryptosuite selected as default is well-known and
already deployed nowadays in IoT devices [136]. It is worth noting that the cryptosuite
negotiation is for the operation at bootstrapping service level. In other words, the DTLS
negotiation can select a different set of algorithms.

Nevertheless, we should clarify how we avoid any downgrading attack during the cryp-
tosuite selection procedure shown in Section 3.3.6. This attack happens when an attacker
removes some of the algorithms to limit the set of valid cryptographic algorithms to those
more favorable to the attacker. We assume that AAA infrastructure is trusted; therefore the
path between the Smart Object and the Controller is where the attack may happen. Our
mechanism to detect this attack is simple. If protection at level application is enabled (AUTH
option) the last POST message and corresponding ACK (Figure 3.2—steps 16 and 17) are
integrity protected so any modification (removal or modification of the algorithms specified
in the POST message) will be detected by both entities. On the contrary, if DTLS is used,
we can observe in Figure 3.4 that the last POST message and corresponding ACK are not
protected. This is why the Smart object and the Controller must end the DTLS negotiation
before considering the bootstrapping complete. In reality, the KDF is the only function which
needs to be agreed in this case, since DTLS already performs a cryptosuite negotiation. Thus,
if an attacker has modified the KDF algorithm, the DTLS _KEY derived by the Controller
and the Smart object will be different and DTLS will fail, so that the attack is detected.

3.4 Experimental Results

In this section we present the testbed we have defined to evaluate the performance of the
CoAP-EAP implementation done for this purpose. To complete the evaluation and analysis
we compare CoAP-EAP with PANA-based solutions, which have a similar purpose but the
EAP lower-layer is based on PANA. As a representative of PANA-based solutions, we have

chosen PANATIKI since it can be considered as a best case for these type of solutions. The
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Fig. 3.6 Testbed for the evaluation.

reason is that PANATIKI is a design and implementation of PANA optimized for constrained
devices.

In particular, we have compared CoAP-EAP with AUTH-based protection against PA-
NATIKI. The reason is that, after bootstrapping, running DTLS can be considered as the
same task in both alternatives, thus not adding value to the comparison. For the performance
of DTLS, the interested reader is referred to [207]. By including AUTH option we show the
worst case in terms of the operation of our CoAP-based EAP lower-layer (it has to process
the AUTH option) against the best case of PANA-based solutions, which is PANATIKI. Even

so, there is still some room for improvement, as we will analyze in the next sections.

3.4.1 Experimental Setup

Figure 3.6 shows the testbed we have prepared for our performance evaluation. For the
testbed we use the Cooja Network Simulator with Contiki OS in its version 2.7 [146]. The
Smart Objects used for this testbed are the Zolertia Z1 with 92 kB of nominal ROM when
compiled with 20-bit architecture support, and 8 kB of RAM. The compiler is msp430-gcc
version 4.7.2.

There is an entity in Cooja, the RPL border router, that enables the communication
between the Cooja Network and the outside physical network where the Controller is located.
Between the border router and the Smart Object thre can be 1 hop (direct link), or other
smart objects between the Controller and the Smart Object performing the bootstrapping.
The idea of having several hops is to observe the behavior of the bootstrapping time when
intermediate Smart Objects are acting as [P-forwarders.
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Table 3.1 Testbed PC.

CPU Intel(R) CoRE (TM) i5-2400 CPU @ 3.10GH
RAM 4GiB DIMM DDR3 Synchronous 1333 MHz
O.S.  Ubuntu Server 12.04.5 LTS - 32 bits
Kernel 3.13.0-32-generic

For the tests, we used a 4-byte length Token in CoAP-EAP, which provides a 32-bit for
the session identifier, as in the case of PANA. Following the recommendations in [3], we have
performed the simulations in Cooja with a randomly generated seed to automate the process
of running the simulations. We have used the default parameters in Contiki for the MAC layer
and RDC. In particular, the parameters for the simulation includes the contikimac_driver for
Radio Duty Cycling (RDC) and csma_driver for Carrier Sense Multiple Access (CSMA)
with default values. Due to the length of the PANA messages, we have had to set the
parameter UIP_CONF_BUFFER_SIZE to 250 in the Contiki OS so that PANATIKI works
correctly (otherwise no PANA authentication was completed). The same parameter is kept in
CoAP-EAP for fair comparison.

In term of the software packages, on the one hand, we have used the PANA agent (PAA)
implementation of OpenPANA [131] for the Controller in PANATIKI !. With the purpose of
making a fair comparison, we have implemented the Controller-side of our CoAP-EAP boot-
strapping service using the same PAA implementation but replacing PANA with our CoAP-
based EAP lower-layer source code. To develop this new EAP lower-layer, we used cantcoap
(https://github.com/staropram/cantcoap) as CoAP library. Although we tested several CoAP
libraries: libcoap (http://libcoap.net), erbium (http://people.inf.ethz.ch/mkovatsc/erbium.php)
and cantcoap, we decided to go for cantcoap for its simplicity, which gave us greater control
over the implementation.

On the other hand, PANATIKI is used to implement the PANA client (PaC) in the smart
objects for PANA-based solutions. In CoAP-EAP, we have transformed cantcoap from
C++ to C version for the compilation in Contiki OS. The same EAP peer state machine of
PANATIKI is used in CoAP-EAP. Finally, we have used FreeRADIUS (http://freeradius.org/)
version 2.0.2 for the role of AAA Server.

For CoAP-EAP and PANATIKI, the EAP method used to obtain experimental results is
EAP-PSK due to its lightweight nature. The EAP-PSK keys used are 16 bytes long and the
EAP identity is 6 bytes long. The implementation of EAP-PSK is common in both cases. In
the EAP peer side, EAP-PSK implementation is the one provided in PANATIKI. On the EAP
server side, the EAP-PSK implementation is that in FreeRADIUS 2.0.2.

Thttp://sourceforge.net/projects/panatiki/
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Table 3.2 Message length.

CoAP-EAP PANATIKI % CoAP-EAP Reduction
Msg. LL LL+EAP Msg. LL LL+EAP LL LL+EAP
POST 13 13 PCI 16 16
POST(nonce-c) 18 18 PAR 40 40
ACK(nonce-s) 20 20 PAN 40 40
POST(Req/1d) 17 22 PAR(Req/Id) 43 48
ACK(Res/Id) 9 20 PAN(Res/Id) 41 52
POST(EAP-PSK 1) 17 46 PAR(EAP-PSK 1) 27 56
ACK(EAP-PSK 2) 9 69 PAR(EAP-PSK 2) 24 84 *
POST(EAP-PSK 3) 17 76 * PAR(EAP-PSK 3) 25 84 *
ACK(EAP-PSK 4) 9 52 PAR(EAP-PSK 4) 25 68
POST(EAP Success) 36 40 PAR(EAP Success) 84 88 *
ACK 27 27 PAN 52 52
Total 192 403 417 628 53,9% 35,8%

LL: lower-layer message length. LL+EAP: lower-layer message length including EAP message length

3.4.2 Performance Evaluation
Message Length

In general, the message length may influence the time the Smart Object takes to process it
but, more importantly, the time that takes to send and receive it over the network. This aspect
gains relevance in lossy networks where, for example, fragmentation becomes a matter of
utmost importance [38]. Currently, the IEEE 802.15.4 defines a MTU of 127 bytes.

Table 3.2 shows the message length (in bytes) for CoOAP-EAP and PANATIKI. We show
the length of the EAP lower-layer, excluding the length of the EAP message (LL) and
including the EAP message length (LL+EAP). Thus, in the case of CoAP-EAP, LL column
includes the length of CoAP header (4 bytes), the (variable) list of CoAP options and payload,
excepting the length of EAP message itself. As PANATIKI is an implementation of PANA,
it follows the standard, so the PANA message length is the same as specified in RFC 5191
[61]. Thus, LL column for PANATIKI includes the length of the PANA message excepting
the EAP message length. In short, a PANA message includes the PANA header (16 bytes)
and a variable length payload. This payload is formed for a list of Attribute-Value Pairs
(AVPs) (e.g., the PANA message containing the EAP success, PAR(EAP Success), includes
a list of 5 ASRK s). Each ASRK has a Tag-Length-Value (TLV) format and its length is 8
bytes plus the length of the content of the ASRK. For the specific list ASRK s carried in each
PANA message during a PANA authentication, the interested reader can refer to [61]. Finally,
LL+EAP column adds the EAP message length to the values in column LL in both cases.

As a consequence, all the messages related with CoAP-EAP have a shorter length in
comparison with PANATIKI’s. In fact, it is worth noting that CoAP is designed with a short
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fixed-length binary header and compact binary options [190] and PANA was not designed
with the constraints of IoT environments in mind. Overall, there is ~36% reduction in the
number of bytes between both alternatives when looking at LL+EAP. Apart from IEEE
802.15.4 networks, we foresee that this will be also important, for example, in low power
wide area networks [134] where sending a single byte is usually very costly. If we pay
attention just to the CoAP-based EAP lower-layer that we have designed, since the EAP
implementation is common in both approaches, the reduction increases about 54%.

We expect additional impacts of our solution as a consequence of the reduction of message
length in networks where the bandwidth is really low. In particular, several discussions are
going on in the context of the IETF IPv6 over the TSCH mode of IEEE 802.15.4e (6TiSCH )
WG [209] about the use of CoAP as transport of EAP in this type of networks.

Additionally, avoiding fragmentation is important. PANATIKI surpasses this MTU
threshold, 127 bytes MTU in IEEE 802.15.4, in three messages (marked with * in Table 3.2)
in contrast with CoAP-EAP, with only one. Although the lower-layer plus EAP message
lengths are below 127 bytes, the whole packets including the MAC layer and 6LoWPAN
layer, surpasses the MTU. Thus, this is a hint to consider a different EAP method, with
shorter messages as well.

Bootstrapping Time

We have defined a scenario with different numbers of hops between the Smart Object and the
border router. This allow us to evaluate the performance of each protocol in a more realistic
scenario than a simple node connected to a border router.

The tests have been performed with different numbers of hops (), from 1 to 7 hops
between the Smart Object and the border router. We have observed though that 7-hop case
has proved to be a scenario without connectivity between the Border Router and the Smart
Object being bootstrapped. Three different packet loss ratios (0, 0.1 and 0.2) are used to
evaluate the response of both solutions.

From the different tests we have gathered the following information: (1) the bootstrapping
median time that both alternatives take to complete a bootstrapping for each number of hops
and packet loss ratio (Figure 3.7a—c); and (2) the number of bootstrapping processes that are
able to finish (success percentage (%)) in each case (Figure 3.8a—c).

We can observe in Figure 3.7a—c that there is a statistically significant difference between
the bootstrapping times in PANATIKI and CoAP-EAP. To obtain these values we performed

200 simulations for each value of n and for each packet loss ratio.
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On analyzing the distribution of the data, we noticed that, a skewness test on the data,
returned a value greater than 1. According to Jain [99] a proper index of central tendency is
the median rather than the mean, since it provides a more significant description.

In the case of 0 loss ratio and 1 hop, the median values do not differ greatly. In this
case CoAP-EAP takes ~1.5 s and PANATIKI ~1.6 s. As expected, this difference, partially
due to the reduction in message size of our solution (see Section 3.4.2), increases with the
number of hops and packet loss ratio since each intermediate smart object has to forward
a message and handle fragmentation of these messages. Since PANA has longer messages,
PANATIKI provides a longer bootstrapping time than CoAP-EAP. For example, when packet
loss is set to 0.2 loss ratio with 1 hop, the median time to accomplish a bootstrapping in
CoAP-EAP =5 s and ~6 s in PANATIKI. As expected, this time clearly increases with the
increment of number of hops.

Moreover, when the packet loss ratio increases the possibility of completing a bootstrap-
ping decreases. This is implicitly shown in Figure 3.7a—c. For example, we were not able to
complete a bootstrapping process with PANATIKI beyond 5 hops with 0 packet loss ratio; 4
hops when 0.1 packet loss ratio and 3 hops with 0.2 packet loss ratio. However, CoOAP-EAP
is able to complete the bootstrapping up to 6 hops. This is mainly due to it has a shorter
message length and, therefore, it generates less fragmentation. Additionally CoAP has a
less aggressive retransmission policy than PANA, which promotes sending less traffic over a
constrained network.

To corroborate this, Figure 3.8a—c show how the success percentage, the bootstrapping
processes really finished from those that were started, evolves as the packet loss ratio increases.
CoAP-EAP demonstrates a better performance in every packet loss ratio in comparison with
PANATIKI. In the worst case scenario with 0.2 packet loss ratio, PANATIKI with 2 hops (1
intermediary node) already has a success of ~9% which makes the bootstrapping service
impractical, whilst COAP-EAP in the same conditions is able to finish ~85% of the initiated
bootstrapping processes and keeps an acceptable success percentage as the number of hops

increases.

Message Processing Time

We have measured the processing time of the messages in the Smart Object (the most
constrained device). This time includes the processing of a request and the time that the EAP
state machine takes to process the EAP message. The response time measures the time it
takes to create the response and send it to the Controller. The results are shown in Figure 3.9

for each message exchange.

81



Lightweight CoAP-Based bootstrapping service for the IoT: CoAP-EAP

Protocol Protocol

@) CoAP-EAP @ ConP-EAP
oA PaNATIR A PANATIKI

40 40

20

A/“W )

Network Authentication Time
Netwaork Authentication Time

6 1 2 3 4

2
Number of Hops

M
Number of Hops

(a) 0.0 loss ratio (b) 0.1 loss ratio

Protocol
4 corPEAP
A PANATIKI

404

204

Network Authentication Time

3
Number of Hops

(c) 0.2 loss ratio

Fig. 3.7 Bootstrapping median time

82



3.4 Experimental Results

0.759

Success Ratio
°
@
&

0.259

Protocol

& corPEAP

1 ‘ PANATIKI

0.75

Success Ratio
°
@
2

0.25

Protocol
© corpEAP
A panaTI

4
Number of Hops

(a) 0.0 loss ratio

4
Number of Hops

(b) 0.1 loss ratio

1.004

0.75 4

Success Ratio
o
&
g

0254

Protocol
@ conreAP
1 ke PANATIKI

4
Number of Hops

(c) 0.2 loss ratio

Fig. 3.8 Success Ratio

83




Lightweight CoAP-Based bootstrapping service for the IoT: CoAP-EAP

POST/ ———————
PCl

POST1/ ] PANATIKI
PARL ‘ \

Lo SV —
PAN1

POST2/ ——————
PAR2

ACK2/

PAN2

POST3/ ]

PAR3

ACK3/

PAN3

POST4/ ]
PAR4

ACKA/

PAN4

POST5/ ]
PARS T

ACK5/ ]

PANS

O CoAP-EAP

0 5 10 15 20 25
Time (ms)
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A small advantage can be seen in the last exchange, where the AUTH check and key
generation are done in both CoAP-EAP and PANATIKI. This is motivated by two reasons.
First, the PANA message is longer than CoAP message and the cryptographic operations are
performed over a longer message and, therefore, the cryptographic operations are performed
over a longer message. Second, the processing time also includes the PANA_AUTH_KEY
generation in PANATIKI and the CoAP _PSK generation in the case of COAP-EAP. The
CoAP _PSK generation is simpler since it involves fewer parameters. For example, PANA
includes the first two messages (PAR/PAN) in the key derivation (Section 5.3 in [61]). The
reason is that a cryptographic algorithm negotiation process is performed in these two
messages and confirmed in the key derivation process. In CoAP-EAP, we do not include this,
since our assumption is that a particular KDF will be used and selected by the controller,
so no cryptographic negotiation is performed (see Section 3.3.6). In short, the CoAP _PSK
derivation is simpler than PANA_AUTH_KEY.

With a total average processing time of ~104 ms for PANATIKI and 93 ms for CoAP-
EAP, a =~11% of reduction in the processing time can be appreciated in CoAP-EAP over
PANATIKI in total.

However, if we observe only the EAP lower-layer (the EAP-PSK processing time is
common in both alternatives), with a total average processing time of ~69 ms for PANATIKI
and ~59 ms for CoAP-EAP we can confirm an improvement of ~15% in CoAP-EAP to
process the messages. Although we can observe that CoAP-EAP takes less time to process

the messages, this improvement is limited by the EAP method, which has an important
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Table 3.3 Implementations memory size.

Empty Main Network Support (e.g., [IP/UDP) EAP Lower Layer Total Size
PANATIKI 62.7 kB 249 kB 9.4 kB 5.9kB 102.9 kB *
CoAP-EAP 62.7 kB 24.9 kB 94kB 3.8kB (+4.6 kB cantcoap) 1054 kB

* This size does not include any CoAP implementation.

weight in the message processing time. In other words, the EAP method implementation has
a key impact because it limits the level of improvement. This leads us to conclude that it is
important to design very lightweight EAP methods especially adapted for IoT networks.

In any case, if we contrast these values with the effect of fragmentation and message
size in the bootstrapping time, we can see that this message processing time is practically

negligible.

Memory Footprint

In terms of the memory footprint in the Smart Object, Table 3.3 shows the size in bytes of
several components of the bootstrapping service based con CoAP-EAP or PANATIKI. To
obtain these values, we have compiled with memory optimization (-Os compiler option) a
set of programs that includes incrementally different modules (EAP, network support, EAP
lower-layer) to estimate the size with each new module. Clearly, the EAP state machine and
the corresponding modules for enabling network connectivity are also the same.

We observe that the total size of CoAP-EAP solution is slightly bigger than the PA-
NATIKI one. The main reason is the inclusion of cantcoap library, which implements CoAP.
Nevertheless we argue that CoAP implementation will surely be present in the majority of
the Smart Objects as a common module to be used for other services in the Smart Object, not
only for the bootstrapping service. Thus, this library, which adds 4.6 kB to the overall size, is
likely to be reused. In fact, it is reasonable to think that PANATIKI will also need to include
this library in real deployments to support other CoAP-based services (e.g., Ohba et al. [43]
requires CoAP also for pulling cryptographic material) giving a total of 102.9 kB + 4.6 kB
= 107.5 kB.

Let us illustrate this with an example. Let us assume we have a size of X kB available in
the Smart Object. Part of that space is occupied by the operating system and the IP/UDP stack
for communications. Of course, it is common in both alternatives (62.7 kB + 24.9 kB in our
estimation in Table 3.3). The rest of the available space is to deploy services and applications
in the Smart Object. For this, the Smart Object will ship a CoAP implementation (e.g.,
cantcoap) that will be used for the specific implementation of other services (e.g., a service to

obtain temperature measurements). In our case, this CoAP implementation is cantcoap and
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subtracts 4.6 kB from the free memory available. If we want now to support bootstrapping,
we need additional source code. PANATIKI subtracts 5.9 kB but since CoOAP-EAP is re-using
CoAP implementation it only subtracts 3.8 kB. Thus, CoAP-EAP would save 2.1 kB with
respect to PANATIKI in the available space for other services in a more realistic case.

Energy Consumption

To obtain the energy consumption, we used the Powertrace [51] tool that comes with Cooja
simulator. We used it to estimate the median energy consumed by each bootstrapping
(mJ/bootstrapping) in CoAP-EAP and PANATIKI. The different measurements show the CPU
consumption when the Smart Object is fully operative; the consumption when transmitting
(TX) and receiving (RX) consumption and, finally the total energy consumption of each
solution. Figures 3.12a—c, 3.11a—c, 3.12a—c and 3.11a—c show the energy consumption
expressed in millijoules per bootstrapping (mJ/bootstrapping) in the same cases as Section
34.2.

As observed in all the measurements, as the packet loss ratio increases, more retrans-
missions (and, therefore, more message processing) are required (processing retransmitted
messages, sending the retransmitted messages, etc.). Thus the energy spent because the CPU
1s working also increases. Additionally, we can see that the CPU consumption remains very
similar in both alternatives when packet loss ratio is around 0. The reason is that the number
of retransmissions is low and basically this CPU energy is spent on processing the messages
shown in Figure 3.9. Since these values are very similar it is reasonable to observe similar
CPU energy consumption. However, when the network conditions worsen, the CPU needs
to work more in the case of PANATIKI than CoAP-EAP, which is an evidence that more
retransmissions are required in PANATIKI due to more fragmentation as a consequence of
the message length, and due to the more aggressive retransmission policy.

The energy spent transmitting (TX) (Figure 3.11a—c, as well as as receiving (RX) mes-
sages (Figure 3.12a—c over the radio interface, are the most energy consuming tasks. In fact,
both are more important than the energy consumed by the CPU.

If the circumstances are not adverse, the best case scenario with 1 hop and 0% packet loss
ratio, the CoAP-EAP behavior (=5.2 mJ/bootstrapping) is slightly better than PANATIKI
(~6.3 ml/bootstrapping). However, CoAP-EAP clearly reduces the energy consumption
in contrast with PANATIKI when the network conditions are worse. For example, with 3
hops and 0.2 packet loss ratio PANATIKI spends around ~60 mlJ/bootstrapping in RX while
CoAP-EAP spends ~32 mJ/bootstrapping. This energy consumption is also evidence that
PANATIKI involves more retransmissions and needs to send and, therefore, receive more

messages.
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3.5 Conclusions

In the majority of scenarios with a loss ratio greater than 0, CoAP-EAP proves to be
significantly better in terms of energy consumption in each of the modes.

Finally, Figure 3.13a—c show the total energy consumption per bootstrapping including
all these factors, where we can observe that CoAP-EAP proves to be a more energy-saving
solution than PANATIKI.

3.5 Conclusions

In this chapter we have presented a novel bootstrapping service, named CoAP-EAP, for
large-scale IoT networks. The bootstrapping service is built on three main pillars. AAA
infrastructures, EAP and CoAP. CoAP-EAP defines a new and simple EAP lower-layer
using CoAP to provide a flexible, scalable, secure and constrained solution. This chapter
presents the architecture and general flow of operation, and how, after the bootstrapping is
completed, the smart object and Controller can establish a security association to secure
their communications. Finally, this chapter shows a performance evaluation, considering the
message length, bootstrapping time, message processing time, memory footprint and energy
consumption. These results are contrasted with those obtained with PANATIKI, an optimized
implementation for bootstrapping in the IoT based on PANA. We conclude that our solution,
thanks to having a shorter message size brought to the overall bootstrapping process, provides
substantial improvement in measurements such as bootstrapping time, the probability of
finishing the bootstrapping (success percentage) and energy consumption. The results show
a reduction of ~ 50% percent in the number of bytes used by the bootstrapping protocol, a
reduction in bootstrapping time up to ~ 56% and a reduction in energy consumption up to
46%. Other improvements such as memory footprint and message processing time are more
limited, mainly due to the EAP method, even when EAP-PSK is considered lightweight.
This suggests that more constrained methods may be required in the future. Nevertheless,
when we focus on one of the key contribution of our work, the proposed CoAP-based EAP
lower-layer, we observe that a part is substantially reduced in compared to PANA.

In the next chapter we explore a new area of applicability for the bootstrapping service:
Low Power Wide Area Networks (LPWAN), where reducing the message size is vital. There,
we redesign and optimize the bootstrapping service to the constraints of these networks to

provide a link-layer independent and lightweight bootstrapping service for LPWAN.
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Chapter 4

A CoAP-Based bootstrapping service for
LPWAN: LO-CoAP-EAP

This chapter introduces the second main contribution of this dissertation: Low Overhead
CoAP-EAP (LO-CoAP-EAP). The fairly recent set of technologies, known as LPWAN
imposes very high restrictions on the link, beyond those observed in WPAN and for which we
need to redesign and optimize CoAP-EAP to take into account these constraints and provide
a bootstrapping service to these technologies. In this chapter, we review the state of the art in
bootstrapping in LPWAN and show that, currently, each technology defines its own security
mechanisms. Some of them provide a process to join the network and key management,
others rely on pre-shared key material between the smart object and the network server and
lacking interoperability. After that, LO-CoAP-EAP is described, designing its architecture
and flow of operation between the Smart Object and the Controller. Then, we explain how
specific security association protocols (SAP) in LPWAN can run using key material derived
from the LO-CoAP-EAP bootstrapping. Finally, we show the performance evaluation and
compare these results with CoAP-EAP.

4.1 Introduction

The wireless technologies that have dominated the IoT landscape have been mostly Bluetooth
[72] or IEEE 802.15.4 [7] (also known as LR-WPAN ) encompassed in what are known
as Wireless Personal Area Networks (WPAN). In addition to the aforementioned wireless
technologies, there has been a recent impulse toward LPWAN [176]. LPWAN encompasses
wireless technologies for long-range communications. LPWAN allows small pieces of

information to be sent between the IoT devices and an antenna up to several kilometers
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away with small energy consumption, so expanding the impact of IoT applications on a
larger scale. Among such applications, we can mention the connection of alarms to the
cloud, smart farming and precision agriculture [176]. As a downside, LPWAN only supports
data rates as low as 50 b/s or 250 kB/s, frame sizes as low as eight bytes and restrictions to
access the medium with a duty cycle of 0.1% to 10% on some ISM bands [129]. In other
words, apart from the constraints observed in LR-WPAN, LPWAN adds a very constrained
communication link, beyond those observed in LR-WPAN.

Since the concept around LPWAN looks promising, some research groups and alliances
(e.g., LoRaWAN [197], Sigfox [192], DASH [210], Wireless Smart Ubiquitous Network
(WI-SUN) [104], etc.) are investing their resources in defining their own specific solutions
to cover the downsides of LPWAN quickly. Very recently, the Internet Engineering Task
Force (IETF) created a IPv6 over Low Power Wide-Area Networks (Ipwan) Working Group
to determine how groups can contribute to the evolution of LPWAN by defining technology
independent protocols and solutions that favor interoperability between the different wireless
technologies involved in LPWAN. For example, modifications to the 6LoWPAN standard
are under consideration to adapt IPv6 to LPWAN [128]. Another example is the adaptation
of the Constrained Application Protocol (CoAP) [190] to LPWAN. While there is an effort
to homogenize communications in this type of network based on IPv6 and CoAP, little has
been done to design a unifying solution that provides a common and well-defined model for
bootstrapping for LPWAN networks, independent of the wireless technology. Nevertheless,
this process involves authentication, authorization and key management which are also
fundamental since may allow operators and network administrators to decide whether a
particular device can or cannot join the network.

In this sense, the LPWAN WG has discussed the use of the AAA infrastructures to support
bootstrapping [59, 65, 129, 102]. The reason is that LPWAN networks look very similar
to current cellular deployments, but with very limited resources. In fact, current wireless
networks such as 3G, Worldwide Interoperability for Microwave Access (WiMAX) or WiFi
use, traditionally, AAA infrastructures to control the access to the network service on a large
scale [16, 74, 58]. These infrastructures have been based on two main protocols: Remote
Authentication Dial-In User Service (RADIUS) [167] or Diameter [57]. In conjunction with
AAA, the Extensible Authentication Protocol (EAP) [10] is also considered to authenticate
the devices because it provides a wireless technology independent protocol for flexible
authentication and robust key management [12]. By definition, the EAP key management
framework allows obtaining key material to derive new key material to bootstrap a security

association in a specific wireless technology.

94



4.2 Related Work

In this chapter, we propose a first solution for bootstrapping in LPWAN named Low-
Power CoAP-EAP (LO-CoAP-EAP) based on the design defined in CoAP-EAP. The use of
AAA infrastructures provides scalability and roaming for the bootstrapping; EAP allows
different smart objects and organizations to use different authentication mechanisms (based
on symmetric keys, certificates, etc.) according to their requirements; and CoAP, which is
used as a constrained transport for EAP between the smart object and the network which
are both connected through a link with a very limited bandwidth. The general design of
LO-CoAP-EAP starts from our previous work in Chapter 3, named CoAP-EAP, but it is
redesigned to take into account the constraints in LPWAN. In particular, LO-CoAP-EAP
provides a CoAP-based service for bootstrapping in LPWAN. The new design of LO-CoAP-
EAP reduces the number of exchanges and the overall number of bytes sent in the constrained
link. As a collateral effect, we will also prove that LO-CoAP-EAP substantially improves
CoAP-EAP in LR-WPAN networks.

The rest of this chapter is organized as follows. Section 4.2 details the related work.
Section 4.3 details the proposed bootstrapping service, LO-CoAP-EAP: the architecture
and operation. In Section 4.4, we show a performance evaluation including message length,
authentication time, the proportion of successful authentications (success ratio) and the
energy consumption in two test-beds: (1) a real deployment of a LPWAN network based
on LoRa technology to get in-the-field measurements; (2) a network based on 6LoWPAN
using the Cooja simulator to also show the impact in LR-WPAN networks. With these two
test-beds, we have compared LO-CoAP-EAP against existing related work. Finally, we

provide conclusions in Section 4.5.

4.2 Related Work

Bootstrapping for IoT is described in Heer et al. [81] and Garcia-Morchon et al. [69] as part
of the process of a smart object joining an IoT network securely, at a specific time and place.
This process entails the authentication and authorization of the smart object, as well as the
transfer of security parameters (e.g., key material) for a trustworthy operation in the security
domain.

In general, although most of the current work for bootstrapping in IoT has been devoted
to LR-WPAN, some of these (specified below) deserve attention due to the relation to our
solution. Large-scale scenarios use AAA infrastructures and EAP, while small to medium
scale do not involve AAA infrastructures. For example, Garcia-Morchon et al. [69] in the
case of the centralized scenario point out EAP as a candidate to perform the authentication

and generation of key material, proposing the Protocol for carrying Authentication for
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Network Access (PANA) [61] as a standard and link-layer independent EAP lower layer. In
fact, the ZigBee IP standard [217] uses PANA as a protocol for bootstrapping. As such, our
proposal LO-CoAP-EAP can be compared with PANA, as we will analyze in Section 4.4.
O’Flynn et al. [144] consider also a centralized architecture using EAP and PANA or 802.1X
[1] as EAP lower layers, while Sarikaya [180] and Sarikaya et al. [178] propose EAP-TLS
concretely as the authentication protocol, but without interaction with an AAA infrastructure.
S. Das et al. [42] also propose a centralized alternative using PANA, EAP and AAA to
bootstrap a PSK to establish a Datagram Transport Layer Security (DTLS) [162] or Internet
Key Exchange (IKEv2) [106] security association between the smart object and the PANA
Agent (PAA), using afterwards CoAP for the normal operation. Alternatively, Moreno et al.
[175] designed and implemented a lightweight version of a PANA client (PaC) for Contiki
0O.S. [52] (PANATIKI) by adapting PANA for constrained devices. Finally, Garcia-Carrillo
and Marin-Lopez [66] proposes a technology independent EAP lower layer using CoAP to
transport EAP messages (CoAP-EAP) that improves the PANA-based solutions, to leverage
the features of CoAP as a suitable protocol for communication between constrained devices
and use of AAA infrastructures to provide scalability and federation capabilities.

There are also solutions that use EAP adapted to IoT, by either modifying EAP itself, or
defining new EAP methods more optimized for the constraints of IoT networks. However,
these solutions imply that wireless technologies where EAP is applied need to define an EAP
lower layer specific to the technology. For example, it would imply that existing LPWAN
technologies should design their own link-layer EAP lower layers to transport those EAP methods,
which is far from the general case. On the contrary, LO-CoAP-EAP offers a wireless independent
EAP lower layer to avoid this problem and allows existing or new EAP methods for IoT to be
used without modifying the underlying technology.

Thus, the constraint LPWAN imposes on the network link requires adapting or redesigning
existing solutions. Most of the LPWAN technologies are fairly recent and are still under
development, and as a consequence, solutions related to security and bootstrapping are
still immature. Specifically, some of the alliances and organizations working in the area of
LPWAN propose solutions to authenticate and secure the communications using pre-shared
keys. Additionally, the key management is usually handled in a static manner, with no
dynamic key distribution, and there is little information about how the necessary keys will be
managed, installed, refreshed, etc., or how the devices will be authenticated to access the
network and how they will interact securely with the infrastructure. For example, DASH
[210] includes the notion of authentication and access control, defining three users (root, user
and guest) and authentication keys root and user, as well as a network key. There is no specific

mention about the method used to generate the aforementioned keys, if they are configured

96



4.2 Related Work

Table 4.1 Crypto suites used by LPWAN technologies to authenticate and encrypt the frames.

Technology Authenticati(.m/Integrity Payload Er.lcryption Manfgegmen ¢
Algorithm Algorithm
Protocol

LoRaWAN AES-128 CMAC AES-128 YES
Sigfox N/A N/A NO
IEEES02.15.4k N/A N/A -
IEEES02.15.4g AES-CCM AES-CCM -
Random Phase

Multiple Access Twoway 16-byte hash 256-bit -
(RPMA)

CBC-MAC-128/64/32

DASH-7 AES-CCM-128/64/32 AES-CIR ]
Weightless AES-128/256 AES-128/256 YES
NB-LTE AKA-128 AKA-128 YES

manually, or provided dynamically using other methods of key management. Sigfox [192]
provides integrity of the communications, with encryption at the application level, and it
considers the future integration of a secure element to store key material. However, there
is no mention of how these keys are installed, either manually or through dynamic key
management methods. IEEE 802.11ah [110] defines a modification in the scheduling of the
bootstrapping over the IEEE 802.11ai amendment, but no references to the modifications
of the bootstrapping methods are made, so we consider that they are the same as defined
for IEEE 802.11. LoRaWAN [197] does include a join procedure to authenticate the IoT
devices based on pre-shared key Application Session Key (AppSKey) to derive fresh keys
(NetworkSKey and AppSKey) to protect the LoRa link between the IoT device and the network.
Recent work ([65] and Diameter [102]) has defined a way to integrate the LoRaWAN join
procedure with AAA infrastructures to provide scalability and roaming support. However, these
solutions are tailored to LoRaWAN.

Table 4.1 summarizes the current state of several technologies related to LPWAN security
and bootstrapping, showing the algorithms used to provide integrity and encrypt the messages
and if the technology provides a key management protocol to derive fresh key material to
protect the link. There is a common occurrence of the use of symmetric cryptography,
understandable due to its properties, providing security at a computationally low cost in
comparison with asymmetric cryptography, and furthermore, the existence of hardware

implementations of the most common cryptosuite, AES, increases its efficiency.

97



A CoAP-Based bootstrapping service for LPWAN: LO-CoAP-EAP

Thus, to the best of our knowledge, this is first work to contribute a solution for bootstrap-
ping for LPWAN that tries to deal with the process in a homogeneous way through different
technologies.

4.3 Bootstrapping in LPWAN: LO-CoAP-EAP

4.3.1 Requirements of the Service

The general requirement that leads to the design of the LO-CoAP-EAP service is to have a
bootstrapping service for LPWAN regardless of the underlying radio technology being used,

relaying on current standards, with the following characteristics:

* Flexible authentication mechanism: The service has to provide the needed flexibility
for the authentication due to the variety of operators, technologies and requirements of

each deployment.

* Operational homogeneity: The service had to be built on top of a protocol that is

common to most of the IoT devices.

* Link-layer independent solution: The solution should be independent of the link-layer

technology to be supported by the set of LPWAN technologies.

* Reduce overhead: Due to the high restrictions of LPWAN in terms of bandwidth, we
need a solution with a reduced overhead, saving as much messages and bytes sent over

the link as possible.

* Bootstrapping subsequent security association protocols: As each LPWAN technology
may rely on different protocols to secure its data communications, we need to provide
key material for different protocols to secure subsequent communications between the

smart object and the network.

4.3.2 The LO-CoAP-EAP Service

Low-Overhead CoAP-EAP (LO-CoAP-EAP) is a CoAP-based and link-layer independent
bootstrapping service designed considering the constraints imposed by LPWAN networks.
LO-CoAP-EAP builds on top of three main technologies: CoAP, AAA and EAP. We use
CoAP as a lightweight application protocol for constrained devices, allowing reusing source
code in existing smart objects since CoAP is a common piece in loT stacks for Machine-to-

Machine (M2M) communications [147]. The integration with AAA infrastructures provides
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scalability, roaming/federation support and a common CoRE independent of the technology to
centralize the authentication and key distribution procedures. With EAP, we have flexibility to
choose the authentication method, depending on the requirements of different organizations.
Additionally, the EAP Key Management Framework (EAP KMF ) provides the rules for key
derivation to bootstrap security associations for different technologies, to protect data traffic
in the constrained link.

Next, we describe the architecture of LO-CoAP-EAP network authentication service and
its operation, and we detail the main changes with respect to our previous work in order to
adapt the solution to cover LPWAN networks.

4.3.3 Architecture

LO-CoAP-EAP defines three main entities in its general architecture: the smart object,
the controller and the AAA server. The smart object is the target of the authentication, and
the controller manages the network. It offers services to the security domain and intermediates
during bootstrapping between the smart object and the AAA server. Finally, the AAA server
is in charge of the authentication and granting permissions for the requested services. LO-CoAP-
EAP entities integrate EAP, CoAP and AAA as follows: the smart object instantiates an EAP peer
and a CoAP client and server; the controller integrates an EAP authenticator, a CoAP server and
client and an AAA client to interact with the AAA server (authentication server) of the identity
provider. It is worth noting that there can be one or more AAA servers between the controller and
the authentication server.

The IETF lpwan WG defines in its overview document [59] a generic terminology for
the architecture. They define end-devices as the things, sensors, actuators, etc. The radio
gateway is the end-point of the constrained link. The network gateway (or network server) is
the interconnection between the radio gateway and the Internet. Finally, LPWAN-AAA is
the entity in charge of managing the authentication. The LO-CoAP-EAP architecture maps
to their LPWAN counterparts as follows: the smart object is the end-device; the controller
acts as the network server; and the AAA server as the LPWAN-AAA.

4.3.4 General Operation

To refer to the CoAP-based service for network authentication, LO-CoAP-EAP uses the
URI coap://<controller-IP>/b. The smart object, acting as the CoAP client, initiates the
LO-CoAP-EAP exchange. Without loss of generality, we use RADIUS as the AAA protocol

in the description. The operation, shown in Figure 4.1, is as follows:
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The smart object sends a POST message (Step 1) with the no-response option [26]. This
option allows the smart object to signal it does not expect a response to this request. In
this first message, the smart object sends a random number nonce-s carried in an option
named nonce and the smart object’s identity in Network Access Identifier (NAI) format [46]
(user@domain.org) in the payload. After this first message, all the remaining exchanges will
be done with the controller acting as the CoAP client and the smart object as the CoAP server.
This role choice follows the guidelines in [115] to simplify the implementation assuming that
the smart object will be more constrained than the controller. The controller can now process
the smart object’ identity and send it to the AAA server in a RADIUS access-request (Step
2). Typically, the identity is transported in a EAP response/identity, but this implies sending
an EAP request/identity first. To save this exchange, the RADIUS (and Diameter) standard
allows the smart object’s identity to be carried into an attribute called user-name instead of
EAP-response/identity message. In this case, the attribute EAP-message, which contains
EAP messages, will be empty in this message [11, 53]. Additionally, it will include a NAS-
port-type. This attribute indicates the physical port of the controller that is authenticating
the user, and it is useful for the AAA server to know whether the access is being performed
over an LPWAN link, which may modulate the authorization decision and the delivery of
configuration parameters for the controller. After the AAA server processes this message,
it decides what EAP method is to be used based on the smart object’ identity; let us call it
EAP-X. Then, it responds with the first message of the EAP method (EAP-X 1) embedded
in the attribute EAP-message of a RADIUS access challenge (Step 3). When this message
arrives at the controller (Step 4), it decapsulates EAP-X 1, encapsulating it in the payload of
a confirmable POST message. The token value in CoAP is set to empty to further reduce the
length of the message. The smart object answers this POST with a piggybacked response
that contains the EAP response (EAP-X 2) (Step 5). The controller will then forward EAP-X
2 to the AAA server using a RADIUS access-challenge (Step 6), and so on. This process
continues until the EAP method finishes (Steps 7-10), the number of exchanges depending
on the EAP method. Finally, the AAA server sends a RADIUS access-accept with an EAP
success. Along with the EAP success, the MSK is delivered to the controller with a network
access lifetime (i.e., session-timeout) (Step 11). Then, the controller sends a confirmable
POST message that contains a nonce nonce-c in the nonce option and authorization data like
the session lifetime (Step 12) in the payload.

Typically, the EAP success is also included in this message. However, we do not include
it in order to save bandwidth, since the EAP standard allows the EAP peer (smart object) to
proceed without receiving the EAP success, but with an alternate indication of success [10].

This indication happens in two ways: (1) the reception of the confirmation POST message
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Fig. 4.1 LO-CoAP-EAP bootstrapping service flow with generic EAP method (EAP-X)

without EAP and with the AUTH option is an indication that the controller considers the EAP
authentication finished. Second, the smart object knows that the EAP authentication went
well if an MSK is available. Nevertheless, both entities still need to prove the possession
of the MSK as mentioned in the EAP Key Management Framework (EAP KMF ). It is
worth noting that this last exchange (12—13) is integrity protected by an authentication tag
embedded in an AUTH option. This provides a simple way of providing proof-of-possession
of the MSK between the smart object and the controller.

To protect the communications between the smart object and the controller, after the
LO-CoAP-EAP authentication service is completed, our solution is open to run the Security
Association Protocol (SAP) for any particular LPWAN technology, providing fresh, shared
key material with the key derivation capabilities of the EAP KMF, as we elaborate in the
next section.

The reader will note that there is a division of the exchanges in different phases in Figure
4.1. This division is there to compare easily the changes done over CoAP-EAP elaborated in

Section 4.3.6, where we describe each phase and its function.

4.3.5 Bootstrapping Security Associations for LPWAN

In this section, we specify how to derive key material from the MSK to secure the com-
munications between the controller and the smart object. The derived keys are known as
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Transient Session Keys (TSKs) [12] in EAP lingo. Based on these keys, we can run virtually
any security association that relies on pre-shared keys (in fact, existing wireless technologies
such as WiFi or WiMAX already derive TSK s from the MSK). To illustrate this, we provide
a simple example of this procedure based on LoRaWAN [197]. In particular, LoORaWAN
requires the AppKey to run its security association protocol that involves two messages: join
request/join response. Once the EAP authentication is successful, both the smart object and
the controller share the MSK. From the MSK, we derive a TSK, which will be the AppKey
in the LoORaWAN specification. For the derivation process, we use a similar KDF as the
one specified in [173]. Specifically, we use AES CMAC-PRF-128 as the Pseudo Random
Function (PRF), which uses AES-CMAC-128 as a primitive. Both primitives use AES-128
as the building block since it is widely used in constrained devices. Then, as the KDF we use
the function PRF+ defined in [106], as recommended in [173]. The PRF+ is able to generate
key material of different lengths. The example of the derivation of the AppKey can be seen
in Equation (4.1). The AppKey is a 16-byte length key. The input for the KDF (PRF+) is
the following: the MSK derived from the EAP method; an ASCII code representation of
the non-NULL terminated string “IETF_ LoRaWAN ” (excluding the quotes), to which we
concatenate the NULL value and the nonces exchanged. Sixty four is the length of the MSK;
length is the length of the output (16 in the case of the AppKey).

AppKey=KDF (MSK,“IETF_LoRaWAN" | NULL | nonce—c | nonce —s,64,length)
4.1)

The same KDF can be used to generate key material for any other technology that requires
key material to protect data frames. The unique changes would be the replacement of the label
“IETF_ LoRaWAN ” for another more appropriate one (e.g., IETF_SigFox) and the expected
length of the key material.

As depicted in Figure 4.2, once both entities have derived the AppKey, they can simply
run the LoRaWAN Over The Air (OTA) security association protocol that allows one to
derive two keys, Application Session key (AppSKey) and Network Session Key (NwkSKey),
to protect communications (see more details in [197]).

4.3.6 Main Changes to CoAP-EAP

For the design of LO-CoAP-EAP, we perform a set of changes to CoAP-EAP to achieve the
primary target of this chapter: reduce the number of bytes dedicated to the bootstrapping
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Smart Object I Controller I
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MSK POST /b/x [CON, MID=5 Token(Empty), ot
12 Options(URI-Host, nonce-c, AUTH) ], Payload(Auch)IVI
ACK [MID=5, Token (Empty), 2.04 Changed,
13 Options(AUTH)]
MSK || =-mmmmmmmmmmmeen (Auth Completed ) ----------=====---
AppKe
Yy 14 Join Request >
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AppSKey IAppSKey
NwkSKey NwkSKey

Fig. 4.2 LoRaWAN security association establishment after LO-CoAP-EAP authentication.

process traveling over the constrained link. The result is a reduction of the number of
messages on flight and the size of the messages exchanged between the smart object and the
controller.

To achieve this, we have analyzed each phase of CoAP-EAP in order to determine which
parts can be simplified. In this sense, CoAP-EAP can be divided into five phases: (I) trigger;
(II) exchange of nonces; (III) exchange of identity; (IV) exchange of EAP method; (V)
sending the EAP success. Next, we see how LO-CoAP-EAP deals with each phase.

Figure 4.3 illustrates the changes in CoAP-EAP. The red (not highlighted) arrows signify
that those messages are deleted in LO-CoAP-EAP, either because of being simplified or
that information moved to other messages. The content in the messages is crossed out and
colored in red, signifying that the content has been simplified. Common simplifications to all
phases are: (1) the URI to identify the authentication service is reduced from /boot to /b to
save three bytes in each request; (2) the token previously generated randomly, fixed for the
duration of the exchange and used as session identifier is now set to empty. Discussion about
the implications in LO-CoAP-EAP is shown in Section 4.3.7.

* Trigger (Phase I): To start the process in LO-CoAP-EAP, we send in the first POST
used to trigger the authentication process the identity of the user in the payload of the
message and the nonce-s in a new option (nonce option) for the controller. Additionally,
this message carries a no-response option [26], which indicates to the controller that there is

no need for a response of any kind to this request.

* Exchange of the nonces (Phase II): The nonce exchange that was previously done

following the trigger message is avoided, and the nonces are embedded in other

103



A CoAP-Based bootstrapping service for LPWAN: LO-CoAP-EAP

Phase |

Phase Il

Phase IV Phase Il

Phase V

Smart Object

-

POST /beet [CON, MID=0,Token(0x04),

Controller I

Options(nonce-s, no-response)], Payload(mote@um.es)]]

— « »
7 T 7

A

A

A 4

A

Access Request(EAP(Repid),
User-Name: mote@um.es,
NAS-Port-Type:18,

10

POST /beot/5 [CON, MID=11,Token(0x04),
Payload(EAP-X 1)]

Service-Type: bootstrapping)

Access Challenge (EAP-X1)

ACK [MID=11, Token (0x04), 2.04 Changed
Payload(EAP-X 2) |

Access Request(EAP-X 2)

POST /beot/5 [CON, MID=14, Token(0x04),
Payload(EAP-X (n-1))]

Access Challenge (EAP-X (n-1)

ACK [MID=14, Token (0x01), 2.04 Changed,
Payload(EAP-Xn) ]

7

Access Request(EAP-Xn)

POST /beot/5 [CON, MID=19, Token(0x01),

¥
Options(Session-Timeout*, nonce-c, AUTH*) MSK

Access Accept(EAP Success,
MSK, Session-Timeout)

Payload(EAP-Success)]

ACK [MID=19, Token (0x01), 2.04 Changed, AUTH*]

‘E CoAP

AAA Server

"

12

15

16

Fig. 4.3 Changes to the original CoAP-EAP.
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messages. Although this saves a complete exchange, its original purpose is still
considered to alleviate Denial of Service (DoS) attacks, as is discussed further in
Section 4.3.7.

* Exchange of the Identity (Phase III): After the nonce exchange, the EAP identity
was requested. This exchange is now avoided, since the EAP standard specifies this
exchange as optional. The identity of the user, as mentioned previously, is now sent in

the trigger message. With this change, we save another exchange.

* EAP method exchange (Phase IV): The messages involved in the exchange of EAP
method exchange are not further altered beyond the simplifications mentioned before and

run as expected.

* Sending the EAP success (Phase V): Sending the EAP success message to the smart
object is also optional. Avoiding sending the EAP success in the last exchange, we
save a four bytes. We only send the nonce-c to the smart object for key derivation

purposes in that last request.

It is worth noting that, as in any type of authentication process, we need radio com-
munication between the smart object and the controller for the LO-CoAP-EAP service to
work. Additionally, communication between the controller and the AAA infrastructure is
also needed to complete the process. This communication is done through the Wide Area
Network (WAN) connection, not subject to the bandwidth limitations. Certainly, the EAP
exchanges in the authentication involves an indirect communication between the smart object
and the AAA server using the controller as the intermediary, but this process will only be
done once; therefore, the smart object does not need constant connection with the AAA
infrastructure after the authentication.

4.3.7 Additional Discussion
Session Identifier and Empty Token

Changing the token value to empty saves some bytes sent over the link related to the authentication
service. However, we argue that this change does not affect the operation of the protocol.
Indeed, the purpose of the CoAP token is to correlate a CoAP request and response
[190]. More specifically, it is intended as a client-local identifier to differentiate between
concurrent requests. Based on this, we state how the LO-CoAP-EAP protocol still maintains
its functionality in spite of setting its value to empty. Firstly, since EAP is a lock-step
protocol (see Chapter 2), the LO-CoAP-EAP protocol that transports EAP is also designed
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as lock-step. The reason is simple: to obtain network access through a specific controller,
a single authentication process is enough. After all, the link is very constrained, and any
traffic should be reduced. Therefore, the controller (CoAP client) will not send a new request
until having received the corresponding response. Secondly, the original use of the token
(as the session identifier) can be fulfilled by other means: we only need a known value
by both parties that uniquely identifies the smart object. This can be done using the IPv6
address or the MAC address in case we consider a direct link between the smart object and
the controller.

Analyzing Retransmissions

Retransmissions are a tool to provide reliability for the communications, sending again a
message if there is no indication that the message arrived successfully. The retransmission
policy suggested in the CoAP standard has been adapted for LR-WPAN networks, though
some improvements may be still performed in the default policy [190]. In particular, the
default policy specifies to wait approximately 2 s between when a message is sent and the
ACKnowledgment arrives and increasing exponentially the retransmission time to double the
previous retransmission time, up to a maximum of four retransmissions.

Nonetheless, this retransmission policy needs further considerations in radio technologies
with a very low bit rate, such as LPWAN networks. For example, according to LoRa
technology, assuming a Spreading Factor (SP) of 12, the bandwidth set to 125 kHz and the
payload to the maximum allowed in LoRa (256 bytes) and setting the other variables as
default in the Semtech LoRa Modem Calculator tool [187], a message will spend on the
air approximately 7.5 s. As we can observe, before a CoAP message arrives at the other
endpoint, a retransmission may be triggered (in some cases, more than one). Thus, it is
necessary to adjust the retransmission policy in LPWAN networks.

We need to to assign the minimum elapsed time before a retransmission is sent. In CoAP,
this is called ACK_TIMEOUT. Therefore, we need to consider the parameters used in LoRa
when transmitting to get this number for the CoAP policy to establish its value. Basically,
we need to know the Round Trip Time (RTT) of a message (the time it takes to arrive from
a source to a destination and back) to establish ACK_TIMEOUT. Following the previous
example and the implementation of the CoAP retransmission mechanism, we would set
the ACK_TIMEOUT to 8 s (rounding up to cover processing time), which will give us a
MAX_TRANSMIT_SPAN of 152 s, which corresponds with the time a client considers that
a confirmable message was not received. Considering the results of the previous example, the
controller will understand that a LO-CoAP-EAP authentication is discontinued after waiting

152 s for a piggybacked response.

106



4.3 Bootstrapping in LPWAN: LO-CoAP-EAP

LoRa technology has adaptive capabilities that need to be taken into account when
establishing a retransmission policy for CoAP. As a side note, we comment that EAP has a
retransmission mechanism that is disabled, since it is running over a our reliable lower layer
LO-CoAP-EAP. Additionally, having a lower bit rate in the constrained link has an effect
on the time each party involved in LO-CoAP-EAP needs to store any state related to it. The
smart object, and its EAP state machine, needs to configure the amount of time to wait for a
valid request before aborting (known as ClientTimeout in [205]). It is also the case for the
AAA server that needs to keep the status related to the EAP authentication. If it is not stored
for sufficient time, the AAA server might assume the authentication has failed, erasing the

associated state, when it is simply just taking longer.

DoS Attacks

The new design of LO-CoAP-EAP keeps the same security properties of CoAP-EAP dis-
cussed in Section 3.6 in [66], except for one particular aspect: LO-CoAP-EAP may save
two messages after exchanging the smart object’s identity and use the smart object’s identity
in the very first message (Step 1 in Figure 4.1), so that the controller can contact the AAA
server immediately.

Although the modifications in the first message save bits in the link, this creates an
additional state (authentication state) in the controller beyond just storing the smart object’s
identity. In particular, this authentication state includes the EAP state machine, which
must be initialized with different parameters [205], and the AAA client session required
to communicate with the AAA server. This has an important implication: an attacker may
blindly send the “trigger” message with different MAC or IPv6 addresses in a loop, therefore
creating the authentication state for each trigger message sent to the controller.

When a link has unrestricted bandwidth, the number of messages starting authentications
arriving at the controller may be very high. Each one will create some authentication state
that the controller has to store for a determined time. This would provoke growth in the
number of authentication states in the controller that surpass the capacity of the controller.
However, if the capacity of the link is very reduced, then the maximum number of messages
starting an authentication is dramatically reduced, as in the case of LPWAN [15], limiting
the authentication state generated in the controller. For example, if we use LoRaWAN, when
the devices behave respecting the duty cycle, we can expect less than one authentication
request per second. In the worst case, if an attacker were to use the channel at full capacity,
we can expect around sixteen messages per second, in each channel. A controller that has to
manage thousands of legitimate devices is assumed to be able to manage this amount of states

created by attackers. In any case, if the controller evaluates that it is creating states at an
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Smart Object I Controller I

POST /b [NON, MID=0,Token(Empty), Options(nonce-s,
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1a POST /b [CON, MID=2, Token (Empty)]

Phase |

ACK [MID=2, Token (Empty), 2.01 Created,
1b Location-Path(b/5)]

\ 4

Fig. 4.4 LO-CoAP-EAP handshake.

abnormal rate, it can always perform the handshake to mitigate this effect. In summary, the
link in LPWAN is the main bottleneck and most restricted resource, which limits the number
of authentications per second that can start in the controller. In fact, sending additional
messages may create a problem in the link regardless of the use of LO-CoAP-EAP.

Either way, in order to alleviate potential Denial of Service (DoS) attacks, the controller
can always engage in an optional (it was mandatory in CoAP-EAP) handshake (1a and 1b in
Figure 4.4) with the smart object before creating the authentication state (EAP and AAA). In
this manner, the attacker cannot provoke the creation of the authentication state using a loop
since it must answer correctly the message sent by the controller. In any case, it is up to the
controller’s policy to select when this handshake should be performed or not (which is out of
scope of this work). For example, the controller may detect some irregular activity during
the access (e.g., many triggers in a very short period of time) and, as a consequence, activate

this handshake to avoid consuming resources for the authentication state.

4.4 Experimental Results

To test different technologies and conditions, we have performed evaluations in the Cooja
simulator (Test-Bed 1) [146] and with real devices for LPWAN (Test-Bed 2). The first
testbed is used to achieve three goals: (1) to get an approximation of the performance of the
protocol from one to several IP hops with different loss ratios, providing hard conditions in
the link, since there is ongoing work in LPWAN exploring the multi-hop case [22, 13, 21];
(2) to compare LO-CoAP-EAP with PANATIKI [175], which is a PANA implementation (a
current standard for a link-layer independent bootstrapping in IoT ) adapted to the Contiki
0.S.; and (3) to give proof that LO-CoAP-EAP also provides important improvement with
respect to COAP-EAP in LR-WPAN. Based on the results of this first approximation, we have
prepared a real LPWAN deployment using LoRa radio technology (a LoRaFabian [151]
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Table 4.2 Comparison of the message lengths. PANATIKI, PANA implementation of Contiki.

LO-CoAP-EAP LO-CoAP-EAP
with Handshake  without Handshake

Phase Message (CoAP-EAP) LL LL +EAP LL LL+EAP LL LL +EAP LL LL +EAP

PANATIKI CoAP-EAP

1 1)POST 16 16 13 13 29 29 29 29
I 2)POST(nonce-c) 40 40 18 18 6 6 - -
3)ACK(nonce-s) 40 40 20 20 8 8 - -
111 4)POST(Request/Id) 43 48 16 21 - - - -
5)ACK(Reponse/Id) 41 60 9 28 - - - -
v 6)POST(EAP-PSK 1) 27 56 16 45 9 38 7 36
7)ACK(EAP-PSK 2) 24 84 9 69 5 65 9 69
8)POST(EAP-PSK 3) 25 84 16 75 9 68 9 68
9)ACK(EAP-PSK 4) 25 68 9 52 5 48 5 48
\" 10)POST(EAP success) 84 88 35 39 34 38 34 38
11)ACK 52 52 27 27 23 23 23 23
% Reduction over PANATIKI - - ~55% ~36% ~69% ~49% ~72% ~51%
% Reduction over CoOAP-EAP - - - - ~32% ~20% ~38% ~23%
Total 417 636 188 407 128 323 116 311

LL: Lower Layer message length.
LL + EAP : Lower Layer message length including EAP message length.

network), as a representative example of LPWAN, with real devices for LPWAN. Without
loss of generality, we have obtained our results using a light and standard EAP method,
EAP-PSK. This method consists only of four messages to complete the authentication. Since
our solution is independent of the EAP method, any other method could have been used.
The parameters to be measured are: (1) message length, (2) network authentication time
and success ratio (that is, the relation between finished and initiated authentications), (3)

energy consumption and (4) memory footprint.

4.4.1 Message Length

In general, the message length is relevant in terms of the time the smart object takes to process
it (including the time to send and receive messages over the network). In LPWAN, this is
Encapsulating Security Payload (ESP) ecially relevant, taking into account the restrictions of
LPWAN in the link.

Table 4.2 shows the comparison in terms of message length (in bytes) for each alternative:
(1) PANATIKI, (2) CoAP-EAP, (3) LO-CoAP-EAP with handshake and (4) LO-CoAP-EAP
without handshake. We detail the length of the EAP lower layer without the EAP message
(LL) and including it (LL + EAP). PANATIKI is shown for reference since a detailed
description of the message length comparison with CoAP-EAP is done in [66]. This will
give a better understanding of the impact the redesign has on the reduction of the size of the

protocol and, overall, the percentage of bytes saved in each case.
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Overall, an important reduction in size of the lower layer can be appreciated. With
CoAP-EAP over PANATIKI, we reduce up to ~50% comparing the lower layer and up to
~32% the lower layer + EAP messages. With LO-CoAP-EAP over PANATIKI, we reduce
up to ~=70% compared with the lower layer,and up to ~50% the lower layer + EAP messages.
Comparing LO-CoAP-EAP with CoAP-EAP and with LO-CoAP-EAP with handshake, we
have a reduction of ~ 30% for the lower layer and a reduction of ~22% over the whole
protocol exchange (lower layer + EAP messages). For LO-CoAP-EAP with handshake, this
reduction is ~39% for the lower layer and ~25% for the whole protocol exchange compared
with CoAP-EAP. This reduction is important to consider in very constrained links such as
LPWAN networks, as we show in Section 4.4.3.

4.4.2 LO-CoAP-EAP Performance in the Cooja Simulator

Figure 4.5 shows the test-bed we use in the Cooja Network Simulator with Contiki OS
Version 2.7 [146]. The smart objects used are the Zolertia Z1 with 92 kB of nominal
ROM when compiled with 20-bit architecture support and 8 kB of RAM. The compiler is
msp430-gcc Version 4.7.2. The specifications of the computer used for running the test-bed
are shown in Table 4.3. In terms of the software packages, we have used cantcoap [127]
ported to C language since it gives us the flexibility needed to only create CoAP messages
without including the REST engine integration, which is sufficient for our proof-of-concept
implementation. In this test-bed, we use the /Pv6 Routing Protocol for LLN (RPL) border
router, which enables communication between the simulated Cooja Network and the outside
physical network where the controller is located. Between the border router and the smart
object, there can be zero or more smart objects. Having several hops between the smart object
and the controller allow us to observe the behavior of the bootstrapping process in multi-hop
networks and how each parameter is affected (network authentication time, success ratio
and energy consumption), when intermediate smart objects act as IP-forwarders. Following
the recommendations in [3], we have performed the simulations in Cooja with a randomly
generated seed to automate running the simulations and have used the default values for
Radio Duty Cycling (RDC) in Cooja: the contikimac_driver RDC driver with a channel
check value of 8 Hz.

We show the different performance measurements gathered with the Cooja simulator to
compare LO-CoAP-EAP performance with CoOAP-EAP and PANATIKI. The evaluation is
done in different scenarios: (1) with different numbers of hops ranging from 1-4 and (2)
with different lossy environments with loss ratios of 0.0 0.1 and 0.2. These data have been

gathered after performing around 100 authentications per scenario.
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Table 4.3 Cooja test-bed specifications.

CPU Intel(R) CoRE (TM) i5-2400 CPU @ 3.10 GHz
RAM 4 GiB DIMM DDR3 Synchronous 1333 MHz
0.S.  Ubuntu Server 12.04.5 LTS-32 bits
Kernel 3.13.0-32-generic
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Fig. 4.5 Cooja test-bed.

Network Authentication Time in Cooja

Figure 4.6 shows the bootstrapping time. Generally, we can see that PANATIKI sets an upper
bound to the authentication time, while LO-CoAP-EAP with handshake sets the lower bound.
All CoAP-based solutions show a statistically significant different with respect to PANATIKI.

As we can see in Table 4.4, the improvement is up to ~68% comparing any CoAP-based
solution with PANATIKI. As expected, this difference is partially due to the reduction in
message length of the CoAP-based solutions and the reduction of the number of messages
in LO-CoAP-EAP. Since PANA has longer messages, PANATIKI takes longer to complete
an authentication than any CoAP-based solutions. Among the CoAP based solutions, LO-
CoAP-EAP improvement ranges from ~26%—-~53% with respect to CoAP-EAP, also due to
the reduction in size and number of exchanges in LO-CoAP-EAP.

With CoAP-EAP, there was little difference with PANATIKI in the most favorable condi-
tions (fewer hops and loss ratio), whereas with LO-CoAP-EAP with or without handshake,
the improvement is noticeable, even with more favorable conditions.

Figure 4.7 shows the success ratio with different loss ratios: 0.0 4.7a, 0.1 4.7b and 0.2
4.7c. When the packet loss ratio increases, the possibility of completing a bootstrapping procedure
decreases. In this sense, we can see that PANATIKI sets a lower bound to the success ratio, while
LO-CoAP-EAP sets an upper bound. CoAP-based solutions demonstrate a better performance
in every packet loss ratio in comparison with PANATIKI. As mentioned before, the length and
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LO-CoAP-EAP LO-CoAP-EAP
Protocol CoAP-EAP with Handshake without Handshake
PANATIKI 4.5-39.9% 33.6-62.8% 38.8-67.7%
CoAP-EAP - 26.5-41.3% 35.5-52.8%
LO-CoAP-EAP
with handshake i 0-28.2%

Table 4.4 Comparing the improvement of network authentication Time among PANATIKI,
CoAP-EAP, LO-CoAP-EAP without handshake and LO-CoAP-EAP with handshake.
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Fig. 4.7 Success Ratio in Cooja for LO-CoAP-EAP, CoAP-EAP and PANATIKI

quantity of messages to exchange play an important role, not only in the time it takes to complete
an authentication, but also to complete the authentication successfully.

As can be seen, PANATIKI is not able to finish authentications with three hops. CoAP-
based solutions are able to complete the authentication generally with a greater success
ratio, since the reduction in the number of messages and their shorter message length has
an impact on the overall number of exchanges and a reduction in fragmentation. Among
the CoAP-based solutions, in the more favorable cases, the improvement is negligible and
increases as the conditions are more severe. LO-CoAP-EAP improvement with respect
to CoAP-EAP goes up to 43%. This difference can also be attributed to the reduction in
message length and the number of messages.
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When evaluating the time to complete the bootstrapping, it is worth noting that this
process is done prior to the smart object being able to send or receive data traffic. This means
that how much time it takes to finish the authentication is not so important. However, it
is important to finish it even in harsh conditions. This is even more relevant in LPWAN
where the time to transmit and receive messages is considerable. For example, with a 0.2
loss ratio and four hops, LO-CoAP-EAP takes ~18 s to complete the bootstrapping. This
time is reasonable because: (1) we are assuming a very constrained link; (2) this process is
only done once, before the smart object can do anything else; (3) it will only be done again

in case the device looses its state or it resets.

Energy Consumption in Cooja

To perform the evaluation of the energy consumption, we used the Powertrace [51] tool
that comes with the Cooja simulator. We use it to estimate the median energy consumed
by each network authentication (mJ/network authentication) in LO-CoAP-EAP and CoAP-
EAP (PANATIKI is also set as the reference). There are different measurements: CPU
consumption when the smart object is fully operative (not in low power or sleeping mode);
the consumption when transmitting (TX), receiving (RX) and the total energy consumption.
For the sake of simplicity, we show the total energy consumption per authentication as
a representative measurement, since it gives a general view of the requirements of each
solution in terms of energy consumption. The total energy consumption is measured for three
different loss ratio scenarios; 0.0, 0.1 and 0.2, respectively; and for different hops ranging
from 1-4 hops between the smart object and border router.

Figure 4.8 shows the energy consumption with different loss ratios: 0 4.8a, 0.1 4.8b and
0.2 4.8b. The energy consumption, is greatly affected by the energy dedicated to sending
and receiving messages. As the number and length of the messages increase, the energy
consumption increases, as well. This is aggravated by the fragmentation of the messages, the
retransmissions, etc.

The improvement, as shown in Table 4.5, ranges from 7%—-63% comparing any CoAP-
based solution with PANTIKI. The greater the length of the messages, more bytes are sent
over the network. This is worsened when fragmentation occurs in a message, hindering the
completion of an authentication. In the particular case of PANATIKI, it also has a more
aggressive retransmission policy than CoAP, which results in sending more traffic over
a constrained network. Among the CoAP-based solutions, LO-CoAP-EAP improvement
ranges from 23%-50% with respect to CoOAP-EAP. The reduction in size and number of
messages is also a factor in the reduction of the energy consumption of LO-CoAP-EAP over
CoAP-EAP. This is also noticeable comparing LO-CoAP-EAP with and without handshake.
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Fig. 4.8 Total Energy Consmuption in Cooja for LO-CoAP-EAP, CoAP-EAP and PANATIKI

The added exchange of the handshake also influences significantly the energy consumption,

as can be appreciated in Figure 4.8.

Memory Footprint in Cooja

Table 4.6 shows the memory footprint of each implementation. First, we show for reference
the memory footprint of an empty program, representing the memory use of the O.S. After
that, we show the memory footprint of each solution that includes the empty program
measurements. The two columns represent how much memory is used in both ROM and
RAM. The empty program uses ~20 kB of ROM and ~3.4 kB of RAM; PANATIKI uses
~47 kB of ROM and ~6 kB of RAM; CoAP-EAP ~47.5 kB of ROM and ~5.5 kB of RAM;
and LO-CoAP-EAP ~48 kB of ROM and ~5.5 kB of RAM. These values include the O.S.,
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LO-CoAP-EAP  LO-CoAP-EAP
Protocol  CoAP-EAP . yondshake without Handshake

PANATIKI 6.7-32.8% 35.3-54.7 % 49.3-63.3%
CoAP-EAP - 23.2-32.6% 40.4—49.5 %
LO-CoAP-EAP
with handshake i 15.8-27.7%

Table 4.5 Energy consumption comparison.

Implementation ROM (Bytes) RAM (Bytes)

Empty Program 20,505 3,410
PANATIKI 47,151 6,006
CoAP-EAP 47,601 5,484

LO-CoAP-EAP 48,019 5,484

Table 4.6 Memory footprint of the implementations in Cooja.

the necessary network modules, the EAP state machine, the EAP method and the EAP lower
layer. For a fair comparison, we use the same EAP state machine and EAP method.
Comparing the results, we can say that all EAP lower layers have a similar memory
footprint. In PANATIKI, the O.S. employs ~43.5% of ROM and 57% of RAM. For both
CoAP-EAP and LO-CoAP-EAP, the S.O represents ~43% ROM and ~62% of RAM. The
differences between CoAP-EAP and CoAP-EAP are in terms of code, to handle the case
where it is handshake or not. Even though the CoAP-based solutions use more memory
dedicated to the code, this is not an issue, since by using CoAP, we are sharing a common
library present in most IoT devices (a CoAP implementation). PANATIKI would have to
add the CoAP library to the existing code to support CoAP services, and this is one of the
advantages of using a CoAP-based EAP lower layer for 10T (see more details in [66]).

4.4.3 LoRaFabian Network Test-Bed

For the test with LPWAN, we use a real LPWAN deployment: the LoRa network in Rennes,
France. A snapshot of part of the city of Rennes where the deployment is located is shown in
Figure 4.9. The deployment consists of three antennas ( LoRa base stations) from Kerlink
covering a fair portion of the city. Two of the antennas are installed on the structures
maintained by Telediffusion de France (TDF) (Telediffusion de France), the company that
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Fig. 4.9 LoRa Fabian network in Rennes, France.

provides telecommunication services in France, and the closest antenna is the one that is
installed in the IMTatlantique’s campus itself (previously known as Telecom Bretagne). The
location of the measurement where the end device was used is more than 100 m away from
the antenna in IMT atlantique.

The setup is shown in Figure 4.10. It has a star topology, which means the end nodes
can reach the gateway in a single hop. The smart object instantiated in the end-device (from
froggy factory (www.froggyfactory.com)) runs on Contiki and has an embedded LoRa radio
coupled with an Arduino board to derive its power.

According to the architecture presented in Section 4.3.3, the controller will be in the
gateway. Because it was not possible to avoid disrupting the production deployment, the
controller was located in an external entity. For the gateway to communicate with the external
authenticator, the CoAP messages were sent over HTTP to the controller that has a Python
hook enabled that serves as a proxy to transfer the CoAP packets from HTTP to UDP.
Although separated, in this test-bed, the controller and gateway would be co-located in the
same entity in a production deployment. Finally, the AAA server runs FreeRADIUS Version
2.0.2 (freeradius.org).

In this test-bed, the nearest antenna is located <100 m from the end-device. These data
have been gathered after performing 15 authentications per parameter to obtain bootstrapping
time and energy consumption.

The LoraServer sends a beacon every 30 s, which is broadcast to the network using the
antenna. The end device, upon receiving the beacon from the antenna, shall register itself to

the network by sending a response to the beacon with its hardware address after a random
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delay in order to avoid collision with other devices. The network shall send a message to
the devices by specifying the device’s hardware address as the destination address in the
802.15.4 frame. The end device is continuously listening on the channel frequency except

for the period of transmission.

Network Authentication Time in LoRa

A measurement that characterizes each solution of network authentication is the time it
takes to complete. The graphs showing the median network authentication times can be
seen in Figure 4.11. As may be appreciated in those figures, we can say that there is a
statistically significant improvement in the network authentication time in LO-CoAP-EAP
over COAP-EAP.

To measure the network authentication, we have to consider that the Round Trip Time

(RTT) constitutes the major portion of the bootstrapping time in this test-bed. It is the time
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that is measured between two successive message received by the end device from the LoRa
antenna, and it includes the travel time over the air, the message processing time in the
Python hook, the authenticator and the RADIUS server. The total network authentication
time is the interval that is measured between the time when the end device sends the first
message to trigger the authentication mechanism (Phase I) and the time when the ACK for
the last request containing the AUTH option is sent for the key confirmation (Phase V).
Figure 4.11 shows the time taken by the end devices at each phase and the total time of the
authentication process for one instance of each of the solutions (CoAP-EAP, LO-CoAP-EAP
and LO-CoAP-EAP with handshake).

We can see that at Phase I, all solutions spend a similar time to complete this task. After
that, CoAP-EAP and LO-CoAP-EAP with handshake show a similar time as a consequence
of the handshake exchange. On the contrary, LO-CoAP-EAP saves this time. Regarding
Phase III where the EAP identity is exchanged, only CoAP-EAP engages in that exchange.
Phase IV, common to all solutions, where the EAP method is exchanged, presents similar
values in the time spent during the exchange. Finally, for the final exchange, where the
AUTH option is present, we can also see similar values for all solutions.

As we can see, LO-CoAP-EAP has fewer exchanges and less bytes traveling in the
network, and for these reasons, it takes lesser time (15 s) to complete the bootstrapping
as compared to the CoAP-EAP (25 s). LO-CoAP-EAP with handshake takes 20 s, an
improvement of 5 s over CoAP-EAP, which is still a considerable improvement. Thus, we
have achieved a reduction of ~20% in the authentication time for LO-CoAP-EAP performing
the handshake and a reduction of ~40% in time for LO-CoAP-EAP. The question if this is a
reasonable time has to take into account that this process is done one time, before the device
can access the network. This is a necessary step to secure the communications and manage
the network. Furthermore, the limited bandwidth in LPWAN ( LoRa 1in this case) bound
longer transmission times, so we think that these times are not unusual.

As a side note and apart from the differences with the Cooja simulations, we can see that we
have similar values in LPWAN to the worst cases in Cooja (with a 0.2 loss ratio and 3—4 hops).
This gives us an approximation of the harsh conditions LPWAN networks are dealing with to
transmit data over the network.

Energy Consumption in LoRaFabian

As there is no Powertrace application support for the LoRa platform, we have used a digital
multimeter to measure the current drawn by the shield containing the smart object, as in

Figure 4.12 during the network authentication process.
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Fig. 4.12 Energy measurement setup.

Table 4.7 Energy measurement in LoRaFabian.

CoAP-EAP network authentication 2453.92 ml/authentication
LO-CoAP-EAP (with handshake) network authentication 1964.9 mJ/authentication
LO-CoAP-EAP (without handshake) network authentication 1473.92 mJ/authentication

The smart object is in idle mode until it receives the first radio packet and continues to
work in radio mode throughout the network authentication process.

The parameters used to measure the energy consumption are the following: the nominal
power for operation is 5 V; the current consumption in each mode is: 15 mA when idle and
19.6 mA in transmission (TX) and reception (RX). With these values, we measure the energy
consumption of each solution.

Table 4.7 shows the energy consumption of the test done in LoRa. Comparing the energy
consumption of the solutions and taking as reference CoAP-EAP, we appreciate a reduction of
~20% in energy consumption for LO-CoAP-EAP performing the handshake and a reduction
up to ~40% in energy consumption for LO-CoAP-EAP. This clearly shows a considerable

improvement over the previous solution.

Memory Footprint in LoRaFabian

Table 4.8 shows the memory use for the implementations. For these experiments, we use the
STM32F103RB mote, which as 128 kBytes of ROM and 20 kBytes of SRAM. For reference,
we show the memory footprint of an empty program and after that the values of CoAP-EAP
and LP-CoAP-EAP. The empty program uses ~8 kB of ROM and ~2.6 kB of RAM. Both
CoAP-based solutions have a similar memory footprint; CoOAP-EAP ~40.7 kB of ROM and
~8.7 kB of RAM; LO-CoAP-EAP ~41.1 kB of ROM and ~8.7 kB of RAM.

The empty program is an estimate of the memory footprint of the O.S. CoAP-EAP and
LO-CoAP-EAP include, additionally, the necessary network modules, the EAP state machine,
the EAP method and the EAP lower layer. The EAP state machine and EAP method are

120



4.5 Conclusions

Table 4.8 Memory footprint of the implementations in LoRa.

Implementation ROM (bytes) RAM (bytes)

Empty Program 7,908 2,596
CoAP-EAP 40,744 8,608
LO-CoAP-EAP 41,144 8,608

the same in all instances. Comparing the results, we can say that for both CoAP-EAP
and LO-CoAP-EAP, the O.S. represents ~20% ROM and ~33% of RAM. The differences
between CoAP-EAP and LO-CoAP-EAP are in terms of code, due to the changes to manage
the situation with handshake.

4.5 Conclusions

In this chapter, we highlight how the incorporation of new radio technologies in the IoT
landscape, known as LPWAN, poses an interesting challenge, when bootstrapping is taken
into account. LPWAN s have even more restricted links than those known in LR-WPAN.
In particular, besides the existing constraints in LR-WPAN, in terms of resources such as
memory, CPU and energy consumption, the bandwidth is also severely restricted. We have
presented LO-CoAP-EAP, a complete redesign of a previous solution for bootstrapping
(CoAP-EAP), to cope with the restrictions imposed by LPWAN. LO-CoAP-EAP has been
designed to further reduce the number and the length of messages to deal with the very
limited LPWAN bandwidth. LO-CoAP-EAP still uses CoAP, EAP and AAA to provide
scalability, flexibility and wireless independence, however reducing the number and length
of the messages, although, once the bootstrapping is finished successfully, it is possible
to provide key material to different types of LPWAN security associations to protect the
access to the network. To assess the performance of LO-CoAP-EAP and to show how it
overcomes previous work, we have performed simulations with the Cooja network simulator
to confirm that LO-CoAP-EAP improves CoOAP-EAP and PANA in the context of LR-WPAN.
Not only that, we have also run LO-CoAP-EAP and CoAP-EAP over a real LoRa network,
a LoRaFabian network, as a representative of LPWAN, to experimentally prove that the
LO-CoAP-EAP provides an improvement in both LPWAN and LR-WPAN networks. We
have obtained an improvement in network authentication time of up to 53% in Cooja and an
improvement of 20% to 40% in the real LPWAN (LoRaFabian). We achieved a reduction in
energy consumption from 11% to 46% in Cooja and a reduction of up to 40% in LoRaFabian.

121



A CoAP-Based bootstrapping service for LPWAN: LO-CoAP-EAP

In the next chapter, we consider the possibility of having to perform the bootstrapping
in a mesh network where the smart object is not able to reach the Controller because it
lacks routable IP and needs the assistance of another entity that aids the smart object in the
bootstrapping process.
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Chapter 5

Multi-hop bootstrapping through CoAP

intermediaries for IoT

This chapter introduces the last of the main contributions of this thesis: support for boot-
strapping in multi-hop networks through CoAP intermediaries. In this chapter, we explain
the need for an intermediary entity in a multi-hop network, when a smart object trying to
join the network cannot reach the Controller by its own means. We show the design of three
intermediary entities based on CoAP : a CoAP proxy, a CoAP relay and a CoAP stateless
proxy. We also also show the extended architecture of the bootstrapping service, including
the intermediary entity, as well as the flow of operation of each alternative. After that, we
present the experimental results and compare each alternative as well as the performance of
the other EAP lower layer for the [oT with an intermediary entity, the PANA relay.

5.1 Introduction

The global network of Internet-connected objects known as the Internet of Things (10T ) is
growing at a fast pace [75]. This great volume of devices with built-in capabilities to access
the Internet has to be securely managed throughout their life cycle [69]. This management
includes the bootstrapping process, which implies the authentication, authorization and key
distribution required to allow a smart object to securely join a network.

The previous proposals assume that the Smart Object is able to reach the Controller to
perform the bootstrapping. But there are scenarios in which the Smart Object joining the
network is not able to communicate with the Controller. This may be, for example, the
result of being farther from the expected radio distance or, at the network layer, the Smart

Object may lack of a routable IP address, which is only configured after the successful
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bootstrapping. This can be solved with an intermediary that aids the Smart Object in the
process by providing support in multi-hop networks. For example, the Zigbee IP standard
[217] uses PANA [61] to transport EAP [10] for bootstrapping. The PANA relay [50] is the
intermediary entity in PANA to assist this process. Alternatively, using CoAP [190] for this
purpose is being considered in groups like the 67iSCH IETF WG. The reason is that CoAP is
a lightweight protocol specially designed for constrained devices and networks.

As with PANA, we have already considered the use of EAP for bootstrapping in previous
work but considering CoAP as the protocol to steer the bootstrapping. Our solution, named
LO-CoAP-EAP [67] [66] improves PANA, due mainly to the use of CoAP as a transport for
EAP . However, LO-CoAP-EAP does not define any intermediary to aid the Smart Object in
contacting the Controller. In order to fill this gap, we now extend LO-CoAP-EAP with an
intermediary.

Specifically, we analyze, design and evaluate three alternatives for the LO-CoAP-EAP
intermediary: 1) the LO-CoAP-EAP proxy, 2) the LO-CoAP-EAP relay and 3) LO-CoAP-
EAP stateless proxy. The LO-CoAP-EAP proxy is based on the CoAP proxy, defined in
the standard, but the CoAP relay and stateless proxy are not, which we do in this chapter
for the bootstrapping case with LO-CoAP-EAP. The LO-CoAP-EAP proxy is stateful and
can analyze and modify the original LO-CoAP-EAP messages. The LO-CoAP-EAP relay
keeps the intermediary stateless by tunneling the LO-CoAP-EAP messages between the
Smart Object and the Controller within other CoAP messages. Finally, the LO-CoAP-EAP
stateless proxy is a hybrid solution between the relay and the proxy since it does not keep
any specific state per Smart Object, but can modify the original messages between both the
Smart Object and the Controller. For comparison, we have implemented a proof-of-concept
of each intermediary in Contiki O.S. [52], evaluating their performance using the Cooja
simulator [146] and comparing them with the PANA relay, as the existing standard deployed
in [oT networks. It is worth noting that the design and implementation of the intermediaries
are independent of the authentication protocol deployed.

The rest of this chapter is divided as follows. Section 5.2 describes the state of the art.
In Section 5.3 we present the extended architecture, the design of the LO-CoAP-EAP relay
and the LO-CoAP-EAP proxy and stateless proxy. In Section 5.4, we show the experimental
results and the comparison with the PANA relay. Finally, we draw the conclusions and future

work of this research in Section 5.5.
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5.2 Related Work

As explained by Garcia-Morchon et al. [69], a node needs to perform what is called the
bootstrapping to join a network and become part of the security domain. This process
entails authentication and authorization, as well as obtaining the necessary key material and
configuration parameters, e.g., global IP address, to begin its activity as an authenticated
party in the domain.

For example, the standard Zigbee IP [217] defines IPv6-based wireless mesh networks for
remote control and sensing, with an interoperable protocol stack using networking protocols
defined in the IETF and the standard IEEE 802.15.4 [7]. For bootstrapping purposes, they use
the Protocol for Carrying Authentication and Network Access (PANA) [61]. The node joining
the network is the PANA client (PaC), also called joining node. The Zigbee IP Coordinator 1s
the PANA Agent (PAA), acting as Controller’s domain. Having a multi-hop topology, Zigbee
IP requires an intermediate entity, and they have defined the PANA relay (PRE) [50]. The
role of PRE is assigned to the parent of the joining node unless the parent node is the PAA.
Regarding the operation of the PRE, it appears to the PaC as if it were the PAA.

While solutions that use EAP [67] are, generally, considered for large scale scenarios
since it may rely on AAA infrastructures, other solutions for smaller scales also include
an intermediary entity to aid in the bootstraping. For example, the IETF 6 TiSCH WG [95]
describes in [206] the process that allows a Smart Object (named pledge) how to join the
network. To control the access, JRC acts as the Controller’s domain, managing authentication,
authorization and distributing key material. They also consider a generic entity called JP,
which is a 1-hop radio neighbour to the pledge and helps it to communicate with the JRC for
the joining procedure. In essence, the JP is a CoAP proxy but with a new CoAP option to
enable a stateless proxy operation. Unlike LO-CoAP-EAP, the authentication assumes the
pledge implements the CoAP client and the Controller the CoAP server and, as a consequence,
the pledge implements a re-trantransmission mechanism. This model is not applicable when
EAP is used as authentication protocolo for the bootstrapping and CoAP is used as EAP
lower-layer, as explained in section 3.6.1 in [66]. The reason is that EAP sends requests
from the Controller to the Smart Object and receive EAP response from the Smart Object.
Therefore, with EAP, the Controller must be the entity steering the communication and not
the Smart Object. Moreover, the exchanges are based on NON confirmable messages to
reduce the state stored in the message layer while our solution is based on CON messages.
The main reason is that to avoid any further modification in Smart Objects that already
implement LO-CoAP-EAP. In fact, a design principle in our solution is to keep unmodified
as much as possible the Smart object by the inclusion an Intermediary. In other words,
practically the same implementation should work with or without intermediary. Therefore
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Auth. Auth. Smart Object/
Intermediary Protocol Credential | Controller SA
6TiSCH stateless proxy[206] OSCORE PSK OSCORE
DTLS Relay (stateful and stateless) | DTLS PSK, Certifi- | DTLS SA
[108] cates, raw

public keys

PANA relay (stateless) [50] EAP Flexible PANA SA (integrity only)
LO-CoAP-EAP [67] relay, proxy and | EAP Flexible AUTH SA (integrity only)
stateless proxy (these intermediaries are
defined in this article)

Table 5.1 Summary of existing intermediaries. (SA: Security Association)

CON messages are used. Moreover the design of an EAP lower-layer based on CoAP requires
CON so that the Controller manages the res-transmissions and ACK with piggybacks to
reduce the number of messages (see Fig. 4.1).

Specifically, the 6TiSCH configuration requires that the pledge and the JRC share a
symmetric key (PSK), local to the domain. However, how this key is provisioned is out of
scope of the specification. In this sense, LO-CoAP-EAP can assist by generating dynamically
the 6TiSCH PSK, with the help of the intermediaries defined in this chapter. Therefore,
LO-CoAP-EAP with intermediaries is compatible with the posterior usage of the solution
in 6TiSCH. Similary, the Datagram Transport Layer Security (DTLS) relay (stateless and
stateful) by S. Kumar et al. [108] assists a DTLS client that is not authenticated and has no
routable IP to authenticate with the DTLS server. The stateless DTLS relay is based on
PANA relay, encapsulating DTLS messages in a DTLS Relay message. While the stateful
DTLS relay is based on the concept of proxy by keeping track of the whole DTLS negotiation
as it were the DTLS client.

Finally, it is worth noting that when the authentication is based on EAP (e.g. either
PANA or LO-CoAP-EAP), the cryptographic material (e.g. MSK) can be used to bootstrap a
pre-shared key (PSK) to run the DTLS security association. Therefore, when DTLS starts,
the smart object is already authenticated, and the DTLS relay is not needed to assist in the
joining phase.

Table 5.1 show a summary of the different intermediaries found in the literature. We
show the authentication protocol used during the bootstrapping, the type of credentials for
the authentication (pre-shared keys, certificates, etc..) and the security association (SA)

established after the bootstrapping between the Smart Object and the Controller.
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5.3 LO-CoAP-EAP Bootstrapping with Intermediary

With the deployment of intermediaries, there are several considerations that need to be taken

into account when it comes to bootstrapping process, namely:

* The messages sent over the network between the Intermediary and the Controller will

impose an additional overhead over the original messages.

* The traffic with the Intermediary is not secured when the Smart Object is not au-
thenticated. The reason is they do not share any key material to establish a security
association. On the contrary, it is assumed that the Intermediary is an authenticated
entity in the Controller’s domain (e.g. it performed a bootstrapping process) and has

an active security association with the Controller.

* To avoid misuse of the network resources, the Intermediary will only allow traffic from
unauthenticated entities related to the bootstrapping service (filtering out otherwise),
sending it only to the Controller. All traffic related to the authentication service is
protected between the Intermediary and the Controller with their shared key material.
A security association such as OSCORE [185] or DTLS may be used for this purpose.

At first instance, the Intermediary appears to the Smart Object as if it were the Con-
troller. In other words, the Smart Object does not need to know whether a 1-hop
neighbour is actually the Controller or an Intermediary until the end of the authentica-
tion. On the contrary, the Controller is aware that there is an Intermediary involved

during the authentication process.

* The Smart Object will start the bootstrapping exchange once the layer 3 is setup (e.g.
IPv6 link-local address is ready to be used). The first message is treated as a special
case and it is used as a trigger regardless of the type on intermediary (relay, proxy or
stateless proxy), avoiding the creation of any initial state in the intermediaries. The
exchange from the Smart Object’s perspective, will be the same as the one described in
Chapter 4, except in the last exchange, where the Controller informs about the presence

of an Intermediary in a secure fashion.

With these considerations, we present the extension to the LO-CoAP-EAP architecture
with the Intermediary and we go through each of the alternatives we have considered in this

chapter.
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Fig. 5.1 LO-CoAP-EAP multi-hop architecture

5.3.1 LO-CoAP-EAP architecture with an Intermediary

We have extended the LO-CoAP-EAP architecture including an intermediary entity to aid
newcomers in the bootstrapping. The extended LO-CoAP-EAP architecture is illustrated in
Fig. 5.1. The logical placement of the Intermediary is between the Controller and the Smart
Object. The Intermediary is a 1-hop neighbour of the Smart Object, and one or more hops
away from the Controller.

Concretely, we have analysed three entities to fulfill the intermediary role: a relay that
tunnels the CoAP messages received from the Smart Object to the Controller and vice versa
using a new CoAP message, which makes the intermediary stateless; a proxy, such as defined
in CoAP standard, which can modify the original messages between the Smart Object and
the Controller but needs to keep state for the operation; a stateless proxy that is an hybrid
solution where the Intermediary is stateless in the sense it does not keep per Smart Object
state, but it can still modify the CoAP messages between the Smart Object and the Controller.

Without loss of generality, we use the bootstrapping based on LO-CoAP-EAP without
bootstrapping for the explanation. Moreover, although LO-CoAP-EAP is independent of the
EAP method, we use EAP-PSK [25] to describe the interactions for simplicity. EAP-PSK
is an authentication mechanism that serves as a representative since it offers a lightweight

authentication mechanism. !

! The PSK in EAP-PSK must not be confused with 6TiSCH PSK. PSK in EAP-PSK is considered a
long-term credential since it is set during Smart Object’s commissioning. On the contrary, 6TiSCH PSK is
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Smart Object @ Controller
proxy
P SA PROTOCOL (e.g. DTLS) _
POST /b [NON, MID=0, Token(Empty), POST /b [NON, MID=0, Token(Empty),
1 Nonce-s, No-response, Payload(mote@um.es)] _ Smart-Object-Info, Nonce-s, No-Response, Payload(mote@um.es)] |2
POST /b [CON, MID=8,Token(Empty)], POST [CON, MID=3, Token(0x57),
4 Payload(EAP PSK 1) Proxy-Uri([coap://smart-object-ip/b]) , Payload(EAP PSK 1)] 3
ACK [MID=8, Token(Empty), 2.01 Created (/b/x)],
5 Payload(EAP PSK 2) R ACK [MID=3, Token(0x57), 2.01 Created (/b/x), Payload(EAP PSK 2)] 6
POST /b/x [CON, MID=14, Token(Empty) ], POST [ CON, MID=4, Token(0x57), Proxy-Scheme(‘coap”), Uri-Host(“s”),
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Fig. 5.2 LO-CoAP-EAP proxy

5.3.2 LO-CoAP-EAP proxy

The design of the LO-CoAP-EAP proxy is based on the CoAP proxy [190] defined in the
CoAP standard. Concretely, the LO-CoAP-EAP proxy must be configured as a forward-proxy
that does not use a cache. Nevertheless, it keeps a state related to the ongoing exchange
between the Controller (CoAP client) and Smart Object (CoAP server) in order to reduce the
number of bytes sent over the network.

Figure 5.2 shows how the network authentication process occurs with the involvement
of a LO-CoAP-EAP proxy. The Smart Object sends the initial message to the proxy (step
1). As we can observe, the resource /b is the one for the bootstrapping. As such, the proxy
is able to process and parse the request to that resource as part of the bootstrapping service.
The initial message also contains the Smart Object’s identity expressed in Network Access
Identifier (NAI) format [46] (e.g. mote @um.es). The proxy adds the Smart Object’s IP to
the message in a new defined Smart-Object-Info Option (step 2) and forwards the message to
the Controller. The Smart-Object-Info Option carries an IP address and (optionally) an UDP
port. The UDP port might be required when the Smart Object is not operating in the default
port for a CoAP server (5683). At this point no state is reserved. It is the next message from
the Controller (step 3) that creates the state in the proxy. In this message, the Controller
starts the EAP authentication communicating with the Smart Object through the proxy. It
sets the Proxy-Uri option with the information gathered from the Smart-Object-Info Option

considered a local session key dynamically generated from the MSK in the domain where the bootstrapping has
happened.
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from the previous message. It also sets a Token with an unique identifier of the ongoing
authentication, associating the Token’s value with the information (Smart Object’s IP and
Port) contained in the Proxy-Uri.

As we defined in [66] the Token value is used as session identifier for the authentication.
Then, the proxy creates state where it stores the Token value (0x57 in the example) as
authentication session together with Smart Object’s IP and the resource created (x) by the
Smart Object in step 5). As a consequence, the following POST (Steps 7 and 11) only carries
the token (0x57), the Proxy-Schema("coap"), Uri-Host("s") with a value defined in this
article, the name "s"”, and Uri-Path ("b"). Since the proxy has stored the Smart Object’s IP in
Step 3, the Uri-Host("s") tells the proxy that uses the IP stored to reach the Smart Object,
so that there is no need to resolve the name "s". Moreover, just specifying Uri-Path ("b") is
enough since the proxy already knows that the path information is /b/x due to Step 5. This
avoids sending the complete Proxy-Uri Option repeatedly again to the proxy. In other words,
we leverage the state created in the proxy to save bytes over the network.

Afterwards, the EAP conversation continues as expected (steps 3-10). Once the EAP
authentication is completed, the Controller receives the MSK from the EAP server and sends
the last message to the Smart Object. In this message (steps 11-12) the Smart Object is
aware that it was talking with the Controller through an Intermediarys; it finds the Controller’s
IP in a new option named Controller-Info, which carries an IP address and (optionally) a
UDP port. This last exchange (step 11-14) is protected with integrity between the Smart
Object and the Controller (using the AUTH option defined in [66]) but only the content of
the message that is not susceptible to be modified by the proxy, similarly to OSCORE [185].
After the authentication, the Smart Object and the Controller can perform a ch6:security
Association Protocol (SAP) (see Section 5.3.5).

It is worth noting that the Controller can choose a MID different than the proxy when
sending a request to the Smart Object (e.g. in Step 2 the Controller has MID=3 and proxy
chooses MID=8). The reason is that the proxy stores the relationship between the MID
from the Controller (MID=3) and the one expected (MID=8). Once the proxy receives the
message from the Smart Object (with MID=8) can map this value to the MID expected by
the Controller (MID=3). Table 5.2 summarizes how the Intermediaries use the MID and
Token values.

2 It is wort noting that we defined AUTH previously to the definition of OSCORE
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MID

Token

Proxy

The Controller chooses its own MID. The
Proxy stores the Controller’s value and
chooses its own value Message ID (MID)

The Controller chooses a Token value that the
Proxy will store as authentication session iden-
tifier. The Proxy will use empty value with

the Smart Object since there can be only an
ongoing bootstrapping with the Smart Object
[67]

The Token value is empty to avoid keeping
state for this value.

The Controller chooses the MID for the CoAP
messages inside the CoAP-based tunnel. The
MID is O for the LO-CoAP-EAP relay mes-
sages to avoid storing any state.

The Controller chooses the MID for the CoAP
messages. The Stateless Proxy uses the same
value than the one chosen by the Controller.

Table 5.2 Summary of the usage of Message ID (MID) and Token in the proxy, relay and
stateless proxy operation.

Relay

Stateless Proxy The Token value is empty to avoid keeping

state for this value.

5.3.3 LO-CoAP-EAP relay

Unlike the CoAP proxy, the CoAP relay is not defined in the CoAP standard. We propose a
design for LO-CoAP-EAP relay as the simplest alternative for an intermediary. To achieve
simplicity, the LO-CoAP-EAP relay has been designed with two important features: 1) it
does not need to manipulate or analyze the messages from the Smart Object or the Controller
and, 2) it is completely stateless so it does not store any information related to the exchange.

To achieve the first feature, the design principle is using the concept of encapsulation
by using a CoAP-based tunnel between the relay and the Controller. To accomplish the
second, the relay includes the information related to the state (i.e., Smart Object’s IP and
port) into each CoAP message used for encapsulation. The Controller also sends this state
back to the relay again so the relay knows where to send the message. We have defined the
CoAP message for encapsulation (CoAP relay message) as follows: it is Non-confirmable
(NON) to avoid retransmission and the ACKnowledgement message; it contains the No-
Response option [26] to avoid any related response to this message; the Message ID is always
set to 0 (MID=0), since it does not have to detect message duplication or match message
types. Similarly, the Token is set to empty since there is no need to match a response with a
request since there is no response at the CoAP relay messages. Thus, re-transmissions must
be completely handled by the Controller, which is the entity steering the LO-CoAP-EAP
bootstrapping. Finally, both the relay and the Controller must implement a resource with the
URI-Path /r to process the CoAP relay message.

Figure 5.3 shows the flow operation. The Smart Object sends the first message (step 1) to
trigger the authentication process. When the relay receives that message and, since it is a
message to the resource /b, it creates a CoAP relay message and encapsulates the message
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Smart Object €LY Controller
relay
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3
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Fig. 5.3 LO-CoAP-EAP relay

(step 2) and sends it to the Controller. When the Controller processes the trigger, it starts
the bootstrapping. It decides to perform a bootstrapping based on LO-CoAP-EAP without
handshake as shown in Figure 5.3) or with handshake with the Smart Object. In any case,
the Controller encapsulates the LO-CoAP-EAP message into a CoAP relay message with the
Smart Object’s IP and (optionally) UDP port (Smart-Object-Info option) and sending them
to the LO-CoAP-EAP relay (step 3). The relay then gets the content of the message and,
specially, the Smart-Object-Info, and relays the message to the right Smart Object (step 4).
The general flow continues with the same process: encapsulating LO-CoAP-EAP messages
into CoAP relay messages (steps S to 14).

As we may observe, the Controller includes its own IP information in the request of
the last exchange ( Controller-Info Option in step 11) so that the Smart Object is able to
know it was speaking through an Intermediary. Therefore, the key material obtained from
the authentication is to be used to establish a security association with the Controller.

It is also important to note that, as mentioned in [66], the Controller needs to handle
different MIDs for different Smart Objects. Therefore, the Controller sends a Message 1D
(MID) (e.g. MID=3 in step 3), and this MID is used for a particular Smart Object. The relay
only forwards the encapsulated message and, therefore, it does not handle this value when
forwarding the message to the Smart Object (step 4). In this manner, when the Smart Object
returns the answer (step §), it will use the same the MID that the Controller set. Therefore,
this value will be recognized as valid by the Controller. Table 5.2 summarizes the values

used during the exchange in Fig. 5.3 in the column Relay.
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Smart Object G Controller
stateless proxy
_ SA PROTOCOL (e.g. DTLS) »
POST /b [NON, MID=0,Token(Empty), Nonce-s, POST /b [NON, MID=0, Token(Empty), Smart-Object-Info, Nonce-s, No-
1 No-Response)], Payload(mote@um.es)] R Response)], Payload(mote@um.es)] 2
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Fig. 5.4 LO-CoAP-EAP stateless proxy

5.3.4 LO-CoAP-EAP stateless proxy

The LO-CoAP-EAP stateless proxy provides a hybrid solution and a tradeoff between the
LO-CoAP-EAP proxy and the relay. That is, it does not need to store per-Smart Object
state as the proxy does, alleviating the possibility of Denial-of-Service (DoS) attack (as it
may happen with the Proxy, which stores per-Smart Object state) and it avoids the message
size increment as a consequence of the encapsulation between the relay and the Controller.
The stateless proxy acts as a CoAP proxy for the Controller but it acts as a relay when
communicating with the Smart Object. This design achieves several goals. First, it avoids
that the stateless proxy stores any state for re-transmission in the communication with the
Smart Object; the Controller will be completely in charge of handling re-transmission timer
and associated state.

To achieve this goal, it avoids keeping any specific state about the recipient Smart Object
of the messages coming from the Controller, at the cost of sending this information on each
message sent by the Controller. Finally, the stateless proxy saves bytes over the network
compared to the relay because encapsulation is not required with the Controller.

The exchange of the LO-CoAP-EAP stateless proxy is shown in Fig. 5.4. As occurs
with the LO-CoAP-EAP proxy, the Smart Object sends the first message (step 1) and the
stateless proxy adds the Smart Object’s IP (and optionally UDP port) to the request in the
Smart-Object-Info option, forwarding it to the Controller (step 2). From this point on, the
Controller uses the LO-CoAP-EAP stateless proxy as a forward proxy in each request. Unlike
the LO-CoAP-EAP proxy, the Controller sets the Token value to empty. The reason is that
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the stateless proxy will not store this value during the conversation and therefore it is useless
to send it because the stateless proxy will not return it back. In contrast, the Controller uses
Proxy-Uri option on every message with the information that the stateless proxy needs to
know about the Smart Object to forward the message to the right one. This implies additional
bytes over the network. It is also important to note that when the Controller sends a Message
ID (MID) (e.g. MID=3 in step 3), instead of storing this value, the stateless proxy will
maintain this MID when forwarding the message to the Smart Object (step 4). In this manner,
when the Smart Object returns the answer (step 5), it will use the same the MID that the
Controller set. Therefore, this value will be recognized as valid by the Controller when the
stateless proxy forwards the answer coming from the Smart Object (step 6) and, therefore, the
stateless proxy does not need to store this value, as happened with the proxy. This is possible
because the Controller knows what MID used for a particular Smart Object (the Controller
will not use overlapping MIDs with different Smart Objects), so based on that value it can
track when it receives a ACK from the stateless proxy what Smart Object answered. Table
5.2 summarizes the values used during the exchange in Fig. 5.4 in the column Stateless Proxy.
The LO-CoAP-EAP exchange continues (steps 7-14) until complete the authentication. Since
Smart Object is not aware of the Controller, it indicates its own IP (step 11) to the Smart
Object ( Controller-Info).

5.3.5 Establishing a Security Association after bootstrapping

After a process of bootstrapping the Smart Object and the Controller can perform a Security
Association Protocol (SAP) to protect further communications between both entities. This
is possible thanks to a key derived from the recently established MSK. As an example,
this SAP can be the join procedure defined in 6TiSCH or running DTLS (see Section 5.2).
Additionally, it is important to note that the Smart Object will have to establish a SA with
the Intermediary to secure their communications. This SA can be unicast (e.g. link keys
in Zigbee) or multicast (e.g. network key in Zigbee) or both. The distribution of the key
material to establish these SAs can use the unicast SA between the Smart Object and the
Controller as starting point for a secure key distribution. For example, one may consider
the distribution of multicast keys encrypted from the Controller to the Smart Object after
the bootstrapping is performed (e.g. this a model observed in Zigbee). Alternatively, the
Controller may distribute an unicast key for the Intermediary and the Smart Object, levering
the Controller-Intermediary unicast SA and the recently established Controller-Smart Object

unicast SA.
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Since our solution for bootstrapping is independent of the technology, analyzing the
different models for key distribution within Controller’s security domain just after the

bootstrapping is considered as part of the future work.

5.4 Experimental Results

To carry out a performance evaluation, we have prepared a testbed with the Cooja Network
Simulator for Contiki OS, version 2.7 [146]. Between the Intermediary and the Border
Router/Controller there can be 1 hop (direct link), or other smart objects acting as IP-
forwarders. Each scenario is run with different loss ratio values, namely: 0.05, 0.1 and 0.15;
and different number of hops to simulate cases with different network conditions. Using
0.0 loss ratio is an ideal scenario, but not very realistic. With 0.2 loss ratio we found that
the network was so deteriorated that there was no clear distinction between the CoAP-based
intermediaries, and the PANA relay was unable to complete an authentication beyond 2
hops. We also use different number of hops to range a different cases from a Smart Object
directly connected to the Controller to the case of several hops (6) to reach the Controller.
This number has been defined so because beyond that, any bootstrapping was able to finish
properly due to re-transmissions exceed the maximum number. The smart objects used for
this test-bed are Zolertia Z1 with 92kB of nominal ROM, compiled with 20-bit architecture
support and 8kB of RAM. The compiler is the msp430-gcc version 4.7.2. To communicate the
simulation with the outside physical network (where the Controller is placed) we use the RPL
border router entity in Cooja. The simulations are performed with a randomly generated seed
to automate the simulations. The parameters for Contiki for the MAC layer and Radio Duty
Cycle (RDC) are the default parameters, csma_driver and contikimac_driver respectively.
Due to the length of the messages, we set the parameter UIP_CONF_BUFFER_SIZE to 250
in Contiki OS.

The software used for the proof-of-concept implementations varies depending on the
entity in our architecture. For PANA-based experiments, we use OpenPANA 0.2.4 [130] in
the Controller side; PANATIKI [175] in the Smart Object side to implement the PANA client
and in the Intermediary to implement the PANA Relay.

For the experiments with the LO-CoAP-EAP intermediaries, the Controller implemen-
tation of our previous work [67] has been adapted for the intermediaries requirements.
Specifically, we use a CoAP library called cantcoap 3 that we ported from C++ to C for the
proof-of-concept implementation of the LO-CoAP-EAP proxy, relay and stateless proxy.
Without loss of generality, we use EAP-PSK [25] to perform the EAP authentication. The

3https://github.com/staropram/cantcoap
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EAP-PSK keys are 16 bytes long and the EAP identity used in these tests is 14 bytes long.
The EAP-PSK implementation, which is common to LO-CoAP-EAP and PANA experiments,
is provided by PANATIKI. The AAA server used for the experiments is a RADIUS server,
FreeRADIUS version 2.0.2 (freeradius.org).

To carry out a sensible and fair comparison between the different LO-CoAP-EAP in-
termediaries, we first fix a bootstrapping based on LO-CoAP-EAP without handshake and
evaluate the three alternatives. Then we change to LO-CoAP-EAP with handshake evaluate
again. Moreover, we fix PANA relay as the reference standard for our evaluation.

5.4.1 Performance Evaluation
Number and length of messages

The number and length of the messages sent over the network are of great relevance since
it influences factors such as the use of the medium (air) and how much time energy are
expended to run the protocol. It is expected that the more messages and bytes are sent over
the network, more time to complete the bootstrapping and more energy are consumed sending
those messages, and well as an increased probability of re-transmission due to packet loss,
which also impacts in the bootstrapping and energy consumption and the ability of a solution
to finish the bootstrapping before reaching the maximum number of re-transmissions. The
message size can also cause fragmentation depending on the radio technology, which also
has a negative effect in these parameters due to possible re-transmissions as a consequence
of fragment loss.

In Table 5.3, we can see the message size and number of messages associated to each
scenario: 1) with the PANA relay as intermediary, 2) the proxy, relay and stateless proxy
given that LO-CoAP-EAP with handshake is used and 3) using the proxy, stateless proxy and
relay as intermediaries given that LO-CoAP-EAP without handshake is chosen. In particular,
we show the CoAP message size in the communication between the Smart Object and the
Intermediary (column msg) and between the Intermediary and the Controller, which show
the message size as a result of the operation of the intermediaries.

Generally, using an Intermediary only results in an increment in message size in the
path between the Intermediary and the Controller compared with a bootstrapping exchange
based on LO-CoAP-EAP but not in the number of messages. For example, in the case
of LO-CoAP-EAP, the intermediaries do not increment the original number of messages
defined in 4. In fact, this number depends exclusively of the bootstrapping: LO-CoAP-EAP
with handshake involves 9 messages and LO-CoAP-EAP without handshake involves 7

messages, regardless the usage of the intermediaries or not.
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PANA LO-CoAP-EAP LO-CoAP-EAP
PANA/CoAP-EAP with handshake without handshake*
msg relay | msg relay stateless proxy msg relay stateless proxy
proxy proxy

PCI/POST (ID) 16 68 29 62 47 47 29 (s1) 62 (s2) | 47 (s2) 47(s2)
PAR /POST 40 92 6 39 32 33 - - - -
PAN /ACK 40 92 8 41 8 9 - - -
ReqID /- 48 100 - - - - - - -
RepID/- 60 112 - - - - - - - -
PAR/POST(EAP-PSK 1) | 56 108 38 71 64 42 36 (s4) 69(s3) 62 (s3) | 63(s3)
PAN/ACK(EAP-PSK 2) 84 136 | 65 98 65 66 69(s5) 102(s6) | 69(s6) 70 (s6)
PAR/POST(EAP-PSK 3) | 84 136 | 68 101 94 72 68(s8) 101 (s7) | 94 (s7) | 74(s7)
PAN/ACK(EAP-PSK 4) 68 120 | 48 81 48 49 48 (s9) 81(s10) | 48 (s10) | 49 (s10)
PAR/POST(EAP Success) | 88 140 | 56 89 81 60 56(s12) 89(sl11) | 81(sil) | 62(sl1)
PAN/ACK 52 104 | 23 56 23 24 23(s13) 56(s14) | 23(s14) | 24(s14)
TOTAL 636 1028 | 341 638 462 402 329 560 424 389
TOTAL # messages 11 9 7
Label s# refers to the step number in Fig. 5.2,5.3 and 5.4).

Assumptions:

Proxy-Uri("coap:[aaaa::c30c::3]b]") Uri-Path("b");

Uri-Path("5") (Resource x = 5); Smart-Object-Info("aaaa::c30c::3");
Controller-Info("aaaa::ff:fe00:1"); Proxy-Scheme("coap").

Table 5.3 Message size of the different Intermediaries

With these considerations, the PANA relay is the most taxing solution in terms of number
of messages (11) and bytes sent over the networks (1028). The main reason is the PANA
design was not initially considered for IoT networks. On the contrary, the LO-CoAP-EAP
original design 4reduces the number of messages and the size of each one to carry out an
EAP authentication.

Among LO-CoAP-EAP intermediaries, the relay has the biggest increment in message
size since its operation is based on encapsulating the original CoAP message inside another.
A lesser increment is achieved with the proxies. The proxy and stateless proxy can modify the
original messages before forwarding them but do not use encapsulation. If we differentiate
between the stateless proxy and the proxy, the latter is more economic in terms of bytes,
since it stores per-Smart Object state while the usage of the stateless proxy implies to sent it
in some messages (see Chapter 4). 4

Depending on the type of intermediary, they offer an improvement in term of number
of messages with respect to PANA relay, ranging from 19% (when LO-CoAP-EAP with
handshake is used) to 37% (when LO-CoAP-EAP without handshake is used)). Moreover,
due to a reduction in the size of the messages, they offer an improvement in term of bytes sent
over the network, between 38% (when the relay is used in LO-CoAP-EAP with handshake)
to 62% (when the proxy is used with LO-CoAP-EAP without handshake.

4 1t is worth noting that the stateless proxy has one less byte ACK message in comparison with proxy, since
the proxy sets a value for the Token in the ACK but the stateless proxy uses empty.
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Bootstrapping Time

We now analyze the time it takes to complete the bootstrapping with the assistance of
an intermediary. Figure 5.5 shows how the bootstrapping time varies with the use of the
LO-CoAP-EAP proxy, stateless proxy and relay, assuming first, LO-CoAP-EAP without
handshake as bootstrapping (Fig. 5.5a, Fig. 5.5b, Fig. 5.5¢) and then LO-CoAP-EAP with
handshake (Fig. 5.5d, Fig. 5.5e, Fig. 5.5f) Moreover, the evaluation is completed comparing
these results with a PANA-based bootstrapping using the PANA relay, which is taking as a
reference. The median authentication time is shown in Fig. 5.5.

In general, when the length of a message is higher, it costs much time to transmit it.
Moreover, the probability of packet loss also increases, which imply re-transmission. It can
also cause fragmentation, which increases the time of sending and forwarding the message.
The higher number of messages the more time to complete the bootstrapping. When the
conditions of the network worsen, that is, when increasing the number of hops between the
Controller and the Intermediary (the messages have to be forwarded by more hops, which
takes time) and the loss ratio increases between each hop, the probability of packet loss and
corresponding re-transmission is higher, which affects negatively to the bootstrapping time.
Even more, it is plausible that the maximum number of re-transmission is reached and the
bootstrapping is not complete. Thus, there is a direct relation between the message size and
the number of messages (see Section 5.4.1) with the bootstrapping time. In short, the fewer
and shorter the messages, the lesser time it takes to complete the bootstrapping.

Following these considerations, given for any number of hops and loss ratio and usage
of LO-CoAP-EAP bootstrapping with or without handshake (Fig. 5.5d, Fig. 5.5¢ and Fig.
5.5f) the PANA relay takes always the longest bootstrapping time. The reason is clear: the
number of messages (11) and length of the messages (the total number of bytes sent over the
network are 1028) exceed by far those observed with the LO-CoAP-EAP intermediaries.

Among the LO-CoAP-EAP intermediaries, we first analyze when LO-CoAP-EAP with
handshake is used (it involves 9 messages). PANA relay is used as reference. Under
acceptable network conditions, 0.05 loss ratio and small number of hops (1-3) (Figure 5.5d),
there is no substantial difference among intermediaries. In other words, due to the conditions
of the network are not severe, the overhead of sending additional bytes over the network
does not increase substantially the bootstrapping time (the transmission cost is low thanks to
acceptable network conditions and packet loss and corresponding re-transmissions remain
low). However the situation changes a little bit when the number of hops increases. Since the
usage of the relay involves more bytes per message due to encapsulation than the stateless
and the proxy, the worsening of the network makes significantly more costly in terms of time
send those packets. On the contrary, stateless proxy and proxy have very similar message
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size and upon the same number of messages involved is reduced (7), that re-transmission are
similar under these benign network conditions.

When the loss ratio increases to 0.1 (Fig. 5.5e), the relay increases the difference with
stateless proxy and proxy, but this two are still resiliance under this network conditions due
to the reduced number of messages and similar message size. Only under very rough network
conditions, the little differences in message size of the stateless proxy and proxy start to
impact due to re-transmissions. That happens when the loss ratio is 0.15 (Fig. 5.5f) number
of hops beyond 3, when the stateless proxy poses a higher bootstrapping time than the proxy.

A similar analysis is applicable when the the bootstrapping used is LO-CoAP-EAP with
handshake (Fig. 5.5d, Fig. 5.5e, Fig. 5.5f). However, the involvement of more messages
(9) makes the differences between the intermediates more noticeable even when acceptable
network conditions (Fig. 5.5a). The reason is that involving more messages and an increasing
number of bytes per message, probability of re-transmissions increases and re-transmitting
larger messages under severe network conditions may provoke even further re-transmissions,
which increases the bootstrapping time.

In summary, using LO-CoAP-EAP intermediaries, in any variant, offers an improvement
ranging from 35% (relay when using LO-CoAP-EAP without handshake) to 76% with
respect to exiting standard PANA Relay (the proxy when using LO-CoAP-EAP without
handshake). As expected, among the LO-CoAP-EAP intermediaries, the proxy offers a better
performance, specially when the network conditions worsen, but followed closely by the
stateless proxy, since they have similar message size. The improvements compared to the
relay are clear, up to 32% (relay is used with LO-CoAP-EAP with handshake).

Bootstrapping Success ratio

The success ratio is the relation between the number of completed and initiated bootstrapping.
This gives us a way of measuring which solution is more likely to complete the bootstrapping.
The success ratio is shown in Fig. 5.6.

Regardless whether that the LO-CoAP-EAP intermediary operates when the bootstrap-
ping is performed with LO-CoAP-EAP with or without handshake at any loss ratio (0.05, 0.1
or 0.15) and number of hops, we can see that the PANA relay is less likely to complete an
authentication than any LO-CoAP-EAP intermediary. Again, the reason is that PANA relay
involves more messages and each message is longer than any LO-CoAP-EAP intermediary.
Having a longer message implies that fragmentation may happen. If a fragment is affected by
the loss ratio the probability that the entire packet being re-transmitted increases, so that the

maximum number of re-transmissions may be reached before completing the authentication.
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In fact, the PANA relay is not able to complete an authentication with an acceptable rate
beyond 3 hops..

For LO-CoAP-EAP intermediaries, Fig. 5.6a, Fig. 5.6b and Fig. 5.6¢c show the compari-
son when the bootstrapping is performed with LO-CoAP-EAP without handshake. PANA
relay is used as reference. When network condition are not severe (0.05 loss ratio), Fig. 5.6a,
all LO-CoAP-EAP intermediaries how a very similar probability of finishing the bootstrap-
ping since they involve the same number of messages (7) and packet loss is so reduced the
re-transmission probability is low. However, when increasing loss ratio (0.1) Fig. 5.6b, the
difference between solutions starts to be appreciated with the increment of number of hops,
which increases the probability of re-transmissions due to packet loss. In particular, the relay
shows a degradation higher than those shown by stateless proxy and proxy. Again, the
reason is that the relay is sending larger packets over the network, and due to the increment
of loss ratio and number of hops, the probability of re-transmission is higher so it is the
probability of reaching the maximum number of re-transmission (4 in the standard CoAP ).
This deterioration also happens with the stateless proxy and proxy but, since they have similar
messages length, the re-transmission is similar to both and they have similar results. The
differences between the three intermediaries are more patent when the network conditions
worsen a little bit more (0.15 loss ratio Fig. 5.6¢). The relay, having larger messages in
the communication with the Controller, has more probability of re-transmitting, reaching
the maximum number of re-transmission. Moreover, under this conditions, stateless proxy
behaves a little bit worse than proxy because, despite the small differences in the message
size, they have an impact in the re-transmissions so that the stateless proxy is more likely to
reach the maximum number of re-transmissions.

The same analysis and reasoning are applicable when using the LO-CoAP-EAP with
handshake (Fig. 5.6d, Fig. 5.6e, Fig. 5.6f). In fact they follow the same trend as observed
when using the LO-CoAP-EAP without handshake. However, the involvement of more
messages (9) over the network (which implies more bytes sent according to Table 5.3) and
an increasing number of bytes per message, probability of re-transmissions increases and re-
transmitting larger messages may provoke further re-transmissions. This is verified because
the differences between relay, stateless proxy and proxy are clearer even when low loss ratio
(0.05).

In summary, depending on the scenario, LO-CoAP-EAP intermediaries shows an im-
provement ranging from 20% (relay when using LO-CoAP-EAP without handshake) up to
68% (proxy when using LO-CoAP-EAP without handshake) over the PANA relay. Compar-
ing between LO-CoAP-EAP alternatives, using proxy or stateless proxy as intermediaries

give better results than the relay, though the network conditions worsen proxy provides a

141



Multi-hop bootstrapping through CoAP intermediaries for IoT

better bootstrapping success ratio due to shorter message size assuming the same number of

messages.

Energy Consumption

We are now interested in knowing how much energy an intermediary uses to assist a Smart
Object to join the network. To measure the energy consumption we have used the Pow-
ertrace tool in Cooja. We show the median energy consumed per each bootstrapping
(mJ/bootstrapping) by the intermediary in each scenario. Figure 5.7 shows the total energy
consumption of each alternative. It is important to mention that receiving (RX) and, espe-
cially, transmitting (TX) data, are the most consuming energy operations due to the radio
interface have to be active. Moreover, the longer packet the longer the TX/RX is active and
the more packets the more often the network interface is active. According to this, PANA
relay is the most energy consuming alternative due to involve more messages (/) and their
messages are longer than those observed in the LO-CoAP-EAP intermediaries.

When LO-CoAP-EAP without handshake is used as bootstrapping (Fig. 5.7a, Fig. 5.7b,
Fig. 5.7¢c), the LO-CoAP-EAP intermediaries does not show important differences with
small number of hops. However, increasing the number of hops and when the loss ratio
increases, the energy consumption is higher because the network conditions worsen and more
probability of re-transmissions happen in the scenario, with the corresponding increment in
the energy consumption to send the messages. What we can observe for any loss ratio is
that, proxy and stateless proxy remain in similar values. The reason is the following. Both
intermediaries have to send messages to the Smart Object but the number of messages and
the size of them are equal because, as seen in Table 5.3 (column msg), they send the same
messages in the path between the Intermediary and the Smart Object as it has been explained
in Chapter 4. Also the intermediaries receive the same number of ACKs and the quantity
of bytes from the Smart Object (Table 5.3-column msg). When the intermediary sends the
ACKs to the Controller, the stateless proxy forwards the ACKs but the message size after
the operation is practically the same as the proxy (Table 5.3-column LO-CoAP-EAP without
handshakel/stateless proxy and proxy). The only small differences between both happens
in the size of the messages received from the Controller (messages POST). However these
small differences make both alternatives statistically indistinguishable in terms of energy
consumption. A similar analysis is applicable to the relay. However the relay expends more
energy not only in the reception of the messages coming from the Controller (POST) but
also in sending the ACKs, because they are both encapsulated in another CoAP message,
which makes these messages larger to those observed in the stateless proxy and the proxy.

Consequently, the energy consumption increases.
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A similar trend happens when we change to the bootstrapping based on LO-CoAP-EAP
with handshake (Fig. 5.7d, Fig. 5.7e, Fig. 5.7t ) (9 messages) for exactly the same reasons.
As evident, using a different bootstrapping model with more messages makes the energy
consumption higher in the three alternatives. Nevertheless, the stateless proxy consumes
similarly to proxy and the relay behaves the worst as a consequence of having longer message
size, as analyzed when LO-CoAP-EAP without handshake is used as bootstrapping. In
summary, any LO-CoAP-EAP intermediary offers an improvement ranging from 37% (relay
when using LO-CoAP-EAP with handshake) to 67% (proxy when using LO-CoAP-EAP
without handshake) compared to the PANA relay. The two best LO-CoAP-EAP alternatives
are the proxy and stateless proxy, with very similar energy consumption in every scenario,
making the two of them good options to be used as intermediaries.

Choosing an alternative would depend on the requirements of the deployment. If we
look for the simplest alternative, and the restrictions on the network and energy consumption
are not very imposing, the relay fits these requirements. If the network is very restricted,
and we need to send the least bytes possible, the proxy is the most efficient, at the cost of
the added complexity of managing a state. If we want a trade-off between efficiency and
simplicity, we can opt for the stateless proxy. It offers an acceptable performance as well as a
version of the proxy that does not store state. In any case, a constrained device with suitable
capabilities could deploy a LO-CoAP-EAP proxy instead of a stateless proxy in order to save
bytes and energy at the cost of keeping some state. The important part is the Smart Object
joining the network will not distinguish what type of Intermediary is interacting with. The
downside is the Controller will have to implement the functionality for interacting with any
of the possible types of Intermediaries. However, we can assume that the Controller is not so

constrained, and it will have no problem to achieve this task.

5.5 Conclusions

In this chapter, we have extended the LO-CoAP-EAP architecture to include an entity to
assist a newcomer smart object in the bootstrapping process in multi-hop networks. We have
explored three alternatives: a LO-CoAP-EAP proxy, based on a CoAP proxy as specified in
the standard. A LO-CoAP-EAP relay, which is a new entity we have defined that, as opposed
to a CoAP proxy, does not store any per-state or alter the messages it receives. Lastly, the
LO-CoAP-EAP stateless proxy, a new entity designed as a trade-off between the two previous
Intermediaries as it does not keep any per-Smart Object state, unlike the LO-CoAP-EAP
proxy, at the cost of sending the state over the network.
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Based on our experiments, we can conclude that using CoAP-based entities to act as
intermediaries, shows substantial improvements in the three alternatives with respect to
the PANA relay, thanks to having a shorter message size and involving fewer messages.
Moreover, the LO-CoAP-EAP stateless proxy represents a better trade-off than the LO-
CoAP-EAP relay and proxy. Nevertheless, we consider that since each alternative has its
advantages, any of them could be deployed depending on the capabilities of the Smart Objects
that implement the intermediary. This would not represent any problem to the Smart Object
performing the bootstrapping, because the exchange is always the same for the Smart Object.
The Controller is the entity that has to implement the logic to support each alternative, but
we understand that this is not really an issue since the Controller is assumed to be a not very

constrained entity.
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Chapter 6
Conclusions and future work

In this chapter we summarize the work done in this thesis and its main contributions. Finally,

we discuss future work and indicate possible future directions.

6.1 Summary and main contributions

The 10T is a fairly recent concept that leads the trend of connecting smart objects to the
Internet. Smart objects are devices that interact with their environment by reporting about
what they sense or performing some action, depending if they are sensors or actuators. This
basic functionality is expanded into services running on top of these devices that can be
leveraged to easily monitor and manage different appliances in homes, buildings, enterprises,
cities, etc. The 10T is of great interest not only in research, but also, because of its potential,
in standardization organizations and companies such as IEEE, IETF, IPSO, Zigbee, OMA.
With the goal of providing most smart objects with connectivity to the Internet there
are efforts in progress like the adaptation of IPv6 to different link-layer technologies. This
has been done in 6LoWPAN and IEEE 802.15.4, also known as LR-WPAN [82], and very
recently with Bluetooth [139]. Currently it is being developed for a new set of technologies
called LPWAN [59], achieving a homogenized way of providing Internet connectivity.
Putting into practive the Internet of Things has its challenges [149]. Among these,
security stands out because of the challenges added by the IoT to those already present
in the Internet today that arise from the vast amount of devices expected to be part of the
Internet of Things. To secure the Internet of Things, there is agreement in various works
that certain security services have to be present [123, 170, 81, 87, 100, 109, 215] such as
authentication (identifying the smart object), authorization (what permissions this smart
object has), key management (distributing or deriving the necessary key material to protect

the communications, etc. These security processes are used for different purposes: to securely
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interact with other devices, to request credentials, access services, etc. and also, to be part of
what is known as bootstrapping. Bootstrapping provides the basis for the secure integration
and operation of a smart object in a network. It entails the authentication, authorization to be
part of the security domain, the provision of the necessary key material and auditing of the
use of the network resources by the smart object.

In this dissertation, we look at the state of the art in bootstrapping in the IoT and we
find that existing solutions focus on deployments with a simple management of credentials,
using, generally, pre-configured key material, and by simply running a security association
protocol to protect the communications between the smart object and the Controller of the
domain. This approach is not feasible in extensive deployments, where several administrative
domains are part of a deployment, such as a university with several campuses, and one
or more buildings per campus, etc. and with the possibility of having devices from other
organizations. We call these large-scale deployments. Furthermore, current solutions do not
account for the set of requisites that we elicited for large scale IoT networks. A bootstrapping
solution for use in large-scale IoT deployments needs to provide: 1) Lightweight protocols,
due to the diversity of devices and radio technologies with different constraints; 2) Link-
layer independence, to support different radio technologies that become part of the 10T, to
ease the management and to provide interoperability; 3) Flexible authentication, because
of the different capabilities in the hardware of the smart objects or other restrictions in
the authentication method; 4) Flexible key management, to suit the different technologies
or standard used to secure the communications; 5) Robust and flexible authorization, to
provide well established policies focused on bootstrapping and network access; 6) Identity
federation, to support co-existence of devices from different organizations, 7) Accounting
to track the use of the resources by the smart objects; 8) Support multi-hop topologies; 9)
Reuse code whenever possible, due to memory constraints of some devices; 10) Adaptation
to the constraints of LPWAN networks.

With these requirements in mind, this thesis designs a bootstrapping service for the
Internet of Things for large-scale deployments. We review different technologies to design a
bootstrapping service for the Internet of Things that covers the aforementioned requisites
and we build the service based on three pillars: AAA infrastructures, EAP and CoAP. AAA
infrastructures have been used for decades to provide federated network access services.
They are robust, reliable, support identity federation and are used in conjunction with EAP,
which provides the flexibility to choose the authentication method as well as key management
to protect the communications. To cover the requisites of a lightweight solution as well as
link layer independence, we have designed a bootstrapping service for the Internet of Things,

using the Constrained Application Protocol CoAP. The service entails the design of a new
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EAP lower layer, which is a protocol to transfer EAP messages between the EAP peer and
the EAP authenticator, which is the constrained link in the 10T, using CoAP as transport.
The use of CoAP was key to the design, as it is an application level protocol that runs on top
of UDP, which makes it independent of the link-layer; it is designed for constrained devices
and networks, with low overhead and parsing complexity. For these reasons CoAP allows us
to design a new EAP lower layer that not only reduces the overhead of the lower layer in
comparison with the current standard EAP lower layer for the IoT (PANA), but also provides
the operational homogeneity of having the bootstrapping service as any other CoAP service,
so avoiding having to use an additional library for the sole purpose of bootstrapping. Next
we summarize the three main contributions of this dissertation.

In Chapter 3, we design the lightweight bootstrapping service for large-scale 10T net-
works, called CoAP-EAP, covering the first objective (O1) and, partially, the last objective
(O4). We describe the architecture, the general flow of operation and design a new EAP lower
layer using CoAP that is part of the bootstrapping service. After the bootstrapping has been
completed, it provides the necessary key material to run the security association protocol that
best fits the [oT system. For instance, in IEEE 802.15.4 the smart object could run DTLS
with the Controller, using generated key material derived from the MSK, as a consequence
of the EAP authentication. CoAP-EAP has been tested in IEEE 802.15.4 networks using
the simulations with the Cooja simulator (a Contiki O.S. network simulator), and we have
compared it with PANA, the current bootstrapping solution for [oT. CoAP-EAP outperforms
in every measure PANA, bootstrapping time, percentage of successful bootstrapping pro-
cesses and energy consumption. The results show a reduction of ~ 50% the number of bytes
used by the lower layer, a reduction in bootstrapping time of up to ~ 56% and a reduction in
energy consumption up to 46%.

After the initial design, we were contacted by IMT Atlantic (former Telecom Bretagne)
due to their interest in COAP-EAP and its applicability in LPWAN. LPWAN, which is fairly
new in loT, encompasses different technologies that allow large distance communications
with very low energy consumption and very low bandwidth. Each technology designs their
own protocols to secure the communications, mostly using pre-shared keys, or running a
security association protocol to join the network, as in the case of LoRaWAN. Therefore, in
Chapter 4, due to the high constraints in the link of LPWAN, we designed an optimized ver-
sion of CoAP-EAP that considers the limitations of LPWAN, which called for a redesign and
an optimization of the protocol to reduce the overhead, sending only the necessary informa-
tion to complete the bootstrapping. We call it Low Overhead CoAP-EAP (LO-CoAP-EAP).
We eliminated the messages that were optional, sending fewer bytes over the network, as well

as simplifying some of the data representation that was susceptible to this. LO-CoAP-EAP,
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has been tested in a real LoRa deployment in Rennes, France, outperforming the original
design, and consequently, PANA, showing that for the initial process of bootstrapping with
federation support is feasible in these very constrained environments, with a trade-off be-
tween performance and interoperability. To verify the improvement in the design, we also
tested LO-CoAP-EAP in IEEE 802.15.4 in the Cooja simulator, and compared the perfor-
mance to CoAP-EAP and PANA and verified that indeed provides the bootstrapping service
with improved performance in all the parameters tested —time, percentage of successful
bootstrapping processes and energy. We obtain a reduction up to 72% in the message size
overhead in comparison with PANA and a 38% reduction in comparison with CoAP-EAP.
The contribution of Chapter 4 accomplishes the second objective (02) and, partially, the last
objective (O4).

Chapter 5, considers the scenario of a multi-hop network where the smart objects can not
reach the Controller autonomously, so covering the third objective (O3) and completing the
last objective (O4). When the device is not able to reach the Controller through a series of
hops, we need to provide a way of assisting the smart object in the bootstrapping process,
for which we design three CoAP-based intermediary entities to be used in the context of
bootstrapping, and used, in this case for our bootstrapping service. We use the CoAP proxy
intermediary entity as basis for the proxy intermediary. This entity is able to store a state
related to the exchange and analyze the messages to make decisions and modify them. We
also design a CoAP relay, which is not defined in the CoAP standard. The design of the
CoAP relay is motivated by the search of a stateless alternative that does not have to analyze
the messages, so minimizing the processing of these. It simply creates a CoAP tunnel
to send the message from the smart object to the Controller, which in turn increases the
message size. Finally, we design a stateless proxy, a hybrid that selects characteristics from
the previous two. The stateless proxy does not saves a state related to the authentication
(this information is sent in the messages) acting as proxy, with the ability to analyze the
messages and modify them, so reducing the increase in message size of the CoAP relay.
These designs leave the bootstrapping exchange unmodified to the client, who does not
know until the last exchange that it was talking with the Controller through an intermediary
entity. We evaluate each intermediary, using the Cooja simulator, and compare it to the
PANA relay. We evaluate the overhead the intermediaries add to the original message sent
to (and by) the smart object, the bootstrapping time and the energy consumption and the
percentage of successful bootstrappings of each solution. We find an improvement ranging
from 35% to 76% over the existing standard PANA relay in bootstrapping time, and an energy

consumption improvement ranging from 37% to 67%.
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6.2 Future work

As we we have described, this dissertation answers the set of objectives identified at the onset.
However, in the context of CoAP-EAP there is work that can be done to further improve
the bootstrapping service. Concretely, we identify different points that are subject to further

improvement of the existing solutions:

» Test LO-CoAP-EAP with other technologies such as Bluetooth. Bluetooth and it
recent adaptation of IPv6 and the work towards the support mesh networks makes it an
interesting candidate to test CoOAP-EAP further with other radio technologies.

* Validate the protocol in real world deployments in the context of the industrial Doctor-

ate, to confirm the findings in this thesis in the context of industrial applications.

* Test different security associations as a consequence of the bootstrapping process and
evaluate the performance and suitability of different security association protocols in

different deployments and with different technologies.

* Collaborate in standardization organizations like the IETF in areas such as LPWAN to

promote the present work and collaborate in related issues.

Throughout this dissertation, future work is identified can be done related to the boot-
strapping service and new lines of research can be opened up in the area of communication

security in IoT. Some of these are:

* Evaluate the use compression techniques that complement the approach of LO-CoAP-
EAP; to reduce the overhead, sending fewer bytes over the network. As an example
of compression techniques there is one being developed in the context of LPWAN,
called LPWAN Static Context Header Compression (SCHC). It is being applied, to
CoAP [128, 177] among other protocols. These techniques can be leveraged to further

improve the bootstrapping process in these kinds of networks.

* New work related to the re-use of existing protocols to secure the communications as
part of the post-bootstrapping phase. In specific case of DTLS, optimizing it to the
constraints of 10T is being discussed in different documents of the IETF [182, 27, 63]
of which we are collaborating in a specific proposal [64] to reuse the DTLS record
and provide advance features such as object security, without having to resort to
new protocols. Recently a mailing list named Application Transport LAyer Security
(ATLAS) has been created to discuss the work around the reuse of DTLS in constrained

scenarios.
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Conclusions and future work

* Explore methods of fast re-authentication in the context of CoAP-EAP. Once the
bootstrapping is completed, the state of a current bootstrapping can be used to speed
up a new bootstrapping process to renew it. Another use case is when a smart object
changes Controller. This opens the possibility of studying the different approaches to
make the process of changing the Controller (known as mobility) more efficient and

faster than through a normal bootstrapping, whenever possible.
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