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los momentos dif́ıciles. Gracias por estar ah́ı.
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Resumen

1 — Introducción

La necesidad de reducir el impacto humano sobre el planeta es cada vez mayor. La temperatura
media de la superficie terrestre ha aumentado en 1◦C desde el periodo de 1850-1900 hasta el
periodo de 2011-2020. La razón principal para este aumento de temperatura se debe a la
emisión de gases de efecto invernadero, principalmente dióxido de carbono y metano. Prueba
de la importancia de este problema es la creación de múltiples acuerdos internacionales para
reducir las emisiones de gases de efecto invernadero, como el Protocolo de Kioto de 1997 o el
Acuerdo de Paŕıs de 2015.

El área de las tecnoloǵıas de la información y la comunicación (TIC) no es ajena a este
problema. En 2020, se estimaba que las TIC eran responsables de entre el 1,8% y el 2,8% de
las emisiones de gases de efecto invernadero a nivel mundial. A pesar del enorme crecimiento
en eficiencia que han experimentado las TIC, sus emisiones aumentan a un ritmo mayor que
el ritmo de crecimiento global. Es por ello que se le está dando especial importancia a la
sostenibilidad de la industria de las TIC. En este contexto, el Manifiesto de Karlskrona define la
sostenibilidad de la Ingenieŕıa del Software como un concepto compuesto por cinco dimensiones:
económica, social, medioambiental, técnica e individual.

Esta tesis doctoral hace énfasis en la sostenibilidad individual y social, esto es, en el manten-
imiento del capital humano, através de aspectos como la salud, habilidades o el conocimiento,
y la preservación de las comunidades sociales. El desarrollo de software es una actividad inher-
entemente social. El rol de las personas en la Ingenieŕıa del Software ha ganado peso para la
investigación cient́ıfica desde el siglo XX hasta nuestros d́ıas. Se ha argumentado repetidamente
que el éxito de un proyecto software depende más de las personas que de la tecnoloǵıa utilizada.
De hecho, se ha identificado una relación predecible entre la motivación y la personalidad de los
desarrolladores de software y el rendimiento en el desarrollo de software. Sin embargo, pocos
estudios han investigado los qué factores humanos influyen en la adopción de DevOps, que es
un enfoque dominante en la industria del software de nuestros d́ıas.

DevOps es una metodoloǵıa de desarrollo de software que busca la integración entre los
equipos de desarrollo y operaciones. DevOps ha sido relacionado con la colaboración, autom-
atización, y las prácticas continuas. Sin embargo, a pesar de los esfuerzos de la comunidad
cient́ıfica, no existe un consenso sobre qué es DevOps exactamente. DevOps ha demostrado ser
una metodoloǵıa que permite entregas de software más rápidas, y de mayor calidad, pero los
estudios disponibles en la literatura cient́ıfica no responden suficientemente a la pregunta de
cómo se adopta DevOps en la práctica.

Esta tesis tiene como objetivo principal facilitar la adopción de DevOps a través de un
modelo sostenible basado en factores humanos.
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2 — Metodoloǵıa

La metodoloǵıa principal que une el trabajo realizado en la tesis doctoral es la Ciencia del
Diseño o Design Science. La Ciencia del Diseño es una metodoloǵıa de investigación que busca
la creación de artefactos con valor práctico. En particular, la tesis sigue el marco metodológico
definido por Johannesson y Perjons. El marco define cinco actividades de investigación: explicar
el problema, definir los requisitos para resolverlo, diseñar y desarrollar un artefacto, demostrar
que el artefacto puede resolver el problema, y evaluar hasta qué punto el artefacto resuelve el
problema. Johannesson y Perjons afirman que el investigador debe moverse por estas activi-
dades de forma ćıclica, pero también permite que el investigador se mueva entre actividades de
forma no lineal, es decir, el investigador puede volver a una actividad anterior si es necesario.

La tesis doctoral, en el esṕıritu de la Ciencia del Diseño, se desarrolla en torno a la creación
y mejora de un artefacto. En primer lugar, después del estudio del estado del arte y de la
definición de requisitos, se propone una taxonomı́a de factores humanos que influyen en la
adopción de DevOps, como primer artefacto. Este artefacto se valida y evalúa, y se refina
para crear un segundo artefacto, una teoŕıa para explicar el rol de los factores humanos en la
adopción de DevOps. La teoŕıa se usa para definir los requisitos de un modelo de adopción
de DevOps, y como componente del mismo. Finalmente, se propone el artefacto final de la
tesis, un modelo de adopción de DevOps compuesto por un modelo de acción para la medición
y mejora de los factores humanos, y una herramienta software que implementa el modelo de
acción.

3 — Resultados

La tesis doctoral se presenta en modalidad de compendio de publicaciones y está compuesta de
cuatro publicaciones cient́ıficas.

3.1. DevOps Certification in IT Industry: Preliminary Findings

Para proponer un modelo de adopción de DevOps, el objetivo final de la tesis, es necesario
entender en profundidad el estado del arte en la adopción de DevOps. Sin embargo, los in-
vestigadores coinciden en que la investigación en DevOps está quedando atrás en comparación
con los avances de la industria, y el conocimiento disponible en la literatura cient́ıfica puede no
ser una buena representación del estado actual de DevOps en la industria. Por ello, decidimos
abordar el problema a través de la industria. Las certificaciones son una de las formas que tiene
la industria de reconocer habilidades y conocimientos en una determinada área, y el mecan-
ismo está bien establecido en las TIC. En este punto, decidimos investigar qué es DevOps,
y qué habilidades supuestamente se requieren para trabajar en un entorno DevOps, según la
información proporcionada por las certificaciones de DevOps.

En el primer art́ıculo del compendio DevOps Certification in IT Industry: Preliminary Find-
ings, se trata de identificar y extraer esta información. En primer lugar, se consideraron todas
las certificaciones que aparecieron en las primeras 10 páginas de una búsqueda en Google con
los términos “DevOps certification”. Google fue elegido como motor de búsqueda (en lugar de
un motor de búsqueda de bases de datos cient́ıficas) para identificar certificaciones presentes
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en la industria, no necesariamente en la academia. Se encontraron un total de 105 certifica-
ciones, proporcionadas por un total de 45 organizaciones certificadoras. Se diseñó una encuesta
para recopilar la información sobre las certificaciones directamente de estas organizaciones. Sin
embargo, la encuesta no alcanzó el número de respuestas esperado, y se decidió recopilar la
información directamente de las páginas web de las organizaciones certificadoras. Este enfoque
se presenta en el siguiente art́ıculo del compendio.

3.2. DevOps Certifications for IT Professionals

El siguiente art́ıculo en el compendio DevOps Certifications for IT Professionals se centra en el
mismo objetivo que el art́ıculo anterior, que quedó incompleto, pero con un enfoque diferente.
En este caso, la información se obtuvo directamente de las certificaciones, sin necesidad de que
las organizaciones participaran en la encuesta.

Las certificaciones se identificaron a través de una búsqueda en Google, como en el art́ıculo
anterior. Sin embargo, en este caso Google fue seleccionado entre cinco motores de búsqueda
generalistas populares (Google, Bing, Yandex, Baidu, y Yahoo), repitiendo la misma búsqueda
desde diferentes localizaciones alrededor del mundo. Google superó a todos los motores de
búsqueda en la tarea de identificar certificaciones de DevOps. Se identificó un total de 45 cer-
tificaciones, sin embargo, solo 22 de ellas incluyeron suficiente información para ser analizadas.

Las certificaciones fueron analizadas en términos de qué competencias de DevOps se certif-
ican. Aśı mismo, las certificaciones se clasificaron en un total de 12 clústeres.

Los resultados del estudio tienen como objetivo informar y asistir a profesionales que estén
interesados en obtener una certificación de DevOps, pero también extender el conocimiento
de la investigación de las competencias que se requieren en la industria. Los resultados del
estudio nos permitieron percibir una falta de atención en cuanto a las habilidades no técnicas
de DevOps. Este hecho motiva la investigación sobre las habilidades no-técnicas (o “soft-skills”)
de DevOps, que están en gran parte inexploradas tanto en la industria como en la investigación
cient́ıfica.

3.3. A Taxonomy on Human Factors that Affect DevOps Adoption

El tercer art́ıculo del compendio A Taxonomy on Human Factors that Affect DevOps Adop-
tion es la base para la propuesta de una teoŕıa sobre los factores humanos en la adopción de
DevOps. Previamente al desarrollo del art́ıculo, se realizó una breve revisión de la literatura,
que sugeŕıa que el estudio de los factores humanos en DevOps estaba en gran parte inexplo-
rado, como también se apoyaba en el art́ıculo anterior del compendio. Dado que no hab́ıa
suficiente información disponible para proponer una teoŕıa sobre los factores humanos en De-
vOps, se diseñó este art́ıculo. El art́ıculo identifica y clasifica los factores humanos que están
relacionados con la adopción de DevOps a través de un estudio de mapeo sistemático. Aunque,
como se afirma anteriormente, casi no exist́ıa información disponible sobre el tema, el estudio
se realizó de manera amplia, adaptando el conocimiento presente en otras metodoloǵıas (no
necesariamente DevOps), que están intŕınsecamente relacionadas con DevOps. Este enfoque
de adaptar el conocimiento existente a otra disciplina ha sido ampliamente utilizado y apoyado
en la investigación de Tecnoloǵıas de la Información.

Un total de 21 estudios fueron seleccionados, y un conjunto de 59 factores humanos fueron
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extráıdos de estos estudios. Los factores humanos fueron descritos y clasificados en función de
su efecto en la adopción de DevOps.

La información recopilada en este estudio se utilizó como base para proponer una teoŕıa
sobre la adopción de DevOps basada en factores humanos, y a su vez para la extensión de la
caracterización de DevOps. A través de los factores humanos que afectan a la adopción de De-
vOps, podemos entender cómo interactúan los miembros de la organización con la metodoloǵıa,
lo que al mismo tiempo, nos permite entender la metodoloǵıa en śı misma.

3.4. A Theory on Human Factors in DevOps Adoption

El cuarto y último art́ıculo del compendio, A Theory on Human Factors in DevOps Adoption,
realiza una propuesta de una teoŕıa sobre los factores humanos en la adopción de DevOps. El
art́ıculo también extiende el conocimiento sobre la caracterización de DevOps, de la misma
manera que el art́ıculo anterior, y sirve como base para el desarrollo del modelo de adopción de
DevOps, el objetivo final de la tesis. El art́ıculo es una extensión del anterior, y se basa en el
mismo conjunto de factores humanos que se sintetizaron en el art́ıculo anterior. Sin embargo,
la búsqueda se extendió para incluir publicaciones hasta julio de 2024.

La relevancia de los factores humanos en la adopción de DevOps fue evaluada a través de
una encuesta dirigida a profesionales. La gran mayoŕıa de los factores humanos propuestos
fueron considerados relevantes para la adopción de DevOps, y sólo un factor fue considerado
no relevante.

Se propuso una teoŕıa sobre los factores humanos en la adopción de DevOps. La teoŕıa
identifica y describe seis constructos primarios: “factor humano”, “actor”, “acción”, “recursos”,
“nivel de prioridad” y “rendimiento organizacional”. La teoŕıa también propone una serie de
relaciones entre los constructos, y una serie de requisitos para llevar la teoŕıa a la práctica.

3.5. DevOps Human Factor Adoption Model

Esta parte de la tesis no ha sido publicada y no forma parte de las publicaciones del compendio,
pero es una parte imprescindible de la tesis doctoral. Junto con los resultados de las publica-
ciones anteriores, se propone un modelo de adopción de DevOps compuesto por un modelo de
acción y una herramienta software que implementa el modelo de acción.

El modelo de acción se basa en el conjunto de factores humanos identificado previamente,
que se extendió con el conocimiento extráıdo de un área de investigación más amplia existente
en la literatura. El modelo se diseñó para ser una herramienta práctica que pudiera ser utilizada
por las organizaciones para mejorar su proceso de adopción de DevOps. El modelo de acción
está compuesto de tres elementos: factores humanos, “preguntas” para realizar mediciones
sobre los “factores humanos”, y “acciones” para mejorar el estado de los “factores humanos”.

El modelo de acción propuesto se utilizó como motor teórico de una herramienta software,
diseñada para gestionar de forma automática la medición y sugerencia de acciones sobre los
factores humanos. La herramienta se denominó “Human DevOps”, y consta de tres compo-
nentes principales: una aplicación web front-end, un servidor back-end, y una aplicación Slack.
El modelo de acción y la herramienta software, en conjunto, forman el artefacto final de la tesis
doctoral.
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4 — Conclusiones

Esta tesis doctoral ha investigado los factores humanos en la adopción de DevOps con el objetivo
final de proponer un modelo de adopción que asista a las organizaciones en el proceso de
adopción de DevOps, considerando factores humanos, que sea positivo para el rendimiento
organizacional y para la sostenibilidad individual y social. La tesis ha contribuido al campo de
investigación de DevOps a través de los siguientes resultados:

• Se han identificado y analizado los requisitos de la industria de DevOps a través de las
principales certificaciones disponibles en el mercado. El análisis de las certificaciones ha
mostrado que la industria de DevOps se centra principalmente en las habilidades técnicas,
mientras que los aspectos culturales de DevOps apenas se abordan.

• Se ha propuesto una taxonomı́a de factores humanos de DevOps para identificar y clasi-
ficar los factores humanos relacionados con la adopción de DevOps. La taxonomı́a describe
y clasifica los factores humanos en función de sus caracteŕısticas y efectos en el proceso
de adopción de DevOps.

• Se ha propuesto una teoŕıa de factores humanos de DevOps para explicar el papel de los
factores humanos en la adopción de DevOps. La teoŕıa explica cómo los factores humanos
están involucrados con otros constructos de desarrollo de software.

• Se ha propuesto un modelo de acción de factores humanos de DevOps para actuar como
un marco de medición y recomendación para la adopción de DevOps.

• Se ha desarrollado una herramienta software que implementa el modelo de acción de
factores humanos de DevOps para ayudar a las organizaciones a medir y mejorar su
proceso de adopción de DevOps.

• DevOps se ha caracterizado a través del estudio de sus aspectos humanos. Los factores
humanos, como parte intŕınseca de DevOps, explican cómo los profesionales impactan en
y son afectados por el proceso de adopción de DevOps, y al mismo tiempo, explican qué
es DevOps.

• Los resultados de la tesis pueden mejorar la sostenibilidad individual y social creando un
mejor entorno de trabajo, mejorando el bienestar de los profesionales involucrados.

Palabras clave: DevOps, Factores Humanos, Sostenibilidad, Ingenieŕıa del Software
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Abstract

Human influence has unequivocally caused radical changes in the climate of many land re-
gions, and partially irreversible damage to all ecosystems on the planet. Consequently, the
need to reduce human impact on the planet is increasingly present. The field of Information
and Communication Technologies (ICT) is not foreign to this problem. In fact, in the ITC
field, emissions have increased at a higher rate than the global growth rate in emissions. In
order to be able to study sustainability in Software Engineering, the Karlskrona Manifesto was
proposed. The manifesto defines sustainability as a multidimensional concept, composed of
five dimensions: individual, social, economic, environmental, and technical. This thesis focuses
mainly on the improvement of individual sustainability, which refers to the maintenance of
human capital, and social sustainability, which refers to the preservation of social communities.

DevOps is a software engineering paradigm whose objective is to close the gap between De-
velopment (Dev) and Operations (Ops) teams. However, there is no consensus in the scientific
literature regarding the precise definition of DevOps. High-performance DevOps teams deliver
code faster, more frequently, recover more quickly from downtime, and are less likely to fail,
but the scientific literature has not yet fully answered the question of how to adopt DevOps in
practice. In addition, very few studies address how human factors affect DevOps adoption.

This thesis aims to fill this gap, and improve individual and social sustainability through
a sustainable DevOps adoption model based on human factors. The Design Science research
methodology was followed, in particular, Johannesson and Perjons framework. An artifact was
iteratively designed and developed in order to achieve the research goal. The research problem
was defined, and the first artifact requirements were defined, through the study of DevOps
certifications in industry, which provided information regarding which DevOps competencies
are receiving more attention in industry. The study identified a gap in DevOps non-technical
skills, which motivated the next step. The artifact, a DevOps human factor taxonomy, was
developed and validated through a survey. The results were used as the base to propose a theory
on DevOps human factors, the second artifact of the thesis, which explains the role of human
factors in DevOps adoptions. Using the theory as foundation, a DevOps human factor action
model was proposed, the third artifact of the thesis, which allows organizations to measure the
state of human factors and take actions to improve them. Finally, the last artifact of the thesis,
a software implementation of the action model (“Human DevOps”), was developed.

The results of the thesis improve the current understanding of DevOps by characterizing
it through its human aspects. The DevOps adoption model proposed, a combination of the
artifacts of the thesis, can assist organizations through the uncertain adoption process. In
addition, the results of the thesis can improve individual and social sustainability by creating
a better work environment, improving the well-being of the professionals involved.

Keywords: DevOps, Human Factors, Sustainability, Software Engineering

xii



Chapter 1
Introduction

1.1 — Sustainability in Software Engineering

The Earth average surface temperature has increased by 1◦ C from the period 1850-1900 to

2011-2020. This global warming is caused by human action mainly due to the emission of

greenhouse gases: carbon dioxide and methane mostly. In fact, the emission of these gases by

humanity has increased globally from 38 GtCO2eq (the equivalent in greenhouse gases to 38

giga-tonnes of carbon dioxide, standard measure of global warming) in 1990 to 59 GtCO2eq in

2019. Human influence has unequivocally caused radical changes in the climate of many land

regions, and partially irreversible damage to all ecosystems on the planet [3].

It is no wonder that the need to reduce human impact on the planet is increasingly

present. The creation of the Intergovernmental Panel on Climate Change (IPCC) by the United

Nations in 1988, the signing of the United Nations Framework Convention on Climate Change

(UNFCCC) in 1992, the adoption of the Kyoto Protocol in 1997, the United Nations Climate

Change Conference of 2009, the establishment of the Green Climate Fund in 2010, the Paris

Agreement of 2015, or the European Green Deal of 2019 are examples of this.

The field of Information and Communication Technologies (ICT) is not immune to this

problem. In fact, in 2020 it was estimated that ICT was responsible for between 1.8% and 2.8%

of global greenhouse gas emissions. Despite the enormous efficiency improvement that the ICT

industry has experienced in recent decades, emissions have increased at a higher rate than the

global growth rate in emissions [4].

Thus, it is natural that research in software engineering has begun to pay attention to

the negative impact that the ICT industry has on the world. In this context, as in many

other disciplines, the concept of sustainability becomes particularly relevant. Sustainability in

Software Engineering is often defined as “the ability to endure” [5]. This consciously simple

definition allows to cover a wide range of aspects that may interfere with the ability of the

software industry to endure, not only in terms of environmental impact.

In 2015, the Karlskrona Manifesto was created [5]. The Karlskrona Manifesto was born

1
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out of the need to create a common framework for the study of sustainability in Software

Engineering. The manifesto defines sustainability as a multidimensional concept, composed of

five dimensions: individual, social, economic, environmental, and technical. These dimensions

are interrelated and influence each other.

1.2 — Human factors in Software Engineering

This thesis focuses mainly on the study of individual sustainability, and partially on the study

of social sustainability in Software Engineering. According to the Karlskrona Manifesto, in-

dividual sustainability refers to the maintenance of human capital (e.g. health, education,

skills, knowledge, leadership, and access to services), and social sustainability refers to the

preservation of social communities in their solidarity and services.

Software development is an inherently human activity [6]. Although Software Engineering

is a field eternally surrounded by technology, people remain the most important component

of the equation. Already in 1965, Edsger W. Dijkstra [7] spoke of non-technical aspects of

programming, in particular, the need for software to be written elegantly so that it could be

understood by other programmers. In 1971, Gerald M. Weinberg [8] published a book, now

considered a classic, entitled “The Psychology of Computer Programming”. In it, Weinberg

extensively discusses non-technical, behavioral, psychological, and sociological aspects that

affect software development.

The role of people in Software Engineering continues to gain weight at the end of the

20th century. In 1977, the term “peopleware” is used for the first time. This term identifies

people as the third pillar of software development, along with hardware and software. The term

becomes popular in 1987 with the publication of the book “Peopleware: Productive Projects

and Teams” by Tom DeMarco and Timothy Lister [9]. In it, DeMarco and Lister argue that

the success of a software project depends more on people than on the technology used.

In 1999, Avison et al. [10] pointed out that the absence of the human component in

software development methodologies could be the main cause of dissatisfaction with them. On

the contrary, they believed that people are the ones who actually make organizations complex,

and that any analysis of a real organization must take these aspects into account. In fact,

later studies have identified a predictable relationship between motivation, personality traits of

software developers, and software development performance [11]. Supporting this idea, in 2010,

Jurgen Appelo published the book “Management 3.0: Leading Agile Developers, Developing

Agile Leaders” [12], in which he recognizes that the management of software development

organizations relies mainly on relationships and people.

Continuing with the growing interest in human factors, between 2005 and 2018, 66 em-

pirical studies were published that evaluated the emotions of software developers [13]. Human
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factors are, therefore, a fundamental piece of software development and Software Engineering

in general. Employers post job advertisements that include a list of requirements that are both

technical and non-technical. However, while technical skills can be assessed at the time of

hiring, with relative accuracy through the curriculum vitae or technical interviews, the same

does not happen with non-technical skills (also known as “soft-skills”) [14].

In the scientific literature, the term “human factor” is often used generically to refer to

the non-technical aspects of Software Engineering. However, to the best of our knowledge,

there is no precise definition of what is considered a human factor in Software Engineering. In

this thesis, human factors are defined as: “the set of psychological, behavioral, and sociological

aspects that are related to the software development process”.

Human factors have been studied in different areas of Software Engineering. For example,

in agile methodologies [15, 16], or in Lean methodologies [17, 18]. In addition, conferences have

emerged that specifically address human factors in Software Engineering, such as the “Interna-

tional Conference on Cooperative and Human Aspects of Software Engineering” (CHASE), or

the “International Conference on Applied Human Factors and Ergonomics” (AHFE).

1.3 — DevOps

DevOps is a software engineering paradigm whose objective is to close the gap between De-

velopment (Dev) and Operations (Ops) teams [19]. Although the first time DevOps is defined

in scientific literature is with this relatively broad definition, more recent studies have related

DevOps to collaboration, automation, and continuous practices [20, 19, 21]. In fact, despite

the efforts made to identify exactly what DevOps is, there are many definitions of it [22, 23].

Therefore, there is no consensus in the scientific literature regarding the definition of DevOps.

In fact, some recent studies have reported a lack of agreement between the definitions used in

the literature [20, 24, 25].

Nowadays, software development companies face an important challenge. On the one

hand, they must quickly adapt to the constantly changing market conditions while delivering

quality software. On the other hand, the systems that make these deliveries possible are more

complex than ever and must maintain a high degree of maintainability and availability [26].

DevOps is first mentioned in scientific literature in 2009, but the main problem it tries to

solve had already been identified previously [21, 27, 26]. This problem is the fact that the sepa-

ration between development and operations teams causes delays in the time required to deliver

software products. DevOps focuses on this issue, allowing faster deliveries and higher qual-

ity products [28], and consequently, making companies more competitive in an ever-changing

industry. High-performance DevOps teams deliver code faster, more frequently, recover more

quickly from downtime, and are less likely to fail [29, 30]. In fact, DevOps does not emerge as
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an isolated initiative from the rest of practices, but emerges from continuous practices, as an

evolution of agile development, in a context of Lean principles [31].

DevOps, as a concept, is usually accompanied by a series of other concepts, relevant to

explain the role of the methodology in the context of a software development organization. One

of the main concepts is the team. In DevOps, as in other software development methodologies,

the team is the most common organizational unit. The professionals responsible for software

production are distributed in teams based on different criteria. López-Fernandez et al. [32]

identify four organizational DevOps patterns based on teams:

• Separated development and operations teams. It is considered the organizational pattern

with a lower maturity in relation to DevOps practices, while it is still the traditional or-

ganizational pattern for software development. It is considered a DevOps pattern because

it requires close collaboration between different teams.

• “Dev-Ops” team composed of developers and operators. Although it is a single team, the

members of the team may belong to different departments and may not share the same

objectives.

• Development team supported by DevOps experts. In this case, the teams are composed

exclusively of developers. However, the support of DevOps experts from the organization

allows the assumption of all the responsibilities of the software product in development,

including the operations part. Usually the team works with close and frequent collabo-

ration and shares the same objective.

• DevOps team composed of multidisciplinary members. It is considered the most mature

organizational pattern. Team members share the same objective and assume all or most

of the responsibilities of the software product.

• Horizontal DevOps team. López-Fernández et al. do not identify it as a pattern but as a

type of team tangential to the previous four patterns. It is a special team that provides

support to other teams. In some cases, it is a team that offers the services of a support

platform, and in others, a team of experts that offer methodological, technical, or practical

support to other teams. This type of team is not an active part of the development of a

software product.

Another organizational concept widely used by software development organizations is the

department. Leite et al. [33] identify 4 organizational patterns based on departments, in

which clear parallels can be seen with the organizational patterns based on teams identified by

López-Fernández et al. [32]:
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• Isolated departments. It corresponds to a traditional organizational pattern in which

there are separate departments dedicated to development and operations. In these cases,

collaboration between departments is usually limited.

• Collaborative departments. It is similar to the pattern of isolated departments, although

in this case the development departments actively collaborate in operations.

• Individual departments. This organizational form is common in small companies without

large scalability requirements. Each department is responsible for both software devel-

opment and the maintenance of the necessary infrastructure, so there are no operations

departments.

• Departments mediated by APIs. Developers are responsible for all operations of the prod-

uct, while operators are responsible for the infrastructure. Communication is occasional.

Additionally, Diaz et al. [34] identify the following constructs related to DevOps (excerpt

from the article):

• Management: Represents the organization’s management capabilities to ensure that

software development and maintenance are carried out in an organized, systematic, and

quantified manner.

• Culture: Represents the common set of principles, values, and practices that impact how

people in an organization relate to each other, and make decisions and actions during the

software product lifecycle.

• Automation: Represents the set of activities to automate the processes that are part of

the software product lifecycle, as well as the management of the infrastructure where the

software is deployed.

• Platform: Represents the technology that enables the automated management of the

infrastructure and the software lifecycle.

• Silo: It can be organizational or cultural. Represents a part of an organization that does

not communicate or collaborate with other parts of the organization.

• Collaboration: The range of collaboration from absolute absence to daily collaboration.

• Communication: The range of communication from poor or infrequent to frequent

communication.

In practice, organizations that adopt DevOps are mainly motivated by what is considered

an excessive time until the release of a new version. Other reasons for the adoption of DevOps

that occur less frequently are (among others, from most to least frequent): 1) The natural
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evolution due to continuous improvement methodologies, adaptation to market demands, or the

need for transformation due to architectural changes or technological obsolescence. 2) Lack of

standardization or automation, as DevOps is related to process automation. 3) Organizational

or cultural silos, where the different teams do not share the same goals, knowledge, or mindset,

as opposed to DevOps, which is based on collaboration [35].

1.4 — DevOps adoption

DevOps is a development methodology that can improve an organization’s ability to produce

software quickly and effectively. This is why many organizations in the industry have begun to

adopt DevOps, reporting benefits qualitatively [23]. However, the scientific literature has not

yet fully answered the question: how is DevOps adopted? [36]. The adoption of DevOps often

involves a technical change, but in all cases it involves a cultural change at the organizational

level. Depending on how DevOps is implemented, organizations will need to update their

processes, teams, roles, and management methods to adapt to the new methodology.

DevOps is a methodology that arises in a specific context and moment of Software En-

gineering. This is why, although we define DevOps as an isolated concept, in reality it arises

closely related to other methodologies and practices, pre-existing or born later. For example,

the adoption of DevOps is closely related to the adoption of agile methodologies and continuous

practices [31].

In the literature, numerous articles have been published that study the implementations of

DevOps, dividing them into different levels of “maturity”, describing the characteristics of these

levels, and the transitions between them [37, 38, 39, 40, 41, 42]. Scientific literature has also

referred to these maturity models as “competence models” or “readiness models”. Although

these models study the adoption of DevOps directly, increasing the level of DevOps maturity, as

an action in itself, they do not improve organizational performance. In a recent case study [43],

it is shown that organizational performance only improves when the improvement in the level

of maturity is combined with other interventions and strategies. In addition, maturity models

as a concept are based on a series of false assumptions, such as that two different organizations

will reach a similar state if they reach the same level of maturity, that the increase in maturity

level will have a positive impact on productivity without the need to measure the results, or

that the requirements of an organization to reach maturity will not change over time [29].

In a recent study, Amaro et al. [44] study the adoption of DevOps in terms of what

capabilities an organization must have to adopt DevOps. Among the most frequently identified

capabilities are (from most to least frequent): 1) collaboration and communication between

teams, 2) continuous integration, 3) continuous delivery and deployment automation, and 4)

proactive monitoring, observability, and automatic scalability. In the study, Amaro et al. group
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the capabilities into 4 categories. Among them, the category to which the most frequently

identified capability belongs is that of “Cultural capabilities”. This supports the importance

of the human component in the adoption of DevOps. The adoption of DevOps is, therefore, a

process that involves people and the organization from different dimensions, among which the

“human dimension” is one of the fundamental pillars.

1.5 — Human factors in DevOps

Human factors are always present in software development [14]. However, very few articles

refer to human factors in a DevOps context [45]. In fact, in a recent literature review [46],

whose objective is the study of human factors in Software Engineering, not a single study was

found that referred to human factors in DevOps. On the other hand, the cultural aspects of

DevOps have been identified as the main difficulty in successfully adopting the methodology,

compared to the technical aspects [47]. In addition, the adoption process can fail at any of the

hierarchical levels of the organization if human factors are not managed appropriately [48]. The

adoption of DevOps mainly involves a cultural change that is not shared with other software

development methodologies, and that is why the set of human factors involved is different from

other methodologies [45]. To the best of our knowledge, no article has studied in depth the

relationship between human factors and the adoption of DevOps.

1.6 — Thesis objectives

The doctoral thesis aims to evaluate the following initial hypothesis:

Hypothesis

Proper management of human factors can improve the success and sustainability of DevOps

adoption.

In order to evaluate the hypothesis, the following main objective is proposed:

Main objective

The proposal of a model that facilitates the adoption of DevOps in relation to human factors,

and that at the same time has a positive impact on individual and social sustainability of the

organization.

To achieve the main objective, the following specific objectives are proposed:

• O1 DevOps characterization. Prior to be able to make a proposal, it is necessary to know

the current state of DevOps in relation to human factors. Taking into account the lack

of scientific studies in this area, this objective focuses on the study of DevOps through
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industry information, able to provide, in this case, much closer information than scientific

literature about this topic.

• O2 Proposal of a theory on human factors in the adoption of DevOps. First, it is intended

to identify which human factors are related to the adoption of DevOps, and what each of

them consists of. Second, it is intended to study the effect of these human factors, how

they relate to each other, and the context in which they are found.

• O3 Proposal of a DevOps adoption model based on human factors. The model must be

based on the theory proposed in the previous objective, and must provide implementable

actions for the sustainable adoption of DevOps in relation to human factors.
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Chapter 2
Methodology

This doctoral thesis follows the Design Science methodology. Design Science is a research

methodology that focuses on creating artifacts, or products, that solve practical problems.

Goals, Budgets

Social context

Designs

Design science

Artifacts & contexts to investigate

Existing problem-

solving knowledge,


Existing designs

New problem-

solving


knowledge,

New designs

Design
Knowledge & new design problems

New answers

to knowledge


questions

Investigation

Existing answers

to knowledge


questions

Knowledge context

Figure 2.1. Elements of Design Science and their relationship to each other. Extracted

from [1].

The main elements of Design Science are shown in Figure 2.1. In the center, the activities

of Design Science, i.e., Design and Research, are shown. These activities are related to each

other, providing new artifacts to investigate and new knowledge to design new artifacts. In

turn, in the same way that research serves society as a whole, the activities of Design Science

are directed by the objectives of the social context, receiving objectives and economic budgets,

9
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and providing new designs to society. Finally, Design Science is related to the knowledge

that is possessed about the field of study (Contextual Knowledge) in its two main activities,

Design and Research. In the Design activity, Contextual Knowledge provides knowledge and

previous designs, and receives new knowledge and new designs, while in the Research activity,

contextual knowledge provides the answers that are already known about theoretical questions,

and receives new answers to previously unanswered theoretical questions [1].

Design Science follows an iterative cycle in which activities are carried out over and over

again, obtaining new knowledge and new artifacts in each iteration. Figure 2.2 shows the

engineering cycle of Design Science, in which a problem is investigated, a treatment for that

problem is designed, the treatment is validated, and it is implemented in a practical scenario.

The cycle starts again when the implementation is evaluated, a step that would be equivalent

to investigating a new problem. Wieringa [1] defines treatment as the interaction between the

artifact and the context, with the aim of solving the problem that has been identified.

Treatment
implementation

Implementation
evaluation /

Problem
investigation

Treatment designTreatment
validation

Engineering cycle

Figure 2.2. Engineering cycle of the Science of Design. Extracted from [1].

In particular, this doctoral thesis follows the Design Science framework defined by Johan-

nesson and Perjons [53]. In the framework, the following main research activities are defined:

1. Explain the problem. Activity in which a practical problem is investigated and explained.

The problem must be of general interest and must be formulated and justified precisely.

2. Define the requirements. This activity defines a solution to the identified problem through

an artifact and its requirements.

3. Design and develop the artifact. This activity generates an artifact that solves the iden-

tified problem and meets the defined requirements.

4. Demonstrate the artifact. This activity is responsible for proving that the artifact is

feasible and can solve an instance of the identified problem.
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5. Evaluate the artifact. This activity determines how and to what extent the artifact solves

the identified problem.

DevOps human
factor taxonomy

DevOps human
factor action

model

Human DevOps
tool

DevOps certifications
review

Explain the problem

Define the
requirements

State of the art

DevOps-related
human factors
identification

Design and develop
the artifact

Professional targeted
survey

Demonstrate the
artifact

Evaluate the artifact

Explain the problem

Define the
requirements

Design and develop
the artifact

State of the art Theory on DevOps
human factors

Unpublished part of
the thesis

Figure 2.3. Activities carried out in this doctoral thesis and their relationship to the

activities of the Johannesson and Perjons framework. Legend: Yellow, activities of the

Johannesson and Perjons framework; Blue, activities carried out in this doctoral thesis;

Green: Artifacts.

Despite the fact that these activities are presented and connected sequentially, Design Sci-

ence is iterative by nature, and the researcher must move back and forth between the activities

of the framework.

Figure 2.3 shows a simplification of the activities carried out in the doctoral thesis, how

they affect the cycle of Design Science activities, and what artifacts have been produced and

refined. A complete cycle of activities is carried out, from explaining the problem to evaluating

the artifact, and a new cycle is started until the design and development of the artifact.

The revision of DevOps certifications, an activity included in the objective O1, corre-

sponding to the papers reported in Section 5.1 and Section 5.2, serves as a starting point to

explain the problem in question, and to define what possible artifact could solve it. Then, the

identification of human factors related to DevOps, included in objective O2 and detailed in
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Section 5.3, leads to the first artifact of the doctoral thesis, a taxonomy that identifies and

describes the human factors that are related to the adoption of DevOps. The artifact is demon-

strated and evaluated through a survey aimed at professionals with experience in DevOps.

The demonstrated and evaluated artifact serves as a basis for the proposal of a more detailed

theory about the context of human factors in the adoption of DevOps, which resulted in the

final publication of this thesis, reported in Section 5.4. This new theory partially solves the

initial problem, and at the same time explains it in greater depth, leading to a new cycle of

activities, which ends with the proposal of two new artifacts, a practical model for measuring

and improving human factors in the adoption of DevOps, and a software tool to support the

exploitation of this model. These last artifacts respond to objective O3 of this doctoral thesis.



Chapter 3
Summary of results

In this chapter, a summary of the results obtained through the development of the thesis is

presented. The results correspond to each one of the papers included in the compendium,

ordered by date of publication.

3.1 — DevOps Certification in IT Industry: Preliminary

Findings

In order to propose a DevOps adoption model, the final objective of the thesis, it is necessary

to deeply understand the state of the art in DevOps adoption. However, researchers agree

that DevOps research is falling behind the industry advances, and the knowledge available in

scientific literature may not be a good representation of the current state of DevOps in industry.

Therefore, we decided to approach the issue through industry. Certifications are one of the ways

that industry has to acknowledge skills and knowledge in a certain area, and the mechanism

is well-established in IT. At this point, we decided to investigate what is DevOps, and which

skills are supposedly required to work in a DevOps environment, according to the information

provided by DevOps certifications.

In the first paper of the compendium DevOps Certification in IT Industry: Preliminary

Findings [49], the approach to identify and extract this information is presented. Firstly, every

certification that appeared in the first 10 pages of a Google search with the terms “DevOps

certification” were considered. Google was chosen as the search engine instead of a scientific

database search engine in order to identify certifications present in industry, not necessarily

academia. A total of 105 certifications were found, provided by a total of 45 certifying organi-

zations. A survey was designed to collect the information about the certifications directly from

these organizations. The survey was structured as follows:

• Questions about the organizations

– Demographic questions, such as the name of the organization, founding year, number

13
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of employees, etc.

– Partner questions. We found that some organizations delegated their responsibili-

ties on other organizations through a partnership relationship. The questions were

designed to identify which partners were involved and what was their role.

• Questions about the certifications

– Demographic questions, such as the name of the certification, price, number of cer-

tifications issued, etc.

– Exam questions. The main method to assess if a person is ready to receive a certifi-

cation is through an exam. The questions were designed to identify the methodology

of the exam, such as whether it was required or not, online availability, price, etc.

– Training questions. For some organizations identified, official training was offered

to achieve the level of knowledge required to obtain the certification. For some

organizations, the official training was both required and the only assessment to

obtain a certification. The questions were designed to identify the methodology of

the training, such as whether it was required or not, online availability, price, etc.

– Tools questions. Part of the certifications identified were partially or totally focused

on the use of a specific tool. These questions were aimed at identifying which tools

were required to obtain the certification.

– Competencies questions. In order to assess which DevOps competencies were re-

quired to obtain the certification, the practices identified by Jabbari et al. [20] were

used. Every certification was cross-checked with these practices to identify which

competencies were required.

However, after every organization was invited to participate in the survey, for the period

of 21 days when the survey was accepting responses, only 2 organizations agreed to participate,

with a total of 2 certifications. This was a very low response rate, and the results obtained were

not enough to draw any conclusions. These results motivated a change of approach. Instead of

requiring the participation of the organizations, the information was collected directly from the

certifications publicly available on the organizations’ websites. This approach was presented in

the second paper of the compendium, described in the next section.

3.2 — DevOps Certifications for IT Professionals

The next paper in the compendium DevOps Certifications for IT Professionals [50] focuses

on the same objective as the previous paper, which was left incomplete, but with a different

approach. In this case, the information was obtained from the certifications directly, without

the need for the organizations to participate in the survey.
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The certifications were identified through a Google search, as in the previous paper.

However, Google was selected among five popular general-purpose search engines (Google,

Bing, Yandex, Baidu, and Yahoo), repeating the same search from different locations around the

world. Google outperformed every search engine in the task of identifying DevOps certifications.

A set of 45 certifications were identified, but only 22 of them included enough data to be

analyzed.

Figure 3.1 shows the certifications that were identified, the organizations that provide

them, and other relevant demographic data.

Figure 3.1. Demographic data of the certifications analyzed. Legend. Access: refers

to the way in which the exam can be accessed (Online, On-site, both, or exam not

needed). Nature: refers to the nature of the organization that provides the certifica-

tion, DOCF (DevOps Certification Focused), CF (Certification Focused), NCF (Not

Certification Focused). No DO cert.: number of certifications provided by the organi-

zation. T.T.: Training time required to acquire the knowledge necessary to pass the

certification (hours). T/C: Time per competency (hours/competency), calculated as

the ratio between the training time and the number of competencies.

Some certifications, for example the DevOps Foundation certification, required a relatively

low training time if the number of competencies being certified is taken into account (training

time per competency). While the data on how the training time is distributed among the

competencies was not available, i.e. we do not know how much training time is spent on each

competency, a low average training time per competency could indicate that the competencies

are not being deeply analyzed. Therefore, we highlighted the opposite effect for certifications

that, on average, a relatively high amount of training time is spent per competency, as shown
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in Figure 3.2 for the 10 certifications with the highest training time per competency.

Figure 3.2. The T.T. (Training Time) and T/C (Time per Competency) of the 10

certifications with the highest T/C.

The certifications were analyzed in terms of the competencies that were required to obtain

them, in other words, the competencies that are being certified. As in the previous paper, the

competencies were extracted from the practices identified by Jabbari et al. [20]. Using the

list of competencies presented in each certification, the certifications were classified using a

hierarchical clustering technique. The classification can be seen in Table 3.1. A set of 12

clusters was generated.

The certifications were also classified in terms of their context. We differentiated between

certifications that were focused on a particular cloud framework (AWS, Azure, and Google

Cloud), certifications that were focused on a particular software tool that enables DevOps

practices (Docker, Kubernetes, and Puppet), and certifications that were not focused on any

particular tool or cloud framework, which were labeled as “Cultural change” certifications. The

classification can be seen in Figure 3.3.
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Table 3.1

Clustering of the certifications based on the competencies identified. Legend: (GSC)
General scope. (MON) Monitoring. (TES) Testing. (CID) Continuous integra-
tion and delivery. (DEP) Deployment. (MAD) Monitoring and delivery. (GSQ)
General scope and quality assurance. (DAT) Delivery and testing. (CON) Config-
uration. (CDI) Continuous integration, deployment and IaC. (GSM) General scope
and change management. (MCT) Monitoring, continuous integration and testing.

Certification Cluster

DevOps Foundation

GSC

Continuous Delivery Ecosystem Foundation

DevOps Engineer Certificate

DevNet Specialist

DevNet Professional

Professional Cloud DevOps Engineer

Site Reliability Engineering Foundation MON

DevOps Test Foundation TES

Certified Agile Service Manager CID

Docker Certified Associate DEP

Certified Kubernetes Administrator

MADCertified Kubernetes Application Developer

AWS Certified DevOps Engineer

Azure DevOps Engineer Expert
GSQ

Professional: Foundations of DevOps

Fundamentals DAT

Puppet Professional Certification CON

DevNet Associate
CDI

Professional: Implementing DevOps

BCS Foundation Level Certificate in DevOps GSM

DevOps Certification Course
MCT

Star Certified DevOps Expert
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Cultural change
DevOps Foundation

Site Reliability Engineering Foundation

Continuous Delivery Ecosystem Foundation

DevOps Test Foundation

Certified Agile Service Manager

Fundamentals

DevOps Engineer Certificate

DevNet Associate

DevNet Specialist

DevNet Professional

Professional Foundations of DevOps

Professional Implementing DevOps

Foundation Level Certificate in DevOps

DevOps Certification Course

Star Certified DevOps Expert

Frameworks
AWS Certified DevOps Engineer (AWS)

Azure DevOps Engineer (Azure)

Professional Cloud DevOps Engineer -

(Google Cloud)

Tools
Docker Certified Associate (Docker)

Certified Kubernetes Administrator -

(Kubernetes)


Certified Kubernetes Application -

Developer (Kubernetes)

Puppet Professional Certification (Puppet)

Figure 3.3. Certifications classified by context.

With all the information gathered, a decision diagram was created to help professionals

choose the certification that best suits their needs. It should be noted that there are plenty

of possible different decision diagrams using the information that was gathered. We opted to

present a decision diagram based on the competencies that the certifications include, and in

the cluster categorization previously mentioned. The diagram can be seen in Figure 3.4.

Yes Should the certification
include as much DevOps

competencies as possible?

Should the certification
include Monitoring

competencies?

Should the certification
include Testing
competencies?

Should the certification
include Delivery
competencies?

Should the certification
include Configuration

competencies?

Should the certification
include Deployment

competencies?

Should the certification
include Continuous

Integration
competencies?

MON

Site reliability Engineering Foundation


TES

DevOps Test Foundation
 DAT


Fundamentals


MCT

DevOps Certification Course

Star Certified DevOps Expert 


CON

Puppet Professional Certification


CDI

DevNet Associate


Professional: Implementing DevOps


DEP

Docker Certified Associate


MAD

Certified Kubernetes Administrator


Certified Kubernetes Application Developer

AWS Certified DevOps Engineer


GSC

DevOps Foundation


Continuous Delivery Ecosystem Foundation

DevOps Engineer Certificate


DevNet Specialist

DevNet Professional


Professional Cloud DevOps Engineer

GSQ


Azure DevOps Engineer Expert

Professional: Foundations of DevOps


GSM

BCS Foundation Level Certificate in DevOps


No

CID

Certified Agile Service Manager


Figure 3.4. One of the possible decision diagrams. The leaf nodes (green) represent

one or more clusters that are labeled in bold.

The results of the study were aimed to inform and assist professionals who are interested in

obtaining a DevOps certification, but also to extend the research knowledge of the competencies

that are required in the industry. This knowledge is directly related with objective O1 of the

thesis, which is DevOps characterization. The results of the study allowed us to perceive a lack

of attention regarding DevOps non-technical skills. While they were scarcely present in the
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study written by Jabbari et al. [20], they were even more scarce in the certifications analyzed.

This fact motivates the further research regarding DevOps soft-skills, which are both mostly

unexplored both in industry and in scientific research.

3.3 — A Taxonomy on Human Factors that Affect DevOps

Adoption

The third paper in the compendium A Taxonomy on Human Factors that Affect DevOps Adop-

tion [51], is the base for objective O2, i.e., the proposal of a theory on human factors in DevOps

adoption. Previously to the development of the paper, a brief literature review was performed,

that suggested that the study of DevOps human factors was mostly unexplored, as also sup-

ported by the previous paper in the compendium. Since not enough information was available

to propose a theory on DevOps human factors, we designed this paper. The paper identifies and

classifies the human factors that are related to DevOps adoption through a systematic map-

ping study. While, as stated, almost no information was available on the subject, the study

was performed in a broad way, adapting the knowledge present in other methodologies (not

necessarily DevOps), which are intrinsically related to DevOps. This approach of adapting ex-

isting knowledge to another discipline has been extensively used and supported in Information

Technology research [54].

IEEE Xplore

ACM DL

Scopus

Web of Science

154 result papers

29 relevant papers

160 candidate papers

21 final papers

8

2

135

30

b c

d

e

a

Figure 3.5. Systematic mapping study

process diagram. Legend: a) Perform

the automatic search using the search

string. b) Collect the results returned

by the automatic search. c) Snow-

balling. d) Apply the selection criteria

to the candidate papers. e) Apply the

quality criteria to the relevant papers.
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After the search protocol depicted in Figure 3.5 was applied, a total of 21 papers were

selected that were found topic-relevant, and passed the quality criteria. A steady rate of

publication was observed over the last 7 years as shown in Figure 3.6, with a slightly higher

frequency in journals than in conferences or books. Regarding the methodology, the majority

of the papers used an empirical validation method, always related to industry data, such as

practitioner targeted interviews and surveys. However, a substantial amount of selected studies

(43%) did not include any means of validation or evaluation.

Most of the selected studies were identified in agile (33%) and lean management (24%)

contexts. The rest of them were identified in, from more frequent to less frequent: software

process improvement, software development teams, technology adoption, process management

automation, and DevOps. It should be noted that only one paper of the 21 selected directly

addressed DevOps human factors, which supports the idea that the study of DevOps human

factors is mostly unexplored.

A set of 59 human factors was synthesized from the selected studies, based on the original

names and descriptions of the factors. The factors were classified in 3 basic categories based

on the effect they have on DevOps adoption (based on their synthesized description):

• Positive human factors. These factors are those that, when present, make the adoption

of DevOps practices easier. They are the factors that organizations should aim to have in

order to facilitate the adoption of DevOps. Their absence is always negative. An example

of a positive human factor is “Motivation for change”.

• Negative human factors. These factors are those that, when present, make the adoption of

DevOps practices harder. They are the factors that organizations should aim to avoid in

order to facilitate the adoption of DevOps. Their absence is always positive. An example

of a negative human factor is “Negative experiences”.

• Ambivalent human factors. These factors are always present, however, their effect depends

on how are they treated in the organization, potentially being positive or negative. An

example of an ambivalent human factor is “Social influence”.

The factors are distributed in the categories as follows: 25 positive human factors (42%),

23 ambivalent human factors (39%), and 11 negative human factors (19%).

The information gathered in this study was used as the foundation to propose a DevOps

adoption human factor theory, but also for the extension of DevOps characterization (O1).

Through the human factors that affect DevOps adoption, we can understand how stakeholders

interact with the methodology, which as the same time, allows us to understand the method-

ology itself.
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3.4 — A Theory on Human Factors in DevOps Adoption

The fourth and last paper in the compendium, A Theory on Human Factors in DevOps Adoption

[52], achieves objective O2, which is the proposal of a theory on human factors in DevOps

adoption. The paper also extends the knowledge on DevOps characterization (O1), in the same

way as the previous paper, and serves as the foundation for the development of the DevOps

adoption model (O3). The main purpose of the theory is to explain DevOps human factors,

which are one of the centerpieces of the doctoral thesis. Since, as supported by the previous

paper, almost no knowledge is available on the subject, the theory fills a research gap that

would otherwise severely limit the results of the thesis.

The paper is an extension of the previous one, and it is based on the same set of human

factors that were synthesized in the previous paper. However, the search was extended to

include publications up to July 2024. The extension of the search provided 2 more selected

papers that were published in 2022 and 2023. As stated, the added papers did not provide new

human factors, but they did support some human factors already identified.

The relevance of the human factors in DevOps adoption was assessed through a practi-

tioner targeted survey. The survey was designed to be answered by professionals who work in

IT, and who have experience in DevOps adoption. The participants answered questions about

the relevance of each human factor, and a small amount of demographic questions.

The survey was answered by 15 professionals with experience in DevOps environments. As

seen in Figure 3.7, most of the participants had between 1 and 7 years of experience in DevOps

environments, with 33% of the total participants having exactly 5 years of DevOps experience.

The participants were distributed in organizations of different sizes, as shown in Figure 3.8,

however, most of them belonged to big organizations with more than 500 employees. Figure

3.9 shows the job position of the participants, presenting a wide variety of positions with no

apparent data trends. A majority of 11 participants claimed that their organization managed

human factors.

Through a 5 point Likert scale, the participants were asked to rate the relevance of each

human factor for DevOps adoption, where 1 was “Strongly irrelevant”, and 5 was “Strongly

relevant”. Only one human factor was found slightly irrelevant by the participants, which

was “Neuroticism” (mean = 2.93, median = 3, s.d. = 0.704). Figure 3.10 shows the average

responses for the relevance of the identified set of human factors. The figure presents a wide

majority of human factors that were found relevant by the participants (81% of them being

above 3.5), and almost no human factors that were found irrelevant on average. Therefore,

we considered that the participants validated our set of human factors for DevOps adoption,

which were used to propose a theory on human factors in DevOps adoption.
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A theory on DevOps human factors was proposed based on Gregor’s theory study [2].

The theory, according to Gregor, is a Type I theory, i.e., a theory meant to analyze what is

a phenomenon. It is the most basic level of theorizing, needed when very little knowledge is

available, such as DevOps human factors’ case. The theory is primarily composed of primary

constructs and statements of relationship. Table 3.2 shows a summary overview of the theory

characteristics.
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Table 3.2

Theory overview table (adapted from Gregor [2]).

Theory overview

The theory on DevOps human factors identify which human factors affect a DevOps adoption, how can they

affect the organization, how are they related to people, and how can they be affected by people or by other

human factors.

Theory Component Instantiation

Means of representation Textual description, diagrams, tables, and figures.

Primary constructs Human factor, Actor, Action, Resources, Priority

level, Organizational performance.

Statements of relationship An example: Human factors can, in most cases, be

affected voluntarily by the actions of an actor.

Scope The relationships between the primary constructs are

always present, or depend on the particular primary

construct.

Causal explanations Not present

Testable propositions Not present

Prescriptive statements Not present

A total of 6 primary constructs were identified in the theory. The main primary construct,

“Human factor” is the centerpiece of the theory. As stated in the introduction, we consider

that “human factors” are the set of psychological, behavioral, and sociological aspects of human

behavior that are related to the software process. In this theory, the definition still applies. In

addition, in the theory, the “Human factor” construct refers to the set of human factors that

were identified previously, but it is not limited by it, since the theory is open to the inclusion

of new human factors, or modification of existing ones. Human factors exist in the theory

with a “degree of presence”, that is, a percentage that represents how much a human factor

is happening in a particular context in the organization. In a simplified example, we could

consider that a professional is experiencing around a 50% of “Imposition” if half of the actions

that the professional undertakes are not considered as voluntary. These percentages can also

be applied as an average value to measure a human factor in a group of people. Human factors,

as human behavior, are not isolated concepts, and they are strongly related to each other

in a complex network of relationships. The theory proposes that human factors can affect

each other (positively or negatively), and in some cases, they can even pose a requirement

relationship between them. For example, “Recognition and rewards” could potentially be a

strong requirement for “Respect from management”.

Figure 3.11 depicts the theory graphically. The 6 primary constructs appear in the figure,

with the relationships between them. The “Actor” primary constructs defines the humans,
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or in other words, the people that is affected or affects the human factors. In this theory,

the actor is always a stakeholder, since every person involved in this context, including the

members of the development team, operations, management and client, are directly related

to the software product. An actor can affect a human factor actively through one or more

“Actions”, which requires “Resources” to be performed, both “Action” and “Resources” being

primary constructs of the theory. Every action is considered to require resources, since the bare

minimum that is required to perform an action is time, which is a relevant resource. It also

includes monetary resources, human resources, and any other resource that could be required to

perform an action. The theory classifies actions depending on the actor and depending on the

frequency. Depending on the actor, they can be classified as actions that can be taken by any

actor, or actions that can only be taken by a management role of the organization. Depending

on the frequency, they can be classified on actions that are only required once to maintain

an effect, and actions that need to be continuously taken to maintain the effect. Finally,

every human factor has a “Priority level” in an organization, which is a combined value of the

impact of the human factor on the “Organizational performance”, and the relevance that the

organization gives to the human factor. Every human factor has an impact on organizational

performance, may it be directly or indirectly through affecting other human factors.

hasregards

affects

Human Factor

affects / requires

Priority level

performs

Actor

requires

Resources

Organizational
performance

affects
Action

Figure 3.11. Theory graphical description.

The theory proposed is composed by this conceptual framework, the human factor set, and

the analysis of the human factors performed. These results complete the research planned for

objective O2 of the doctoral thesis. For the completion of the next objective (O3, the proposal

of a DevOps adoption model), and the completion of the thesis main objective, the theory

proposed describes what human factors are, in which context they are present, and how they

affect the DevOps adoption process. This knowledge has been used to define the requirement

of a DevOps adoption model that exploits the theory. Besides the knowledge foundation, in

order to practically apply the theory, the following requirements were identified:
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• Data collection. This mainly means the measurement of the human factors, which requires

the design of a measurement instrument. The theory application would benefit from a

quantitative and continuous measurement of the human factors. While this is theoretically

possible without software support, the use of software would make the process more

efficient and less error-prone. Additionally, data collection also means the identification

of the actors and human factor priorities.

• Data anonymization. Since the information gathered is highly sensitive, keeping mea-

surements anonymous is a requirement not only to maintain privacy, but also to improve

data reliability, as the participants would be more willing to provide honest answers.

• Organizational support. The theory application requires the support of the organization,

since the measurement of human factors requires the participation of the organization

members. The organization should be willing to provide the necessary resources to per-

form the measurement, and to act upon the results.

3.5 — DevOps human factor adoption model

This section presents the results of the thesis that are not included in the compendium, but

that are part of the thesis main objective. In particular, the results described in this section

complete objective O3, and finalize the thesis main objective. In summary, the papers in the

compendium previously described DevOps in terms of the competencies that are required in

industry and in terms of the human factors that affect its adoption (objective O1). The papers

in the compendium also proposed a theory on human factors in DevOps adoption that identifies

the human factors that are related to DevOps adoption, deeply study them, and how they affect

the process (objective O2). In conjunction with the requirements for the practical application

of the theory provided in the last paper of the compendium, the DevOps human factor action

model was proposed.

The DevOps human factor action model was based on the set of human factor previously

identified, that was extended with existing horizontal knowledge from the literature. The model

was designed to be a practical approach that could be used by organizations to improve their

DevOps adoption process. The model is composed of 3 elements:

• Human factors. The main element of the action model, they are related to other human

factors through dependency relationships (in other words, the source human factor is

affected by the target human factor), and to actions.

• Questions. The method to measure each human factor in the action model. The questions

are designed to be answered by the organization members. The model differentiates

between two organization members: a specific person with a management role, and any
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member of the team, which also includes the person with a management role. The model

is designed to be used in a software development team context, where there is at least one

person that acts as the leader, manager, coordinator, or contact with the organization

management. Some questions are specifically designed to be answered by this person, as

they are related to the management of the team or the organization.

• Actions. The recommendations that the action model provides to improve the state of

the human factors in the organization. The actions are designed to be initiated by the

management role, in a top-down support spirit.

Figure 3.12 shows an extract of the model, where the skill cluster human factors are

included. In the model, every human factor has a directly related action, or depends on another

factor, in a relationship that always ends with possible actions, therefore no human factors are

left without a possible action. The model is designed to measure human factors with the use of

percentage values, as reported in the theory proposed in the previous section. The model is also

designed to be used in a continuous way, where the human factors are measured periodically,

and the actions are taken to improve the state of the human factors, with a few exceptions, as

there are some human factors that do not change over time.

The proposed action model was then used as the theoretical engine of a software tool,

designed to automatically manage human factor measurement and action suggestion. The

tool was named “Human DevOps”, and consist of three main components, a front-end web

application, a back-end server, and a Slack app, as depicted in Figure 3.13.

API

Slack app

Team managerTeam member

REST API

Human DevOps

React frontend

Java backend

DevOps team

Figure 3.13. Use and implementation diagram of Human DevOps.

The non-management role members of the team are only required to use the tool through

the Slack app interface. This was a design choice in order to avoid the need for the team mem-

bers to access any external tool that is not included in their daily work environment, as Slack
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Figure 3.12. DevOps human factor action model extract. Skill cluster.
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is one of the most used messaging tools in software development [55, 56]. The model questions

are periodically sent to the Slack app, and the team members are required to answer them,

taking into account that some questions will only be sent to the team manager. The answers

are then sent to the back-end server, where they are processed, and the human factor values

are updated. On the other end, the team manager can access the front-end web application,

where the human factor values are presented in a graphical way, as presented in Figure 3.14.

The network diagram shows every human factor in the model as a dot, colored dark green if

the value of the human factor is 100%, dark red if the value of the human factor is 0%, and a

gradient of colors in between. Gray dots represent human factors for which not enough answers

were collected. At this part of the application, only average values are presented, thus, main-

taining individual responses anonymous. The human factors are connected with other human

factors based on their dependency relationships mentioned in the model.

Figure 3.14. Human factor network diagram in Human DevOps.

The team manager can also access the actions recommended by the model, based on the

human factor values. The actions are presented in a list, as shown in Figure 3.15. The actions

are ordered by a recommendation value, which is also ranging between 0% and 100%, and is

calculated based on the human factor affected by the action, and their dependency relationships.



3.5. DEVOPS HUMAN FACTOR ADOPTION MODEL 29

Figure 3.15. Example of actions recommended by Human DevOps.

The tool also includes basic functionality to add and remove members of the team, and

change when the questions are sent, besides authentication and password modification.

The action model and the tool “Human DevOps” described in this section are the final

results of the thesis, and build a DevOps human factor adoption model, the main objective

of the thesis. This human factor adoption model is also aimed to improve both individual

and social sustainability. The human factors included in the adoption model are not only

related to DevOps adoption success, but also to the well-being of the professionals involved in

the process. A healthier and more supportive environment can help professionals maintain a

sustainable productivity, and at the same time, can help organizations maintain their human

resources, overall improving the sustainability of the software development process.



Chapter 4
Conclusions and future work

DevOps is a software development methodology that is born from the need to improve the

software development process, reducing product delivery time, and increasing quality. However,

scientific literature does not conclusively answer the questions of what is DevOps and how is

DevOps adopted. DevOps adoption is a complex process that involves technical and cultural

change. While technical change has been far more studied, cultural change studies have been

scarce and insufficient. In particular, human factors, which have been reportedly crucial for the

software engineering industry in general, have been barely studied in the context of DevOps.

This thesis had addressed this research gap with the main objective of proposing an adop-

tion model that assists organizations in the DevOps adoption process by considering human

factors, that is positive for the organizational performance and for individual and social sus-

tainability. This main objective has been divided in three smaller objectives: to characterize

DevOps and identify possible research gaps, to propose a DevOps human factor theory to serve

as a theoretical foundation for the adoption model, and to propose a DevOps human factor

action model that allows the measurement and improvement of human factors for DevOps adop-

tion. Therefore, the doctoral thesis initial hypothesis, “proper management of human factors

can improve the success and sustainability of DevOps adoption”, was demonstrated feasible.

In summary, this thesis contributed to the DevOps research field through the following results:

• DevOps industry requirements have been identified and analyzed through the main cer-

tifications available in the market. The analysis of the certifications has shown that the

DevOps industry mainly focuses on technical skills, while the cultural aspects of DevOps

are barely addressed.

• A DevOps human factor taxonomy has been proposed to identify and classify the human

factors that are related to DevOps adoption. The taxonomy describes and classifies the

human factors based on their characteristics and effect on the DevOps adoption process.

• A DevOps human factor theory has been proposed to explain the role of human factors

in DevOps adoption. The theory explains how are human factors involved with other

software development constructs.

30
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• A DevOps human factor action model has been proposed to serve as a measuring and

recommendation framework for DevOps adoption.

• Human DevOps, a software tool that implements the DevOps human factor action model,

has been developed to help organizations to measure and improve their DevOps adoption

process. The tool has been designed to continuously assist during the DevOps adoption

process, and even after the adoption process has been completed, to help organizations

to maintain their DevOps practices.

• DevOps was characterized through the study of their human aspects. The human factors,

as an intrinsic part of DevOps, explain how professionals impact and are affected by the

DevOps adoption process, and at the same time, explain what DevOps is.

• The results of the thesis can improve individual and social sustainability by creating a

better work environment, improving the well-being of the professionals involved.

4.1 — Future work

The conduction of this doctoral thesis leaded to the emergence of several future research op-

portunities. Firstly, while this thesis characterized DevOps through its human factors, DevOps

characterization still requires its study from other perspectives to achieve a higher comprehen-

sion of what is DevOps. Regarding DevOps human factors, the proposed taxonomy identified

human factors mainly belonging to DevOps component methodologies. However, the lack of

empiric studies specifically focused on DevOps human factors still remains. From another per-

spective, the information available for each human factor is scarce, even though human factors

represent complex parts of human behavior and cognition that require a deep study to be fully

understood. This further study of human factors should extend our knowledge of each phe-

nomenon represented, and how are they inter-related. This might benefit from the adaptation

from other fields of knowledge, such as psychology, sociology, or anthropology.

The study of DevOps competencies in the industry has suggested a lack of professional

knowledge of DevOps cultural aspect. This lack of knowledge could be addressed by the devel-

opment of training programs that focus or include the management of human factors, both in

industry certifications or in academic programs.

The proposals of the theory, the action model, and the software tool, are a first step

towards the understanding and improvement of human factors in DevOps adoption. However,

the empirical validation of these proposals is still pending. The theory, as previously stated,

is categorized as a type I theory, which is the lowest level of theory. Further study on the

topic could lead to the development of more a more detailed theory that could offer testable

hypotheses and predictions. The software tool has been developed as a proof of concept. The
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tool could be improved by adding more features, such as the integration with other messaging

software, more detailed reports, and more options for configuration. The tool might also offer

raw empirical data if implemented in real scenarios, that could potentially be used to further

understand the human factors and actions included in the model. In particular, the training of

an AI model with the data collected by the tool could be used to make predictions about the

human factors, measure their real impact, and recommend actions to improve them.

Additionally, the adoption model proposed is specifically tailored for the improvement

of human factors. The model could be included as a part of a bigger model that takes into

account other aspects of DevOps adoption, such as technical change, or organizational change.

Furthermore, the knowledge included in the model and in the taxonomy could be evaluated

in other software development methodologies, as it might be generalized to a broader field of

research.
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Publications that compose the doctoral

thesis

5.1 — DevOps Certification in IT Industry: Preliminary

Findings

Abstract: DevOps is a methodology which pursues the improvement of software delivery time

and quality. IT companies lack models or standards that help them through the adoption

process. Furthermore, there is no consensus of what DevOps is composed of, and many re-

searchers have identified several challenges in the adoption process. In this paper we describe

our attempts to analyze the approaches of industry for DevOps adoption. A survey aimed for

DevOps certifying organizations was carried out. The responses of the survey were scarce, and

the preliminary findings have been reported.

Title DevOps Certification in IT Industry: Preliminary Findings

Authors Juanjo Pérez-Sánchez, Joaqúın Nicolás Ros, Juan Manuel Carrillo
de Gea

Conference WorldCIST 2021

ICORE Rank (2021) C
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Date March 2021
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State Published

Contribution Writing – review & editing, Writing – original draft, Validation,
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5.2 — DevOps Certifications for IT Professionals

Abstract: DevOps is a software development methodology which is now mainstream and has

been adopted, as reference, by sector leading companies like Google, Amazon, or Microsoft. As

DevOps has become a part of the IT industry, IT organizations require trained professionals to

cope with this new development methodology. Regarding training, professional certifications

have been the main way to achieve skill recognition. However, choosing the right certification

is not an easy task. In fact, through a simple Google search, we were able to find more

than 100 DevOps-related certifications. In order to facilitate the selection of a certification,

our manuscript reviews, describes, and synthesizes 45 certifications available on market. The

information of the practices present in each certification has been described and synthesized in

order to assist professionals in the selection of the certification that best fits their needs.

Title DevOps Certifications for IT Professionals

Authors Juanjo Pérez-Sánchez, Joaqúın Nicolás Ros, Juan Manuel Carrillo
de Gea, José Luis Fernández-Alemán

Journal Computer

Impact factor (2022) 2.2

JCR Rank (2022) Computer Science, Software Engineering: 58/108

Publisher IEEE Computer Society
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EISSN 1558-0814

DOI https://doi.org/10.1109/MC.2022.3144068

State Published
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5.3 — A Taxonomy on Human Factors that Affect DevOps

Adoption

Abstract: DevOps is a software development methodology created to reduce or even remove

the division between the Development (Dev) and Operations (Ops) teams. However, DevOps

adoption requires overcoming several impediments, and between them, culture change and

human factors have the biggest impact. Therefore, this paper addresses the challenge of DevOps

adoption from the perspective of DevOps culture and human factors. A systematic mapping

study was carried out to create a taxonomy of human factors affecting DevOps adoption. A

total of 21 studies were selected, and 59 human factors were included in the taxonomy after

the extraction and synthesis processes.

Title A Taxonomy on Human Factors that Affect DevOps Adoption

Authors Juanjo Pérez-Sánchez, Saima Rafi, Juan Manuel Carrillo de Gea,
Joaqúın Nicolás Ros, José Luis Fernández Alemán

Conference WorldCIST 2024

ICORE Rank (2023) C

Proceedings Trends and Applications in Information Systems and Technologies

Date May 2024

ISSN 2194-5357
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5.4 — A Theory on Human Factors in DevOps Adoption

Abstract: Context: DevOps is a software engineering paradigm that enables faster deliver-

ies and higher quality products. However, DevOps adoption is a complex process that is still

insufficiently supported by research. In addition, human factors are the main difficulty for a

successful DevOps adoption, although very few studies address this topic. Objective: This

paper addresses two research gaps identified in literature, namely: (1) the characterization of

DevOps from the perspective of human factors, i.e. the description of DevOps’ human charac-

teristics to better define it, and (2) the identification and analysis of human factors’ effect in the

adoption of DevOps. Method: We employed a hybrid methodology that included a System-

atic Mapping Study followed by the application of a clustering technique. A questionnaire for

DevOps practitioners (n = 15) was employed as an evaluation method. Results: A total of 59

human factors related to DevOps were identified, described, and synthesized. The results were

used to build a theory on DevOps human factors. Conclusion: The main contribution of this

paper is a theory proposal regarding human factors in DevOps adoption. The evaluation results

show that almost every human factor identified in the mapping study was found relevant in

DevOps adoption. The results of the study represent an extension of DevOps characterization

and a first approximation to human factors in DevOps adoption.

Title A theory on human factors in DevOps adoption
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Appendix A
Abbreviations

Table A.1

List of abbreviations and their meanings.

Abbreviation Meaning

◦C Celsius degrees
AHFE International Conference on Applied Human Factors and Ergonomics
AI Artificial Intelligence
CHASE International Conference on Cooperative and Human Aspects of Software

Engineering
EIDUM International Doctoral School of the University of Murcia
GtCO2eq Gigatons of carbon dioxide equivalent
IaC Infrastructure as Code
ICT Information and Communication Technologies
IPCC Intergovernmental Panel on Climate Change
IT Information Technologies
LUT Lappeenranta-Lahti University of Technology
TIC Tecnoloǵıas de la Información y la Comunicación
UNFCCC United Nations Framework Convention on Climate Change
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