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Resumen

1 Motivacion

Los servicios digitales se han convertido en un elemento bésico de nuestra sociedad. En
este entorno es necesario autenticar las diversas entidades digitales y, en particular, a los
usuarios. Este requisito no solo abarca la identificacion, sino también la autenticaciéon de
atributos de identidad como el correo electréonico o la edad de una persona. Asi pues,
hay que aplicar soluciones de gestion de identidad para lograr un ecosistema seguro. El
caracter ubicuo de esta necesidad hace que las propiedades de seguridad y privacidad que
consiguen estas soluciones sean mas relevantes que nunca.

Los sistemas de identidad tradicionales, muy extendidos por su facilidad de uso, dan
lugar a graves problemas de seguridad y privacidad. Por ejemplo, la vulneracion de bases
de datos de proveedores de servicios [1-3] ha provocado la filtracion de miles de millones
de registros con informacion sobre usuarios, como correos electronicos, contrasenas y da-
tos personales. Los sistemas de inicio de sesion tnico (Single Sign-On, SSO) mitigan el
problema reutilizando la informacién de autenticacion a través de proveedores de iden-
tidad (IdP) para acceder a multiples servicios. Sin embargo, esto conlleva problemas de
punto unico de fallo en términos de seguridad y privacidad, culminando en el seguimiento
exhaustivo de la actividad online de todos los usuarios. De hecho, estos mecanismos son
generalmente ofrecidos por grandes empresas tecnolégicas como Google o Facebook, que
ya han estado en el punto de mira por faltas contra la privacidad de los usuarios [4].

Estos problemas de seguridad y privacidad no se limitan a las interacciones tradiciona-
les de los usuarios con los servicios digitales. Como destaca el Comité Econémico y Social
Europeo (CESE), la evolucion de las tecnologias digitales y su aplicacion a la digitaliza-
cion de la sociedad brinda enormes oportunidades de crecimiento econémico, justicia e
inclusion, pero no esta exenta de amenazas. Riesgos como violaciones de la privacidad o
la introduccién de prejuicios y discriminaciones se incrementan considerablemente. Por
ello, las politicas y la legislaciéon europeas tienden ahora hacia la soberania digitall. El
auge del Internet de las Cosas (IoT), donde maquinas o dispositivos son los principales
actores en el intercambio de informacion [5], es uno de los principales exponentes de esta
tendencia hacia la digitalizacion. En 2023, el numero de dispositivos IoT conectados al-
canzo6 los 15.000 millones, y las estimaciones previstas para los proximos anos reflejan un
crecimiento significativo, alcanzando los 30.000 millones de dispositivos en 2030 [6]. Estos

'https://www.eesc.europa.eu/en/our-work/opinions-information-reports/opinions/
digital-identity-data-sovereignty-and-path-towards-just-digital-transition-citizens-
living-information-society
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dispositivos tienen caracteristicas muy variables en cuanto a potencia de calculo, memoria
o limitaciones de consumo. Su ubicuidad y los datos sensibles que se comparten en en-
tornos IoT enfatizan la necesidad de soluciones seguras y con mecanismos de privacidad,
particularmente en el apartado de gestion de identidad.

En los tltimos afos, la tendencia ha virado hacia soluciones méas respetuosas con la
privacidad, que sitiian a los usuarios (y sus dispositivos) en el centro de los sistemas
de gestion de identidad. En este sentido, la emergente auto-soberania en la gestion de
identidad (Self-Sovereign Identity, SSI) |7] establece preceptos como la minimizacion de
datos, no trazabilidad, o el consentimiento del usuario. La importancia de estos conceptos
se pone de manifiesto en normativas como el RGPD. En particular, la Comisién Europea
pretende poner la identidad digital a disposiciéon de todos los ciudadanos de la UE a
través del reglamento eIDAS2 [8|. Esta propuesta establece el uso de carteras de identidad
(wallet) para la autenticacion en servicios digitales en toda la UE siguiendo los principios
de la auto-soberania. Por otro lado, el enfoque SSI no solo es apto para individuos, sino
que también es aplicable al mundo IoT [9] y, en general, a cualquier servicio u objeto
digital.

En la persecucion de estos ambiciosos objetivos de privacidad, se ha hecho evidente
la necesidad de aplicar herramientas criptogréficas especificamente diseniadas, conocidas
como tecnologias de mejora de la privacidad ( Privacy-Enhancing Technologies, PET). Las
PET permiten recoger, procesar, analizar o compartir informacién protegiendo al mismo
tiempo la confidencialidad de los datos personales. Existen PET con diversas finalida-
des como ofuscar datos (mediante manipulacién u ocultacion), permitir el tratamiento de
datos cifrados, o realizar anélisis de datos distribuidos. Estas técnicas no pueden conside-
rarse una "panacea"que resuelve todos los problemas de privacidad y proteccién de datos
y su implantacion sigue presentando algunas barreras, como su reducida accesibilidad en
entornos politicos por su cardcter innovador. No obstante, son una herramienta clave para
alcanzar el paradigma de la privacidad desde el diseno. Ademés, habilitan nuevas aplica-
ciones y casos de uso, ya que permiten garantizar los derechos de privacidad al tiempo que
se mantiene la utilidad de los datos. Entre las PET existentes, las credenciales basadas
en atributos (privacy-preserving Attribute-Based Credentials, p-ABC) [10, 11| destacan
por su idoneidad para la gestion de identidad de proposito general, proporcionando a los
usuarios el control sobre su identidad online. De hecho, se consideran un elemento clave
para futuros desarrollos que mejoren la privacidad en la solucién europea de identidad
digital. Asi pues, en esta tesis nos centramos en las p-ABCs y su aplicacion para resolver
retos clave de la gestion de identidad.

Las p-ABCs permiten generar credenciales digitales que certifican los atributos del
usuario. Una vez en posesion del usuario, estas credenciales pueden usarse sin interven-
cion de terceros para derivar tokens no vinculables mediante pruebas de conocimiento
cero, divulgando selectivamente parte de la informaciéon contenida en ellas. En este pro-
ceso, el verificador seguira teniendo garantias formales de que los datos revelados fueron
realmente certificados por el emisor. Asi pues, las p-ABC pueden aplicarse para realizar
la autenticacion de atributos de identidad relacionados con procesos de autorizacion de
grano fino manteniendo al mismo tiempo altas garantias de privacidad frente al provee-
dor del servicio. Ademés, se mitiga el problema del seguimiento de usuarios por parte de
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entidades centrales como el proveedor de identidad.

A pesar de los esfuerzos y avances, el campo de la gestion de identidad atn plantea
diversos retos en términos de seguridad y preservacion de la privacidad. En primer lugar,
la aplicabilidad de los sistemas de gestion de identidad depende de varias caracteristicas
que a menudo entran en conflicto, como las garantias de privacidad y seguridad, la inter-
operabilidad o la facilidad de uso. En particular, un gran obstaculo en estos sistemas es
el propio proveedor de identidad, ya que se convierte en un punto critico de fallo tanto
para la seguridad como para la privacidad. Por ejemplo, un proveedor malintencionado
o comprometido puede usurpar o falsificar identidades. Ademéas, puede menoscabar la
privacidad de los usuarios mediante el rastreo de su actividad online. El campo de las
p-ABCs aplicadas a la gestion de identidad también plantea varios desafios. Uno de ellos
es conseguir la eficiencia necesaria para justificar su uso frente a otras técnicas mas sen-
cillas. Del mismo modo, las p-ABC han sufrido una importante falta de estandarizacion
que dificulta su integracién en los sistemas del mundo real. Ademés, intentar conseguir
sistemas con funcionalidades avanzadas como pseudénimos o predicados sobre los valores
de los atributos, que son uno de los principales atractivos de las p-ABC, agrava atun mas
estos retos.

Por otro lado, los retos de la gestion de identidad no se limitan a las autenticaciones
online tradicionales. A saber, el control de acceso fisico requiere demostrar informacion
sobre una persona concreta al tiempo que se protege su derecho a la intimidad. Un ejem-
plo reciente con repercusion considerable ha sido el “Green Pass” durante la pandemia
COVID-19. Los objetivos de privacidad (como ocultar la identidad de la persona concre-
ta, o si estaba vacunada o se habia recuperado recientemente) contrastan con la necesidad
de seguridad y escalabilidad del proceso de verificacion, convirtiendo el problema en un
claro desafio. La gestion de identidad en escenarios IoT presenta una serie de retos especi-
ficos. Los dispositivos en entornos IoT presentan diversas caracteristicas, como su elevado
ntmero, heterogeneidad o restricciones en capacidad de computacion. Los sistemas de
identidad deben ser lo suficientemente eficientes y flexibles para adaptarse a ellos. Ade-
més, los dispositivos pasan por diferentes fases en su ciclo de vida que deben considerarse
mas alla de la aplicaciéon de herramientas técnicas para lograr soluciones integrales. Asi
pues, es necesario abordar de forma coherente diversos desafios, como la provision de una
raiz de confianza para la identidad de los dispositivos, o de medios para autenticaciéon con
garantias de privacidad dentro de un dominio de seguridad.

2 Objetivos y metodologia

Los diversos retos expuestos dan lugar al objetivo principal que enmarca el desarrollo
de esta tesis doctoral: El diseno de soluciones de manejo de identidad digital seguras,
utilizables y que preserven la privacidad tanto de individuos como dispositivos, aplicindolas
para abordar retos del mundo real. Para alcanzar esta meta, se han definido varios objetivos
especificos:

Objetivo 1: Analizar soluciones de manejo de identidad del estado del arte y sus
principales limitaciones.
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Objetivo 2: Disenar, desarrollar y evaluar soluciones criptograficas dedicadas a la pre-
servacion de la privacidad, especialmente en relaciéon con las credenciales
basadas en atributos.

Objetivo 3: Especificar métodos y frameworks que permitan una gestion de identidad
eficaz, utilizable y comprehensiva a través de las credenciales basadas en
atributos.

Objetivo 4: Integrar las soluciones desarrolladas con especificaciones y tecnologias
emergentes como los registros distribuidos (DLT) o las credenciales veri-
ficables (Verifiable Credentials), evaluando el impacto bidireccional.

Objetivo 5: Estudiar, disenar e implementar la extension de las nociones de gestion de
identidad con preservacion de la privacidad a entornos IoT que abarquen
el ciclo de vida completo de los dispositivos en funciéon de retos especificos
como la heterogeneidad o las limitaciones de recursos.

Objetivo 6: Validar las soluciones desarrolladas en diferentes casos de uso y escenarios
reales, demostrando su viabilidad.

Estos objetivos han guiado la metodologia del trabajo, de caracter iterativo e incre-
mental. En cada ciclo se ha realizado un anélisis del estado del arte y el diseno, imple-
mentacion y evaluacion de soluciones técnicas. Ademas, los resultados han sido continua-
mente validados en casos de uso de relevancia practica, particularmente en el contexto
de tres proyectos europeos de Horizonte 2020: OLYMPUS [12], CyberSec4Europe [13] y
ERATOSTHENES [14]. En el desarrollo de la tesis, se han estudiado y aplicado mul-
tiples tecnologias. Entre ellas destacan las p-ABC, en particular el esquema basado en
multi-firmas Pointcheval-Sanders introducido por Camenisch et al. [15]. Otra tecnologia
relevante por sus caracteristicas de descentralizacion ha sido los registros distribuidos,
como soporte del marco de confianza de ecosistemas de identidad. Del mismo modo, las
especificaciones vinculadas a la identidad autosoberana, como las credenciales verificables
del W3C, han sido parte del foco por su impacto en las tendencias actuales en materia de
identidad. Por ultimo, otras tecnologias como los documentos MUD (Manufacturer Usage
Description)|16] han desempeniado un papel complementario a las técnicas de identidad
investigadas.

3 Resultados

La consecucion de los objetivos marcados ha resultado en diversas publicaciones en revistas
indexadas y conferencias, recogidas en el aparatado Publications tras la bibliografia. El
Cuadro 1 resume los principales resultados obtenidos, asi como su relaciéon con los objetivos
planteados y dichas publicaciones. Las cuatro publicaciones que conforman el compendio
de esta tesis recogen los detalles de estos resultados, que se resumen a continuacion.



Resultado Objetivos | Publicaciones

RO. Analisis de los retos, caracteristicas y deficiencias de los 1,5 [17] [18] [19]
sistemas de gestion de identidad actuales, particularmente en [20] [21]
el A&mbito de la privacidad.

R1. Implementacion y validacion de un esquema de gestion 2,3 [18]
de identidad distribuido con altas garantias de privacidad a
través de p-ABCs con divulgacion selectiva y no vinculables.

R2. Extension de la solucion de manejo de identidad median- 3,4 [17] [22] [19]
te técnicas de registro distribuido (DLT') y control de acceso
basado en confianza-cero para una gestion integral de la con-
fianza y la autorizacién.

R3. Diseno, implementacién y validacién de un esquema p- 2 [21]
ABC mejorado que cubre caracteristicas avanzadas de priva-
cidad y seguridad de forma modular y extensible.

R4. Formalizacion, disenio e instanciacion practica de p-ABCs 2 [23]
intransferibles mediante biometria aplicado al control de ac-
ceso fisico.

R5. Desarrollo de implementaciones de soluciones de mejora 2,5 [19] [23] [21]
de la privacidad adaptadas a dispositivos IoT, especialmente
en términos de eficiencia y flexibilidad.

R6. Integracion de las soluciones desarrolladas con técnicas es- 4 [17] [20] [19]
tandar de autosoberania, como la especificacion de credencia-
les verificables, permitiendo aplicaciones interoperables, flexi-
bles y que preservan la privacidad.

R7. Diseno e instanciacion de una arquitectura para la gestion 3,5 [19] [24]
de identidad con preservacion de la privacidad de dispositivos
IoT que cubre los diversos retos especificos identificados.

R8. Validacion y evaluacion de las soluciones propuestas en 6 [17] [25] [26]
diversos escenarios de manejo de identidad para verificar su [27] [18] [19]
viabilidad. [24]

Cuadro 1: Resumen de los resultados de la tesis y su relacién con los objetivos conseguidos
y publicaciones realizadas

3.1 Implementation and evaluation of a privacy-preserving dis-
tributed ABC scheme based on multi-signatures

La primera publicacion [18] describe la implementacion y evaluacion del esquema de cre-
denciales basadas en atributos con emision distribuida (dp-ABC) que acttia como piedra
angular del desarrollo de esta tesis. La capacidad de emision distribuida viene dada por
el uso de multi-firmas [15], permitiendo mitigar el problema de punto tunico de fallo del
emisor sin necesidad de depender de complejos procesos de configuracion o estrechas re-
laciones de confianza entre los emisores, lo cual no era posible en la practica con trabajos
existentes en la literatura (R1). En este trabajo, se espeicifca la aplicacion de esta im-
plementacion para conseguir un sistema de gestion de identidades distribuido, practico
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y féacil de usar en el marco del proyecto H2020 OLYMPUS (RS8). Este sistema, disenado
en busqueda de usabilidad similar a la de SSO, define un “proveedor de identidad vir-
tual” transparente compuesto por proveedores parciales. Junto con las caracteristicas de
divulgacion selectiva y no vinculabilidad aportadas por el esquema dp-ABC, esto permite
alcanzar privacidad desde el diseno en el sistema de identidad federada.

El desempeno de la solucion fue exhautivamente evaluado mediante experimentos con
la libreria desarrollada. El articulo detalla la eficiencia de los procesos del esquema dp-
ABC, asi como su comportamiento y escalabilidad respecto a los parametros relevantes
(atributos, nimero de emisores. .. ). Ademaés, los resultados se compararon con Idemix [28—
30], el sistema de identidad basado en p-ABC que ha recibido un uso méas extendido.
Nuestra implementacion es entre dos y cuatro veces mas rapida en la ejecucion de todos
los procesos de emisiéon y presentacion de credenciales. De hecho, estos resultados se
alcanzan con un nivel de seguridad significativamente mayor, 134 bits frente a los 112
bits del método de Idemix. En definitiva, los resultados validan la utilidad practica de la
implementacion desarrollada (R1).

3.2 Beyond Selective Disclosure: Extending Distributed p-ABC
Implementations by Commit-and-Prove Techniques

La segunda publicacion [21] se centra en extender la funcionalidad de la implementacion
de dp-ABC con capacidades de privacidad y seguridad avanzadas. Para ello, modificamos
la fase de presentacion de la credencial de forma que la prueba de conocimiento cero
queda dividida en varias sub-pruebas. Una de las sub-pruebas se dedica a la demostracion
de posesion del credencial, pudiendo divulgar selectivamente sus atributos o, de forma
esencial, ligarlos a un compromiso (commitment) de Pedersen [31]|. El resto se dedican
a probar predicados especificos sobre los atributos, mediante pruebas commit-and-prove
(comprometer-y-probar). De esta forma, conseguimos la extensibilidad del sistema de
forma modular.

Esta mejora se usa para desarrollar un sistema que ofrece pruebas de rango sobre
atributos numéricos, mejorando la granularidad en el revelado minimo de informacion.
También anade soporte para pseudénimos, que se utilizan para habilitar vinculacion se-
lectiva controlada por el usuario, y las técnicas de seguridad de inspeccion y revocacion.
Para cada una de estas aplicaciones, se midi6 la sobrecarga de computo y uso de memoria.
El tiempo de ejecucion anadido no sobrepasa los 30 milisegundos por operacion, excepto
en el caso de las costosas pruebas de rango. Incluso estas tltimas cubren la mayoria de
casos de uso en un tiempo total inferior a un segundo. Estos resultados validan el interés
practico de la solucién. Aun més, el articulo ahonda en el estudio de la viabilidad de la
solucién con una comparativa con Idemix (en la que nuestra implementacion se muestra
claramente superior) y resultados favorecedores en entornos moviles y de capacidad redu-
cida (R5).

En definitiva, obtenemos una implementacion extensible, usable y practica de dp-ABCs
con funcionalidad avanzada (R3). Estas caracteristicas son muy deseables en el panorama
emergente de casos de uso de identidad basados en SSI, como queda plasmado en la publi-
cacion (RO). Asi, esta solucion puede convertirse en una base para introducir propiedades
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avanzadas de privacidad en los escenarios heterogéneos actuales, con una forma clara y
sencilla de adaptarla y mejorarla siempre que sea necesario.

3.3 To Pass or Not to Pass: Privacy-Preserving Physical Access
Control

La tercera publicacion [23] presenta la formalizacion rigurosa e instanciacion préactica de
las credenciales basadas en atributos ligadas a patrones biométricos (Biometric-Bound
Attribute-Based Credentials, bb-ABC) (R4). Este marco formal aborda el problema de
la transferabilidad de credenciales garantizando que tnicamente la persona establecida
puede usarlas mediante pruebas biométricas. En particular, la credencial se asocia a un
patréon biométrico y el usuario debe demostrar que su caracteristica biométrica medida
en el momento de la autenticacion coincide (en el sentido de cotejo biométrico) con este
patréon. Para ello, se introduce como un nuevo actor en el proceso el lector biométrico
como un dispositivo semi-confiable desplegado en las instalaciones del verificador. Para
justificar la confianza necesaria en él, su funcionalidad es reducida y reutilizable para
cualquier verificador, facilitando procesos de certificacion y auditoria en escenarios practi-
cos. Ademas, el dispositivo solo requerird comunicacion limitada y material criptografico
efimero, disminuyendo la superificie de ataque.

El articulo detalla la primera formalizacion de las caracteristicas de seguridad de com-
pletitud, solvencia y no vinculabilidad en este escenario. Ademas, establece dos construc-
ciones genéricas que se demuestran seguras en este marco formal. La primera, facilmente
instanciable de forma eficiente, delega en el dispositivo lector el proceso de cotejo bio-
métrico entre el nuevo patron y el ligado a la credencial. La segunda requiere que el
usuario pruebe en conocimiento cero que ambos patrones biométricos coinciden. Asi, el
comportamiento del dispositivo y el verificador puede ser auditado por los usuarios, y
demostrado fehacientemente a otras partes. A cambio, la eficiencia de este método esta
ligada al proceso de cotejo biométrico.

Aun asi, el articulo describe una instanciacién basada en el esquema dp-ABC, com-
promisos de Pedersen, AES-GCM-256 y el método de comparaciéon biometrica basada en
iméagenes faciales de Oumane et al. [32]. La seguridad de este método se deriva de las primi-
tivas utilizadas. De hecho, aunque la solvencia del método no se mantendria, la privacidad
de las pruebas generadas seguirfa manteniéndose incluso en escenarios postcuéanticos. La
aplicabilidad practica de la solucion se demuestra mediante micro-benchmarks de los so-
brecostes criptograficos introducidos, utilizando dispositivos relevantes: un ordenador de
uso general para el verificador, un moévil para el usuario y una Raspberry 3 como dispo-
sitivo lector (R5). A pesar de que la implementacion deja lugar a diversas optimizaciones
avanzadas, el sobrecoste total estd en unos 3 segundos, que se reduce a 2,1 segundos si
aplicamos las pre-computaciones bésicas. Estos resultados son adecuados para procesos de
control de acceso fisico seguro, escalable y con privacidad, como se requiere, por ejemplo,
en el caso del "Green Pass.®® pandemias. En términos de comunicacion, los resultados

tampoco son prohibitivos, requiriendo el intercambio de tres mensajes de tamano inferior
a 135kBs.
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3.4 A privacy-preserving attribute-based framework for IoT iden-
tity lifecycle management

La cuarta publicacion [19] identifica los desafios relacionados con la identidad a lo largo
del ciclo de vida de los dispositivos IoT (R0). Desde este punto de partida, definimos una
arquitectura y flujos que cubre de forma comprehensiva y coherente cada uno de estos de-
safios, desde el provisionamiento de una raiz de confianza en la identidad del dispositivo,
hasta la autenticaciéon y autorizacion de dispositivos con garantias de privacidad siguien-
do un modelo de confianza-cero (R2) durante la fase operacional. Esta arquitectura se
instancio6 en el marco del proyecto H2020 ERATOSTHENES (R8). Los componentes uti-
lizados, como documentos MUD o registros distribuidos, habilitan la seguridad y utilidad
practica de la instanciacion. Ademés, la flexibilidad es uno de los principales objetivos, y
se preveen variaciones sobre la instanciacion basica, que pueden ser acomodadas de forma
simple gracias a las pruebas de identidad y el enfoque de confianza-cero (por ejemplo,
cambiando el nivel de confianza en dispositivos segtin sus caracteristicas de seguridad)
(R7).

Entre estos componentes, destaca el uso del esquema dp-ABC durante los procesos
de autenticacién y autorizacion. En contraste con los escasos trabajos similares en la
literatura, el articulo demuestra la viabilidad practica de esta soluciéon mediante resultados
de rendimiento de la implementaciéon propuesta. Sin embargo, su aplicabilidad en entornos
IoT es especialmente propiciada por el enfoque flexible de la solucién, que permite el uso
de diversos esquemas con caracteristicas de seguridad, privacidad y eficiencia variables
de forma transparente a los flujos de identidad (R5). Este aspecto esta alineado con las
tendencias de uso de perfiles y objetivos de seguridad [33] en ecosistemas IoT.

La falta de una solucién interoperable de p-ABCs como la descrita ha sido uno de los
grandes problemas de esta tecnologia en el salto a su adopciéon en la practica. En gran
medida, esto se ha debido a los escasos esfuerzos de estandarizacion en este entorno. La
especificacion de credenciales verificables ( Verifiable Credentials, VC) de W3C detalla un
modelo para representar y manejar credenciales digitales, y es una de las tecnologias mas
representativas de las propuestas de identidad auto-soberana. Sin embargo, las instan-
ciaciones actuales del esquema presentan problemas de vinculabilidad y dificultad para
alcanzar divulgacion minima. El articulo define dos suites de firma que aglutinan los pro-
cesos del esquema dp-ABC, alcanzando una integracion transparente con la especificacion
que ofrece soporte para las funcionalidades avanzadas del esquema. Asi, allanamos el ca-
mino a alternativas con mejores caracterisitcas de privacidad que las soluciones existentes
basadas en VC, y conseguimos la flexibilidad necesaria para aplicar el esquema a entornos
heterogéneos (R6).

4 Conclusiones y trabajo futuro

El auge generalizado de la digitalizacion de servicios y la conectividad de usuarios y dis-
positivos IoT plantea grandes retos en el manejo de la identidad digital. Las soluciones
existentes no han conseguido abordar satisfactoriamente lagunas en materia de seguridad
y privacidad como que el proveedor de identidad se convierta en un tinico punto de fallo,

Xiv



y presentan problemas que dificultan su adopcién en escenarios practicos, como escasa
eficiencia, extensibilidad o interoperabilidad. Esta tesis doctoral se ha realizado con el
objetivo de desarrollar soluciones de gestion de identidad que sean seguras, provean ga-
rantias de privacidad y sean practicas, llenando los vacios encontrados en la literatura.
En su consecucion, las principales conclusiones obtenidas se pueden resumir en:

Las credenciales basadas en atributos con emision distribuida (dp-ABC) pueden
aplicarse para abordar la gestion de identidad de forma eficiente y utilizable, mi-

tigando al mismo tiempo el problema del punto tnico de fallo del proveedor de
identidad.

El uso de dp-ABC favorece alcanzar nociones de privacidad, seguridad y funciona-
lidad inherentes a los ecosistemas basados en la autorizaciéon de confianza-cero.

La modificaciéon del proceso de presentacion de las p-ABC, basada en ligar atributos
a compromisos y el uso de técnicas del tipo ¢comprometer-y-probar", permite la
extensibilidad modular del esquema conservando las garantias formales de seguridad
y privacidad.

En particular, este resultado se utilizd para alcanzar de forma eficiente caracteris-
ticas avanzadas de p-ABCs relevantes en casos de uso contemporaneos, a saber,
inspecciéon, pseudénimos, revocacion y pruebas de rango numérico.

El concepto de bb-ABC, que permite la intransferibilidad de credenciales mediante
biometria sin dispositivos dedicados por usuario, se formaliza mediante la definicién
de variantes de las propiedades de seguridad tradicionales de las p-ABC: correccion,
solvencia e inconexibilidad.

La relevancia practica de las bb-ABCs se demostré a través de la definicion de
dos construcciones complementarias y su instanciaciéon con primitivas concretas,
mostrando su eficiencia a través de micro-benchmarks.

La aplicabilidad de las dp-ABC en casos de uso relevantes, y en particular en en-
tornos [oT, mejor6 con su integracion efectiva en la especificacion de Verifiable

Credentials de W3C.

Es fundamental contar con un framework para la gestion de identidad de los dispo-
sitivos 10T a lo largo de su ciclo de vida que sea flexible, comprehensivo y plantee
garantias de privacidad. Las dp-ABC pueden ser una piedra angular para su conse-
cucion.

Las soluciones desarrolladas se aplicaron con éxito para resolver retos en miilti-
ples casos de uso relevantes, demostrando su relevancia en el panorama actual de
identidad digital.

Los resultados de esta tesis doctoral abren el camino a diversas vias futuras de trabajo.
En primer lugar, la extensibilidad del esquema dp-ABC desarrollado propicia el estudio
de mejoras innovadoras. En esta direcciéon, una meta especialmente trascendente es ligar
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los resultados con la iniciativa de Identidad Digital Europea basada en el uso de carteras
digitales. Nuestros resultados pueden servir de base para extender las capacidades ofreci-
das por los despliegues iniciales, potenciando el control de los ciudadanos sobre su derecho
a la privacidad.

Por otro lado, el framework genérico de gestion de identidad IoT desarrollado puede ser
instanciado a través de otras herramientas de dltima generacién y adaptarse a escenarios
especificos. En este sentido, se puede ahondar en esta temética para cubrir las necesida-
des de dispositivos de gama ultrabaja, por ejemplo, mediante primitivas de criptografia
simétrica. En esta direccion, el avance en sistemas de perfiles y objetivos de seguridad se
presenta como un paso clave para alcanzar enfoques flexibles de gestion de identidad y
ciberseguridad en general.

Por ultimo, siguiendo la tendencia general en el mundo de la criptografia, es posible
explorar la consecuciéon de nociones de seguridad y privacidad equivalentes en el mundo
post-cuantico. En particular, siguiendo la tendencia de flexibilidad y configurabilidad de
las soluciones desarrolladas en la tesis, se distingue una linea de investigacion e innovacion
para allanar la transiciéon entre la criptografia tradicional y las soluciones post-cuénticas
mediante su aplicacion complementaria.
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Abstract

1 Motivation

Digital services have become a basic element of our society. In this environment, it is
necessary to authenticate the various digital entities involved, and in particular the users.
This requirement is not only related to identification, but also to the authentication of
identity attributes such as e-mail or a person’s age. Identity management solutions must
therefore be implemented to achieve a secure ecosystem. The ubiquitous nature of the
need for identity management makes the security and privacy properties achieved by these
solutions more relevant than ever.

Traditional identity systems, which see widespread adoption due to their ease of use,
produce serious security and privacy problems. For example, breaches of service provider
databases have led to the leakage of billions of records containing user data such as
emails, passwords and personal information [1-3]. Single sign-on (SSO) systems mitigate
the problem by reusing authentication information through third party identity providers
(IdPs) to access multiple services. However, this leads to single point of failure concerns
regarding security and privacy, culminating in the exhaustive tracking of all users’ online
activity. In fact, these mechanisms are generally offered by large technology companies
such as Google or Facebook, which have already been under fire for their misuse of users’
data [4].

These security and privacy issues are not limited to traditional user interactions with
digital services. As the European Economic and Social Committee (EESC) stresses, the
evolution of digital technologies and their application to the digitisation of society offers
enormous opportunities for economic growth, justice and inclusion, but it is not without
threats. Risks such as breaches of privacy or the introduction of prejudice and discrimina-
tion increase considerably. This is why FEuropean policies and legislation are now moving
towards digital sovereignty.?

The rise of the Internet of Things (IoT), where machines or devices are the main actors in
the exchange of information, is one of the main exponents of this trend towards digitisa-
tion. In 2023, the number of connected [oT devices reached 15 billion, and estimates for
the coming years reflect significant growth, reaching 30 billion devices by 2030 [6]. These
devices have highly variable characteristics in terms of computing capacity, memory or
power consumption limitations. Their ubiquity and the sensitive data shared in [oT envi-

’https://www.eesc.europa.eu/en/our-work/opinions-information-reports/opinions/
digital-identity-data-sovereignty-and-path-towards-just-digital-transition-citizens-
living-information-society
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ronments emphasise the need for secure solutions with privacy mechanisms, particularly
in the area of identity management.

In recent years, the trend has shifted towards more privacy-friendly solutions that place
users (and their devices) at the centre of identity management systems. In this sense,
the emerging paradigm of self-sovereignty in identity management (SSI) [7]| establishes
precepts such as data minimisation, non-traceability, or user consent. The importance of
these concepts is highlighted in regulations such as the GDPR. Particularly, the European
Commission aims to make digital identity available to all EU citizens through the eIDAS2
regulation [8]. This proposal establishes the use of identity wallets for authentication in
digital services across the EU following the principles of self-sovereignty. On the other
hand, the SSI approach is not only suitable for individuals, but is also applicable to the
[oT world and, in general, to any digital service or object [9].

In the pursuit of these ambitious privacy goals, the need to apply specifically designed
cryptographic tools, known as privacy enhancing technologies (PETSs), has become ap-
parent. PETs make it possible to collect, process, analyse or share information while
protecting the confidentiality of personal data. They aim for a variety of purposes such as
obfuscating data (through manipulation or hiding), enabling the processing of encrypted
data, or performing distributed data analysis. These techniques cannot be considered a
"silver-bullet" that solves all privacy and data protection problems and their implemen-
tation still presents some barriers, such as their reduced accessibility to policy-makers
due to their innovative nature. Nevertheless, they are an important tool to achieve the
paradigm of privacy by design. In addition, they enable new applications and use cases,
as they allow the guarantee of privacy rights while maintaining data usability. Among ex-
isting PETs, privacy-preserving Attribute-Based Credentials (p-ABC) [10, 11| stand out
for their suitability for general-purpose identity management, empowering users’ control
over their online identity. In fact, they are considered a key element for future privacy-
enhancing developments in the European digital identity solution. Thus, in this thesis we
focus on p-ABCs and their application to solve identity management challenges.

P-ABCs allow the issuance of digital credentials that certify the user’s attributes. Once
in the user’s possession, these credentials can be used without third party intervention
to derive unlinkable tokens through zero-knowledge proofs, selectively disclosing some
of the information contained therein. In this process, the verifier will still have formal
assurances that the disclosed data was actually certified by the issuer. Thus, p-ABCs
can be applied to perform authentication of identity attributes related to fine-grained
authorisation processes while maintaining high privacy guarantees against the service
provider. In addition, the problem of user tracking by central entities such as the identity
provider is mitigated.

Despite previous efforts, the field of identity management still poses challenges in terms
of security and privacy preservation. First of all, the applicability of identity management
systems depends on several often conflicting characteristics, such as privacy and security
guarantees, interoperability or ease of use. In particular, a major obstacle in these systems
is the identity provider itself, as it becomes a critical point of failure for both security and
privacy. For example, a malicious or compromised provider can usurp or forge identities.
Also, it can undermine users’ privacy by tracking their online activity. The field of p-

Xvili



ABCs applied to identity management also poses several challenges. One of them is to
achieve the necessary efficiency to justify their use compared to other, simpler techniques.
Similarly, p-ABCs have suffered from a significant lack of standardisation, which makes it
difficult to integrate them into real-world systems. In addition, trying to achieve systems
with advanced functionalities such as pseudonyms or predicates on attribute values, which
are one of the main attractions of p-ABCs, further exacerbates these challenges.

The challenges of identity management are not limited to traditional online authenti-
cation. For instance, physical access control requires proving information about a specific
individual while protecting her right to privacy. A recent example with considerable im-
pact is the ‘Green Pass’ during the COVID-19 pandemic. The privacy objectives (e.g.,
hiding the identity of the specific person, or whether they were vaccinated or recently
recovered) contrast with the need for security and scalability of the verification process,
posing a challenging scenario. On another note, identity management in IoT ecosystems
presents several specific challenges, derived from devices’ characteristics, such as their high
numbers, heterogeneity or computational capacity constraints. Identity systems must be
efficient and flexible enough to adapt to them. In addition, devices go through different
phases in their lifecycle that need to be considered beyond the application of technical
tools to achieve holistic solutions. Thus, various challenges, such as the provision of a
root of trust for device identity or means for privacy-preserving authentication within a
security domain, need to be addressed in a coherent manner.

2 Objectives and Methodology

From the various challenges outlined above, the main objective that frames the develop-
ment of this doctoral thesis is raised: The design of secure, usable and privacy-preserving
digital identity management solutions for both individuals and devices, applying them to
address real-world challenges. To achieve this goal, it has been divided into six specific
objectives:

Objective 1: Analyse state of art identity management solutions and their main limi-
tations.

Objective 2: Design, develop and evaluate cryptographic solutions devoted to privacy
preservation, particularly related to attribute-based credentials.

Objective 3: Specify novel methods and frameworks for enabling efficient, usable and
comprehensive identity management based on attribute-based creden-
tials.

Objective 4: Integrate developed solutions with emerging specifications and technolo-
gies such as distributed ledger technologies or verifiable credentials, eval-
uating the bidirectional impact.

Objective 5: Study, design and implement the extension of privacy-preserving identity
management notions to IoT environments covering devices’ complete life-
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cycle according to specific challenges such as heterogeneity or resource
constraints.

Objective 6: Validate the developed solutions over different use cases and real scenar-
ios, demonstrating their practicality.

These objectives have guided the iterative and incremental methodology of the work.
In each cycle, we carried out an analysis of the state of the art and the design, implementa-
tion and evaluation of technical solutions. In addition, the results have been continuously
validated in use cases of practical relevance, particularly in the context of three European
Horizon 2020 projects: OLYMPUS [12], CyberSec4Europe [13] y ERATOSTHENES [14].
In the development of the thesis, multiple technologies have been studied and applied, as
is detailed in the compendium’s publications. Among them, p-ABCs stand out, especially
the Pointcheval-Sanders multi-signature scheme introduced in [15]. Another relevant tech-
nology because of its decentralisation features has been Distributed Ledger Technologies
(DLT), as a supporting tool for the identity ecosystem trust framework. Similarly, speci-
fications linked to self-sovereign identity, such as W3C’s Verifiable Credentials, have been
part of the focus due to their impact on current digital identity trends. Finally, other
technologies have played a complementary role to the identity techniques investigated, as
is the case of Manufacturer Usage Description (MUD) files [16] and their strong irruption
in zero-touch IoT scenarios.

3 Results

The achievement of the objectives set has resulted in various publications in indexed
journals and conferences, listed in Publications. Table 2 summarises the main results
obtained, as well as their relationship with the the set of objectives and the aforementioned
publications. The four publications that make up the compendium of this thesis contain
the details of these results, which are summarised below.

3.1 Implementation and evaluation of a privacy-preserving dis-
tributed ABC scheme based on multi-signatures

The first publication [18| describes the implementation and evaluation of the distributed
privacy-preserving attribute-based credential scheme (dp-ABC) that is a cornerstone of
the development of this thesis. The distributed issuance capability is provided by the
use of multi-signatures, as detailed by the authors of the theoretical definition of the
scheme [15]. This enables mitigating the single point of failure problem of the issuer with-
out having to rely on complex configuration processes or trust relationships between is-
suers, which was not possible in practice with existing works in the literature (R1). In this
paper, we apply this implementation to achieve a practical and user-friendly distributed
identity management system in the context of the H2020 OLYMPUS project (R8). This
system, designed in pursuit of SSO-like usability, defines a transparent "virtual identity
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Result

Objectives

Publications

RO. Analysis of the properties, challenges and deficiencies of
current identity management systems, particularly focusing

1,5

[17] [18] [19]
[20] [21]

on privacy.

R1. Implementation and validation of a distributed privacy-
preserving identity management scheme with high privacy
guarantees through p-ABCs with selective disclosure and un-
linkability.

R2. Enhancement of the identity solution with Distributed
Ledger Technologies and zero-trust based access control for
comprehensive trust and authorisation management.

2, 3 18]

3,4 [17] [22] [19]

R3. Design, implementation and validation of an extended p- 2
ABC scheme covering advanced privacy and security features
in a modular and extensible way.

[21]

R4. Formalisation, design and instantiation of practical non- 2 [23]
transferable p-ABCs through biometrics for physical access

control.

R5. Development of implementations of privacy-enhancing [19] [23] [21]
solutions suitable for IoT devices, particularly in terms of ef-
ficiency and flexibility.

R6. Integration of developed solutions with standard self- 4
sovereign practices such as the Verifiable Credentials specifi-
cation enabling interoperable, flexible and privacy-preserving

applications.

2,5

[17] [20] [19]

R7. Design and instantiation of a framework for privacy- [19] [24]
preserving identity management of IoT devices covering iden-

tified challenges.

3,5

R8. Validation and evaluation of the proposed solutions in dif- 6
ferent identity management scenarios in order to verify their
feasibility.

[17] [25] [26]
[27] [18] [19]
[24]

Table 2: Summary of results and their link to objectives and publications achieved

provider" composed of partial providers. Together with the selective disclosure and un-
linkability features provided by the dp-ABC scheme, this allows for achieving privacy by
design in a federated identity system.

The performance of the solution was thoroughly evaluated through experiments with
the developed library. The paper details the efficiency of the processes of the dp-ABC
scheme, as well as their behaviour and scalability with respect to the relevant param-
eters (attributes, number of issuers...). Furthermore, the results were compared with
Idemix [28-30], the p-ABC-based identity system that has received the most widespread
use. Our implementation is two to four times faster in the execution of all credential
issuance and presentation processes. Moreover, these results are achieved with a signif-
icantly higher level of security, 134 bits versus the 112 bits for the Idemix configuration
used. In short, the results validate the practical utility of the developed implementation
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(R1).

3.2 Beyond Selective Disclosure: Extending Distributed p-ABC
Implementations by Commit-and-Prove Techniques

The second publication [21] focuses on extending the functionality of the dp-ABC im-
plementation with advanced privacy and security capabilities. To this end, we modify
the credential presentation phase in such a way that the zero-knowledge test is split into
several sub-tests. One of the sub-tests is dedicated to the proof of possession of the cre-
dential, being able to selectively disclose its attributes or, crucially, to bind them to a
Pedersen commitment [31]. The rest are devoted to proving specific predicates on the
attributes through commit-and-prove proofs. In this way, we achieve extensibility of the
system in a modular way.

This enhancement was used to develop a system that supports range proofs on numeric
attributes, improving granularity in the minimal disclosure of information. We also added
support for pseudonyms, which are used to enable user-controlled selective linkability, and
the security techniques of inspection and revocation. The computational and memory
overhead with respect to the basic scheme was measured for each of these applications.
The added execution time does not exceed 30 milliseconds per operation, except in the
case of range proofs. Even the latter, which are generally expensive, can cover most
use cases in a total time of less than one second. These results validate the practical
relevance of the solution. Furthermore, the paper delves deeper into the feasibility study
of the solution with a comparison with Idemix (where our implementation shows superior
performance) and favourable results in mobile and low-capacity environments (R5).
Ultimately, we obtain an extensible, usable and practical implementation of dp-ABCs
with advanced functionality (R3). These features are highly desirable in the emerging
landscape of SSI-based identity use cases, as detailed in the publication (R0). Thus,
the solution can become a basis for introducing advanced privacy properties in today’s
heterogeneous scenarios, with a clear and simple way to adapt and enhance it whenever
necessary.

3.3 To Pass or Not to Pass: Privacy-Preserving Physical Access
Control

The third publication [23| presents the rigorous formalisation and practical instantiation of
biometric-bound attribute-based credentials (bb-ABCs) (R4). This framework addresses
the problem of credential transferability by ensuring that only the established person can
use the credential through biometric matching. In particular, the credential is associ-
ated to a biometric template and the user must prove that her biometric characteristic
measured at the time of authentication matches this template. For this purpose, the
biometric reader is introduced in the process, acting as a semi-trusted device deployed at
the verifier’s premises. To justify the necessary reliance on the reader, its functionality is
reduced and reusable for any verifier, facilitating certification and auditing processes in
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practical scenarios. Furthermore, the device will only require limited communication and
ephemeral cryptographic material, decreasing the attack surface.

The paper details the first formalisation of the security properties of correctness,
soundness and unlinkability in this scenario. Additionally, it establishes two generic con-
structs that are proven secure within this framework. The first, easily instantiated in an
efficient way, delegates to the reader device the biometric matching process between the
new template and the one bound to the credential. The second requires the user to prove
in zero knowledge that both biometric templates match. In this way, the behaviour of
the device and the verifier can be audited by users, and reliably demonstrated to other
parties. In return, the efficiency of this method is tied to the biometric matching process.

Even so, the article describes an instantiation based on the dp-ABC scheme, Peder-

sen commitments, AES-GCM-256 and Oumane’s facial image-based biometric matching
method et al. [32]. The security of this method is assured by the primitives used. In fact,
although soundness would not hold, the privacy of the generated proofs is still maintained
even in post-quantum scenarios.
The practical applicability of the solution is demonstrated through micro-benchmarks of
the cryptographic overheads introduced, using relevant devices: a general-purpose lap-
top for the verifier, a mobile phone for the user and a Raspberry 3 as a reader device
(R5). Although the implementation leaves room for several advanced optimisations, the
total overhead is around 3 seconds, which is reduced to 2.1 seconds if we apply basic
pre-computations. These results are suitable for secure, scalable and privacy-preserving
physical access control processes, as required, for example, in the case of "Green Pass" in
pandemics. In terms of communication, the results are also not prohibitive, requiring the
exchange of three messages smaller than 135kBs.

3.4 A privacy-preserving attribute-based framework for IoT iden-
tity lifecycle management

The fourth publication [19] identifies identity-related challenges throughout an IoT de-
vice lifecycle (R0O). From this starting point, we defined an architecture and flows that
comprehensively and coherently cover each of these challenges, from the provisioning of
a root of trust for the device identity, to the privacy-preserving authentication and au-
thorisation of devices following a zero-trust approach during the operational phase (R2).
This framework was instantiated in the context of the H2020 project ERATOSTHENES
(R8). The components used, such as MUD files or DLTS, enable the security and practical
usability of the instantiation. In addition, flexibility is one of the main objectives, and
variations on the basic instantiation are foreseen. This can be accommodated in a simple
way thanks to the identity proofing and trust-zero approach (e.g., changing the trust level
on devices according to their security characteristics) (R7).

Among these components, the use of the dp-ABC scheme during the authentication
and authorisation processes stands out. In contrast to the few similar works in the litera-
ture, the paper demonstrates the practical feasibility of this solution through performance
results of the proposed implementation. Nevertheless, its applicability in IoT environ-
ments is especially favoured by the flexible approach of the solution, which allows the
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use of several primitives with varying security, privacy and efficiency characteristics in a
transparent way to the identity flows (R5). This aspect is aligned with trends in the use
of security profiles and targets in IoT ecosystems [33].

The lack of an interoperable p-ABC solution such as described above has been one
of the major issues of this technology in the leap to practical adoption. To a large
extent, this has been due to the limited standardisation efforts in this scope. The W3C’s
Verifiable Credentials (VC) specification details a model for representing and managing
digital credentials, and is one of the most representative technologies for SSI approaches.
However, current instantiations of the specification present problems of linkability and
difficulty in achieving minimum disclosure. The paper defines two signature suites that
agglutinate the processes of the dp-ABC scheme, achieving a seamless integration with the
specification that provides support for the advanced functionalities of the scheme. Thus,
we pave the way for alternatives with better privacy characteristics than existing VC-based
solutions, and we achieve the necessary flexibility to apply the scheme to heterogeneous
environments (R6).

4 Conclusions and future work

The widespread rise of digitisation of services and connectivity of users and IoT devices
poses major challenges for digital identity management. Existing solutions have not been
able to satisfactorily address security and privacy gaps such as the identity provider
becoming a single point of failure, and present problems that hinder their adoption in
practical scenarios, such as low efficiency, extensibility or interoperability. This thesis
has been carried out with the aim of developing identity management solutions that are
secure, practical and provide privacy guarantees, filling the gaps found in the literature.
In its achievement, the main conclusions obtained can be summarised as follows:

e Distributed privacy-preserving Attribute-Based Credentials (dp-ABC) have been
applied to address identity management in an efficient and usable way while miti-
gating the single point of failure issue of the issuer.

e The use of dp-ABC enables privacy, security and functionality notions inherent to
ecosystems based on zero-trust authorisation.

e The leveraged presentation process of p-ABCs based on linking commitments and
commit-and-prove techniques enables modular extensibility retaining formal guar-
antees of security and privacy.

e The p-ABC extension was demonstrated as a mechanism to efficiently achieve key
advanced p-ABC features for contemporary identity use cases, namely inspection,
pseudonyms, revocation and range proofs.

e The concept of Biometric-Bound Attribute-Based Credentials (bb-ABC), which en-
ables non-transferability through biometrics without dedicated devices per-user, has
been formalized through the definition of variants of the traditional p-ABC security
properties: correctness, soundness and unlinkability.

XX1v



e The practical relevance of bb-ABC was demonstrated through two complementary
constructions and their instantiation with concrete primitives, whose efficiency was
showcased through micro-benchmarks.

e The applicability of dp-ABC in relevant use cases, particularly IoT environments,
was improved through their effective integration into the W3C Verifiable Credential
specification.

e A framework for flexible, comprehensive and privacy-preserving identity manage-
ment of [oT devices throughout their lifecycle is crucial, and has been achieved with
dp-ABCs as a key enabler.

e The developed solutions were successfully applied to solve challenges in multiple
relevant use cases, showcasing their relevance in the current identity landscape.

The outcomes of this thesis open the way to several avenues of future work. Firstly,
the extensibility of the developed dp-ABC scheme allows for innovative improvements. In
this direction, a particularly important goal is to link the results to the European Digital
Identity initiative based on the use of digital wallets. Our results can serve as a basis for
extending the capabilities offered by the initial deployments, enhancing citizens’ control
over their right to privacy and services offered by identity providers.

On the other hand, the generic IoT identity management framework developed can be
instantiated through other state-of-the-art tools and adapted to specific scenarios. In this
sense, it can be further developed to cover the needs of ultra-low-end devices, for example,
by means of symmetric cryptographic primitives. In this direction, the advancement of
systems based on security profiles and targets is a key step towards flexible approaches
to identity management and cyber-security in general.

Finally, following the general trend in the world of cryptography, one may explore the
achievement of equivalent notions of security and privacy in the post-quantum world. In
particular, following the trend of flexibility and configurability of the solutions developed
in the thesis, a line of research and innovation can be the smoothing of the transition be-
tween traditional cryptography and post-quantum solutions through their complementary
application.
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Chapter 1

Introduction

Digital services have become a staple of our society. Online presence of users and digi-
tisation of services are prevalent, and ever on the rise with trending shifts towards “as-
a-service” paradigms. In this context, it is necessary to authenticate digital entities, and
particularly users. This need does not only encompass digital identification, but also the
authentication of identity attributes such as a person’s e-mail or age. For instance, it is
typical to offer access to restricted services depending on a condition, such as being older
than a threshold age. Thus, identity management solutions must be applied to achieve a
safe ecosystem. The ubiquitous nature of this need makes security and privacy properties
achieved by these solutions more relevant than ever.

Traditional identity systems, being widespread because of their usability, have lead
to serious security and privacy issues. For instance, breaches to databases in service
providers [1-3] have lead to the leakage of billions of records with user information such
as e-mails, passwords and personal information. User security and privacy is jeopardised,
not only on the affected services but in their general online presence. Single Sign-On
(SSO) systems mitigate the issue by reusing authentication information through third
party providers to access multiple online services. However, this setting introduces grave
single-point of failure issues in terms of security and privacy, with the identity provider
holding control over all processes and particularly becoming a huge user tracking entity.
Further, these authentication and authorisation mechanisms have often been offered by
Big Tech companies like Google or Facebook, which have already been in the spotlight
for misusing user data [4].

These security and privacy concerns are not restricted to traditional user interactions
with digital services. As highlighted by the European Economic and Social Committee
(EESC), the evolution of digital technologies and their application to society’s digitisation
brings enormous opportunities for economical growth, justice and inclusion, but is not
exempt of key threats. Privacy violations or introduction of biases and discrimination
become potential risks, especially with the push to impose products and services by large
tech companies. Thus, European policies and legislation are now moving towards digital
sovereignty.!

"https://www.eesc.europa.eu/en/our-work/opinions-information-reports/opinions/
digital-identity-data-sovereignty-and-path-towards-just-digital-transition-citizens-
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The accelerated advent of the Internet of Things (IoT), where machines or devices
are the main actors in information sharing [5], is one of the main exponents of this trend
towards digitisation. In 2023, the number of connected IoT devices reached 15 billions, and
predicted estimates for next years reflect significant growth, reaching 30 billions of devices
in 2030 [6].2 The interconnected devices have highly variable characteristics in terms of
computational power, memory, or energy consumption limitations. The pervasiveness of
such devices and the sensitive data shared in these environments heightens the significance
of pursuing security and privacy in [oT processes. Tailored identity management solutions
will be crucial for achieving these goals.

In recent years, there has been a shift towards more privacy-friendly solutions, putting
users (and their devices) at the center of identity management systems. This has lead
to the notion of self-sovereignty in identity management |7], with multiple precepts like
data minimisation or user consent. The importance of these concepts has been brought to
attention and is supported by regulations like GDPR or the original eIDAS. Particularly, in
pursue of digital sovereignty, the Furopean Commission is aiming to make digital identity
available to all EU citizens through the eIDAS2 regulation [8]. The proposal intends to
establish identity wallets Widely usable for authentication to digital services across the
EU following self-sovereign identity (SSI) principles such as giving full control to users to
choose which aspects of their identity, data and certificates they share with third parties.?
The SSI approach is not only apt for individuals, but is also being introduced in the IoT
world [9] and in general any digital service and object.

In the pursue of fulfilling these ambitious privacy goals, it has become apparent that it
is necessary to apply cryptographic tools with tailored features. The research community
has been highly active on developing Privacy-Enhancing Technologies (PET) for many
years. PETs enable the collection, processing, analysis or sharing of information while
protecting the confidentiality of personal data. They have various purposes, such as
obfuscation of data (through manipulation or hiding), enabling processing of encrypted
data or distributed analytics. These techniques cannot be considered as a “silver bullet”
to solve all privacy and data protection challenges, and their implantation still presents
some barriers such as their innovative nature making them poorly accessible to policy
makers. Nonetheless, they are a key enabler for achieving the privacy-by-design paradigm.
Moreover, they enable new applications and use cases, as privacy rights can be ensured
while maintaining data utility [34]. Among existing PETSs, privacy-preserving Attribute-
Based Credentials (p-ABC) [10, 11|, also known as anonymous credentials, stand out as
fitting for general purpose identity management that gives users control over their online
identity. In fact, although not included in initial versions, they are considered as a key
enabler for future developments that enhance privacy in the European Digital Identity
solution.* Thus, in this thesis we focus on p-ABCs and their application to solving key

living-information-society
2QOther estimates vary heavily (reaching numbers close to 100 billion) mainly because of different
criteria for defining IoT devices. Nonetheless, all of them agree on high magnitudes and the significant
increasing trend.
3https://commission.europa.eu/strategy-and-policy/priorities-2019-2024/europe-fit-
digital-age/european-digital-identity_en
‘https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52021PC0281
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identity management challenges.

p-ABCs enable the issuance of digital credentials certifying user attributes. These cre-
dentials can then later be used, without input from external parties, to derive unlinkable
tokens through zero-knowledge proofs that selectively disclose some of the information
contained in the credential. Nonetheless, the verifier will still have formal guarantees that
the data revealed was really certified by the issuer. Thus, p-ABCs can be applied to per-
form the authentication of identity attributes related to fine-grained authorisation process,
e.g., when access to a service requires a specific nationality or income level, while keeping
high privacy guarantees against the verifier. In fact, even when multiple entities collude,
they cannot collect more information than the user intended to reveal during the authen-
tication process. Particularly, this mitigates the issue of user tracking by central entities
like the identity provider. Of course, this only holds while no identifying information,
such as the unique social security number, is revealed by the user. Within this thesis, we
work on creating systems by employing and enhancing p-ABCs with distributed issuance,
establishing links to relevant identity and trust frameworks, and ensuring interoperability
and efficient application to IoT scenarios.

Despite the efforts and progress, the field of identity management poses several chal-
lenges in terms of security and privacy preservation. First, the applicability of identity
management systems hinges on them achieving several characteristics that are often con-
flict with each other, such as privacy and security guarantees, interoperability or user-
friendliness. Particularly, a big weakness in these systems is the identity provider itself, as
it becomes a key point of failure for both security and privacy. For instance, a malicious
or compromised provider may forge identities or incur in identity theft attacks. Also, it
may leak user data, or jeopardise user privacy through tracking mechanisms.

The field of privacy-enhancing technologies applied to identity management, and par-
ticular p-ABCs, also poses several challenges. One of them is achieving efficient enough
solutions to justify their use over other simpler techniques. On a similar note, interop-
erability fosters adoption, but p-ABCs have suffered a significant lack of standardisation
hampering their integration in real-world systems. Additionally, such solutions suffer
from usability issues, both from users and developers point of views. Lastly, trying to
achieve systems with advanced functionalities such as pseudonyms or predicates over val-
ues, which are one of the main appealing properties of p-ABCs in terms of privacy and
security, further exacerbates these challenges.

As introduced before, the challenges of identity management do not stop at traditional
online authentications. For instance, privacy-preserving physical access control requires
proving information about a specific individual while protecting their right to privacy. A
recent example that has brought plenty of attention to such an use case has been the
“Green Pass” during the COVID-19 pandemic. The privacy goals (e.g., hiding the specific
person’s identity, or whether she was vaccinated or recently recovered) in contrast with the
security and scalability of the verification process make achieving a satisfactory solution
challenging.

On a different note, the identity management in IoT scenarios presents a different set
of challenges. Devices in IoT environments present various characteristics such as their
high numbers, heterogeneity, or constraints in various aspects like computation or power
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consumption. Identity systems must then be efficient and especially flexible enough to
accommodate them. Additionally, devices will go through different lifecycle phases in a
mostly automated way, which must be covered beyond the application of technical tools
for achieving comprehensive solutions. Thus, various challenges such as providing root of
trust for device identities, or means for privacy-preserving authentication within a security
domain must be addressed in a coherent way.

1.1  Objectives

The development of this thesis has been carried out under a main objective, from which
several specific objectives were derived. The main objective is detailed below:

Devise, design and implement usable, secure and privacy-preserving solutions for
managing individuals and devices digital identities, applying them to address
challenges in the real world.

This general objective has been broken down into the following specific objectives:

Objective 1: Analyse state of art identity management solutions and their main limi-
tations.

Objective 2: Design, develop and evaluate cryptographic solutions devoted to privacy
preservation, particularly related to attribute-based credentials.

Objective 3: Specify novel methods and frameworks for enabling efficient, usable and
comprehensive identity management based on attribute-based creden-
tials.

Objective 4: Integrate developed solutions with emerging specifications and technolo-
gies such as distributed ledger technologies or verifiable credentials, eval-
uating the bidirectional impact.

Objective 5: Study, design and implement the extension of privacy-preserving identity
management notions to IoT environments covering devices’ complete life-
cycle according to specific challenges such as heterogeneity or resource
constraints.

Objective 6: Validate the developed solutions over different use cases and real scenar-
ios, demonstrating their practicality.

1.2 Methodology

To achieve the proposed goals, the work has been carried out following an iterative and
incremental methodology with multiple cycles. Each cycle has consisted on an analysis
of the state of art and its gaps in the tackled topic, the design, implementation and
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evaluation of solutions addressing those gaps, and the validation of the results in the
resolution of practical use cases. Particularly, much of the work has been carried out within
the context of three Horizon 2020 European projects, in which the software developed
has been integrated, exploited and validated: OLYMPUS [12]|, CyberSec4Europe [13] y
ERATOSTHENES |[14].

Throughout the work, multiple technologies have been studied and applied. From
those, the main focus of the thesis has been privacy-preserving Attribute-Based Creden-
tials, particularly the recent scheme based on Pointcheval-Sanders multi-signatures intro-
duced in [15]. Another relevant technology has been Distributed Ledgers, particularly
smart-contract-enabled Blockchains, as a verifiable data registry to decentralise the trust
framework in an identity ecosystem. Similarly, the specifications linked to Self-Sovereign
Identity, such as W3C’s Verifiable Credentials, have been a focal point because of their
impact in current identity trends. Lastly, other technologies have served a complementary
role to the researched identity techniques, like Manufacturer Usage Description (MUD)[16]
files as a security configuration tool in IoT ecosystems.

The remainder of this document is organised as follows. Chapter 2 details the results
derived within this thesis, describing the analysis of the related work, the identified gaps,
and how the thesis addresses them through its outcomes, including the compendium of
publications. Chapter 3 presents the conclusions derived from the development of the
thesis and future avenues of work enabled by the produced results. Chapter 4 includes
the summary and complete text of the four publications that are part of the thesis’
compendium.



Chapter 2

Summary of results

This chapter describes the main results achieved during the development of the thesis. In
order to contextualise them, it first gives an overview on the related work found in the
literature.

2.1 Related work

This section gives an overview on the related work analysed during the development of
the thesis. It covers various topics related to the main work in the thesis. Namely, digital
identity management systems and their evolution since traditional approaches, privacy-
preserving Attribute-Based Credentials as a key tool for enabling privacy-preserving iden-
tity management, and specific challenges and solutions for IoT identity management. We
summarise existing works and identify gaps in the literature.

2.1.1 Digital identity management

The use of online services inevitably leads to the challenge of identifying, authenticating
and in general managing the identity of (digital) entities. This entails the creation of
mechanisms so that a verifier (or relying party) can trust the potential user’s identity
information. A traditional approach to this challenge is the use of digital credentials such
as X.509 certificates [35]. These solutions are based on having an issuer (or Certification
Authority) sign a certificate formed by a public key associated to the user and other
identity attributes. Users can then authenticate by proving possession of the correspond-
ing private key. The trustworthiness of the process is tackled through PKIs [36]. User
credentials are issued by certification authorities (CA), and the relying party needs to
trust this authority as a valid issuer. To ensure scalable, secure, and efficient discovery of
public keys, the PKI establishes hierarchical relationships. Thus, certification authorities
are accredited by other CAs, which recursively share the same process until reaching a
root authority.

This approach, although simple and useful, presents some clear limitations. First,
the PKI hierarchy can be difficult to maintain, and is particularly prone to attacks that
lead to impersonation or identity forgery. Second, it places a burden on users to manage
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certificates and private keys especially across multiple devices, which is a significant risk.
Lastly, traditional certificates do not offer features like minimal disclosure or unlinkability,
harming user privacy.

Another traditional solution, overwhelmingly widespread in online service access, is
the use of authentication based on information known to the user, such as username and
password. This approach is generally user-friendly, but also prone to attacks like guessing
or phishing, especially when users need to manage accounts for multiple services |1, 3|.
There are ways to improve the safety of the solution like using multi-factor authentica-
tion. Here, users need to provide further proof of their identity using different kinds of
information, e.g. possession of an e-mail or device [37]. Nonetheless, they help with user
identification, but do not tackle the issue of attribute verification by themselves.

Federated identity systems establish a central trust point that manages authentication
for multiple service providers [38]. This authority is known as the Identity Provider (IdP),
and the user only has to authenticate against it, as in SSO. The centralisation avoids
the need of introducing the same data multiple times in different registration processes,
and is in general user-friendly. Additionally, revocation is trivial because of the central
role of the IdP. The authentication against the IdP itself may be carried out in various
manners, such as the ones described above. The IdP will be in possession of the means
to identify the user, along with her authenticated attributes like name or date of birth.
These attributes can be issued by the own IdP, or obtained from other attribute providers
during registration.

Federated identity systems have been widely deployed with several implementations.
One such implementation is SAML [39], with a business-centric approach based on is-
suance of tokens by the issuer specified through XML documents. The OAuth [40]
standard, with specific implementations like OpenID Connect [41], has been adopted
by commonly used federated IdPs like Google, Facebook or Twitter.

Federated systems offer the capability to provide granular authentication. This system
enables the IdP to validate only the necessary attributes when accessing a service. For
instance, if a service needs to confirm that a user is over 18 years old, the IdP can
assert that the user meets the age requirement without revealing the exact date of birth.
However, similar to X509, the issue of linkability persists, as user identification information
is shared with each service provider, although some solutions mitigate this issue, like
OpenlD’s pairwise identifiers. This linkability problem is exacerbated by traceability, as
the IdP learns every user interactions, potentially creating a detailed profile akin to "Big
Brother". Additionally, the IdP becomes a single point of failure; if compromised, all the
personal information it holds may be at risk of exposure, and identity forgery and theft
are direct.

Recently, there has been a notable push for enhancing user control over identity, par-
ticularly with the emergence of the SSI model [7]. SSI advocates for principles of privacy
(e.g., minimal disclosure), controllability (e.g., through user consent), and portability
(e.g., transparency), fostering a paradigm shift. Proposals rooted in SSI offer superior
privacy properties compared to traditional identity paradigms. Instead of relying solely
on certificates issued by centralised Public-Key Infrastructures, SSI advocates for de-
centralisation, user control, and fine-grained attribute authentication. The data space
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ecosystem, particularly the GAIA-X framework [42], exemplifies this trend. It initially
prioritised federated identity but is now shifting towards integrating SSI principles within
the technical convergence framework of the European Data Spaces Business Alliance.
The European Digital Identity Wallet (EUDIW) initiative under eIDAS2 [8] serves as
another notable example of the increasing significance and adoption of such concepts.

While the SSI paradigm is beyond specific technologies, two specifications have be-

come a cornerstone in many solutions based on SSI: W3C’s Verifiable Credentials (VC) [43]
and Decentralized identifiers (DID) [44]. The VC specification aims to achieve a machine-
verifiable, secure and flexible way of representing digital credentials, particularly those
that attributes linked to a subject. Meanwhile, DIDs are identifiers that associate a
subject to a DID Document that contains information (i.e., public keys) that allows the
subject to prove control over it without relying on a central entity. The plain application
of these technologies does not equate to achieving SSI principles. In fact, they can lead
to privacy issues [20, 45, 46|, although solutions like SD-JWT [47|, which offers selective
disclosure but no unlinkability, are being explored. Nonetheless, their importance is only
rising, as exemplified by the extensions to OIDC to make them usable in its widespread
flows [48-50] or their tentative use in key initiatives like data spaces [51] or the European
Blockchain Services Infrastructure (EBSI).?
In this scope of decentralisation, Distributed Ledger Technologies (DLT) are also very
relevant because of their good fit as a Verifiable Data Registry (VDR). The primary ex-
ponent of DLTSs is Blockchain, with solutions like Indy [52] or Ethereum [53] being applied
in the identity management realm (see, e.g. [54, 55]. Other solutions have been explored
for filling this role, like IOTA’s Tangle [56, 57] based on Directed Acyclic Graphs. How-
ever, there are remaining challenges for achieving desired privacy, security, and efficiency
goals [58, 59|.

To properly fulfill the privacy and security goals in SSI, PETs should be applied [34].
There exist many cryptographic primitives that help increase privacy, like group [60] and
ring [61] signatures, pseudonyms [11] or zero-knowledge proofs [62]. From these, multiple
PETs have been developed. For instance, Direct Anonymous Attestation (DAA) [63]
enables authentication of messages through signatures, while preserving privacy in a
pseudonymous way (controlled linkability). Another example, now considering digital
identity as a collection of attributes, is Attribute-Based Signatures (ABS) [64]. ABS al-
low the signing of a message according to the signer’s attributes. That is, verification of
the signature will only be successful if the signer’s attributes fulfil a specific attribute-
based policy.

A similar notion is privacy-preserving Attribute-Based Credentials [10, 11|, which
is the central focus of this thesis due to its alignment with privacy-preserving identity
management, particularly within the context of SSI principles. Current initiatives like the
EUDIW |[8] note this synergy, even if current implementations do not include p-ABCs. In
essence, p-ABCs enable the issuance of credentials to users, who can then derive unlinkable
one-time tokens from them, revealing only part of the information. There exist identity
management systems that rely on p-ABCs for privacy-preserving authentication, such as

'https://data-spaces-business-alliance.eu/
2https://hub.ebsi.eu/
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uProve [65] or Identity Mixer [66]. The latter has been used in various European projects
like ABC4Trust [29] and ARIES [30], and some solutions like IRMA authentication [67].
Similarly, “elPASSO” [68] is a SSO-like authentication solution that relies on p-ABCs and
improves usability while ensuring security and privacy. These solutions offer better user
privacy than traditional SSO systems, but they still rely on a single IdP that becomes
a single point of failure. Additionally, their real-world impact has been very limited,
partially due to efficiency, usability, interoperability, or lack of advanced security features
that justify the additional burden of p-ABCs, as will be expanded in Section 2.1.2.

All in all, digital identity management has been a key challenge since the advent of
online interactions. Traditional systems and particularly SSO have become widespread,
but present glaring privacy issues. Solutions applying SSI are not yet mature but their
importance is steadily rising. To reach meaningful privacy notions, it will be important to
rely on PETs like p-ABCs. However, existing systems have not covered the necessary fea-
tures in efficient, secure or usable ways, hampering their success. The solutions discussed
in this thesis aim to address these challenges by providing extensible, user-friendly imple-
mentations of p-ABC systems that take into account the current landscape of identity for
ensuring interoperability and applicability to real-world scenarios.

2.1.2 Privacy-preserving attribute-based credentials

As previously introduced, p-ABCs [10, 11], also known as anonymous credentials, take up
our focus as they pose an attractive building block for privacy-preserving identity man-
agement. Indeed, they provide significant security and privacy guarantees, along with
advanced features through zero-knowledge proofs tailored to attribute-based authentica-
tion use cases.

Informally, p-ABCs are generally required to fulfil two security properties: unforgeability
and privacy (or unlinkability). Here, unforgeability refers to the inability of adversaries
to present attributes without access to a valid credential that contains them. Whereas
privacy refers to the inability of an adversary to obtain information from a presented
token apart from what was intended to reveal by the user. Usually, this notion includes
the impracticability of linking multiple presented tokens generated from the same creden-
tial (i.e., unlinkability). However, the privacy requirement can be relaxed to ensure that
tokens cannot be linked to a specific credential, but multiple showings will be linkable
between themselves [69]. This definition covers single-show credentials such as [70], in
contrast to multi-show credentials like [28] that are usually more interesting for general
purpose identity management.

Single issuer and multi-issuer credentials

Since their inception, numerous general-purpose p-ABC schemes have been proposed,
many of which are based on Camenisch-Lysyanskaya (CL) [71, 72| signatures. They have
been instantiated in multiple solutions, such as IBM’s identity mixer (Idemix) [28, 29, 73|
or Microsoft’s UProve [65, 70]. In recent years, various works have focused on other
signatures schemes such as Pointcheval-Sanders (PS) [74, 75| and BBS |76, 77|, mainly
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because of their efficiency (e.g. [78-83]). The majority of existing p-ABC solutions rely on
a single credential issuer, introducing similar single-point-of-failure vulnerabilities as in
traditional SSO systems. Several cryptographic solutions can be employed to mitigate the
issue. For instance, blind signatures |72, 84, 85| can be used to hide attribute information
from the issuer. However, in practice, this often requires a complex and computationally
heavy issuance processes with zero-knowledge proofs [86] to ensure the validity of the
signed information. Additionally, the single point of failure issue is not fully addressed.
Therefore, distributed cryptographic tools such as distributed oblivious pseudorandom
functions [87] or multi-party computation frameworks [88] may be applied to tackle this
problem. For instance, this has been explored in the context of SSO systems [87, 89].

In this regard, solutions like Coconut [90], for PS signatures, or Doerner et al. [91],
for BBS+ signatures, enable threshold issuance. In these schemes, a subset of ¢ out of n
issuers is needed to generate a credential. However, this setup introduces the challenge
of a trusted or complex process for key generation, with difficult (or unrealised) ways
of dynamically changing keys or signers. A similar scheme based on CL signatures that
fixes t to n so that every participant is needed for obtaining a signature is introduced
in [92]. Meanwhile Camenisch et al. [15] introduce a variant of the PS p-ABC scheme
based on multi-signatures [93]. Multi-signatures are a particular type of distributed sig-
natures where each party can independently sign messages, allowing for the compression
of signatures generated by multiple parties on the same message into a single compact
signature. An equivalent notion is achieved by Hébant and Pointcheval [78] with their
proposal for multi-authority credentials.

Beyond selective disclosure

While selective disclosure and unlinkability typically stand out as key goals when applying
p-ABCs, these schemes are versatile and may offer advanced security and privacy features
or efficiency optimisations tailored to the specific requirements of the identity management
use cases. Since their initial introduction, a wide range of extended functionalities have
been suggested. In the following, we give a brief overview on some of the most prominent
ones. Revocation [94, 95| enables the invalidation of a certificate. Inspection [78, 96, 97|
allows a trusted party to re-identify the user (or credential) that computed a presen-
tation token. These two features serve as critical security measures against credential
misuse or theft. Range proofs [98-101] allow proving predicates over numeric attributes
without revealing the precise value, with the archetypal example being proofs of age.
Set-membership proofs [102, 103] serve a similar purpose, but focus on proving that the
attribute is within a set without revealing the actual value. Pseudonyms [69] give the user
the opportunity to control the linkability of the generated tokens, e.g. enabling repeated
authentication against the same party while remaining unlinkable in any other context.

Moreover, there has been interest in schemes that are tailored to specific scenarios. For
example, [104| proposes updatable credentials, with a direct application to incentive sys-
tems. Delegatable credentials [105-107] create a hierarchy of trust where credential holders
can delegate responsibilities to other participants. Issuer-hiding credentials [108| enable
the verification of the presentation token without revealing which issuer within a group
generated the credential, avoiding indirect leakage of user attributes implicitly learned
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through the issuer (e.g., nationality). Habock et al. [80, 109] focus on delegating the bulk
of the management of p-ABCs to external services.

While the theoretical work on such features has been extensive, there has been a
significant lack of implementation efforts supporting them in an extensible, efficient and
usable manner. Works like [15, 78, 81, 90, 91| have reduced implementations that miss
support of operations beyond selective disclosure. Broader implementation projects like
Hyperledger’s Aries® and the related cryptographic library Ursa? also focus solely on basic
protocols with selective disclosure, considering attribute predicates or distributed issuance
as out of scope. IRMA authentication [67] is based on Idemix, but concentrates only on
selective disclosure and revocation tied to a specific application, and cannot be used as a
re-usable p-ABC software.® Likewise, the implementation® of the anonymous credentials
presented in [110] offers pseudonyms (generated by the issuer) and revocation function-
ality. The implementation” used in the H2020 project ABC4Trust [111] is designed for
the Idemix library. The implementation supports various predicates in a modular way,
including pseudonyms, revocation or inspection. However, its efficiency is notably lack-
ing, the code base has been abandoned, and it does not consider the distributed issuance
scenario. A recent paper by Rosenberg et al. [112]| uses general purpose ZK-SNARKs
to implement p-ABC functionality. This ensures the flexibility to include any type of
predicates (that can be computed efficiently) over attributes. However, it focuses on us-
ing bulletin boards to publish credentials and information needed for their proving and
verification, disregarding practical considerations such as communication time. While its
use of general-purpose ZK-SNARKSs can also function with traditional ABCs, this intro-
duces a higher computational burden on provers and additional practical burdens like the
generations of the common reference string.

Non-transferability

On a different note, one of the main drawbacks of many existing p-ABC systems, partic-
ularly those that are solely software-based, is the possibility of copying, sharing or selling
credentials. Thus, a challenge of special interest for their adoption in real-world systems
is achieving privacy-preserving non-transferability.

The literature presents various approaches to address this issue, each with their own
strengths and limitations. Camenisch and Lysyanskaya [97] proposed all-or-nothing shar-
ing as a deterrent against credential sharing. In their scheme, lending a credential to
another entity leads to the credential being available for them in any context, effectively
assuming control over the user’s identity. However, losing control over a credential may
have a limited impact on the legitimate user depending on its contents (e.g., a “Green
Pass” certificate®) or their level of trust in the other party (e.g., close family or friends).

3https://www.hyperledger.org/use/aries

“https://www.hyperledger.org/use/ursa

Shttps://github.com /privacybydesign

Shttps://github.com /hyperdivision /anonymous-credentials

"https://github.com /p2abcengine /p2abcengine

8https://ec.europa.eu/info/live-work-travel-eu/coronavirus-response/safe-covid-19-
vaccines-europeans/eu-digital-covid-certificate_en
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Another approach involves relying on tamper-proof hardware to protect the usage of p-
ABCs [113, 114] , akin to the TPM binding used in DAA [63, 115]. The credential will
only be usable on the adequate device, preventing its duplication. However, this mandates
the use of dedicated hardware for each user, or additional management such as re-issuing
credentials after a device change if “general-purpose” devices like mobile phones are used.
This reduces their flexibility and usability in various scenarios. Further, sharing the de-
vice itself, e.g. with close relatives, may still be an option for users leading to credential
misuse.

A solution to the issue of credential lending is to bind the physical identity of the

user to the credential through biometrics. In this way, only a user that proves she has
matching biometrics during the presentation phase will be able to use the credential in
an authentication process. This approach has been realised with different techniques in
the literature, and is particularly applicable to privacy-preserving physical access control.
For instance, [116] proposed solutions based on a dedicated trusted device, e.g., a smart
card, carried by every user. The device is trusted by all parties to scan a fresh biometric
(e.g., a fingerprint) of the user and verify that it matches the stored one which was bound
to the credential issuance. Blanton and Hudelson [117] propose an equivalent approach
but the biometrics are handled through Fuzzy Extractors (FE) [118, 119] to avoid storing
biometric readings. On a high level, FEs take as input a sample from a noisy source (e.g.,
biometric data), and output the same digest as long as the two samples are sufficiently
close to each other. Later works like [120, 121]| have taken advantage of the deterministic
output of FE to avoid explicit matching in the trusted device. Instead, the trusted device
produces outputs based on biometric sampling later treated through a fuzzy extractor,
which are encoded into the credential. The sensitive results never leave the trusted device,
and are in fact deleted after each process. Thus, a user needs to interact with the trusted
device during each presentation process, which will only generate the necessary outputs
if the biometric reading is correct.
Nevertheless, these solutions suffer from the same usability limitations as device-bound
credentials, with increased scalability issues because they require dedicated hardware
per user. Additionally, while FEs are an attractive object [118, 122-125|, their practical
application is hindered by the loss of entropy that leads to accuracy levels (< 90%) signif-
icantly below contemporary biometric systems [126, 127]. Moreover, their auxiliary data
requires significant storage (or bandwidth when transmitted), often reaching hundreds of
megabytes or even gygabytes [125]. Hesse at al. [128] introduce the concept of credentials
with visual holder authentication. The setting integrates an additional physical device in
the credential showing process, which is capable of displaying a picture of the holder for
manual verification by the verifier. Finally, Adams [129] explored a different angle based
on one-show credentials [70]|, where the biometric sensor encrypts the measured biomet-
rics for the user, and hands a commitment to the value to the verifier. The user then
computes a zero-knowledge proof of knowledge showing that the biometrics certified in
the credential match those in the commitments. However, security is argued in an ad-hoc
manner without formal treatment and Adams concluded that his solution is inefficient for
practical applications.

Altogether, p-ABCs have received considerable focus in the literature for privacy-
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preserving applications. However, their uptake in practical implementations and real-
world applications has been severely limited. This is particularly noticeable when consid-
ering advanced features that make p-ABCs appealing despite their increased complexity
over traditional cryptography, such as distributed issuance to avoid the single-point of fail-
ure issue prevalent in identity management solutions, or extensible application of security
and privacy predicates like revocation or pseudonyms. Moreover, approaches to address
non-transferability have lacked formal treatment, disregarded practical aspects for their
implementation like suitable biometric features or performance evaluation, or had lim-
ited application scope because of their characteristics (there is no silver bullet approach).
The solutions explored in this thesis aim for practical p-ABC systems with distributed
issuance, modular and extensible realisation of advanced features like inspection or range
proofs, and real-world applicability tackling key past issues such as interoperability or
integration into an identity and trust framework. Furthermore, we formalise a biometric
approach for non-transferable p-ABCs and show its practical value for risk-based access
control (RiBAC) [130].

2.1.3 10T identity management

The challenge of identity management also extends to the realm of the IoT. In the IoT
field, unique obstacles arise due to factors such as vast numbers of devices, computational
constraints or heterogeneity. Traditional approaches relying on Public Key Infrastructure
(PKI) and X.509 certificates are in a mature state, with many commercial solutions like
[131]. However, concerns of scalability, complexity and usability of such systems are
considerable in IoT environments, particularly with their increasing prevalence even in
environments with non-expert users. This jeopardises the applicability of such centralised
solutions, although the state of art presents directions to address those issues, such as
lightweight designs of PKI protocols [132]. Nonetheless, current trends follow the general
tendency in identity management that veers from traditional PKIs towards solutions that
better cover privacy and usability goals.

One such initiative is the FIDO’s Device Onboard Specification (FDO) [133], which
involves multiple device manufacturing companies. This work focuses on the initial phases
of the device’s lifecycle. It tackles bootstrapping of the device identity after manufactur-
ing, and performing secure bootstrapping in the target domain. Similarly, contributions
like [134, 135] aim to improve the security of those phashes by providing roots of trust for
identifying a device based on Physical Unclonable Functions (PUF).

The literature also reflects a growing interest in applying SSI principles and technolo-
gies to IoT scenarios. For instance, Kortesniemi et al. [136] assess the viability of using
DIDs as an identification method within a domain. Various studies propose adaptations
of this approach [137-139)], disregarding IoT challenges like initial bootstrapping. Diego
et al. [140| present some concepts on initial provisioning and consider Attribute-Based
claims focusing on a specific application scenario. This is similar to the work in [141],
where authors focus on identity in a highly controlled environment. In summary, multiple
studies apply SSI technologies but neglect to address crucial privacy principles such as
complete control over identity or ensuring privacy throughout authentication processes.
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Various works study practical aspects of the application of decentralised technologies,
particularly DLTs such as blockchain, to the IoT field as enablers for identity manage-
ment [57, 142, 143]

Other research in the literature addresses privacy concerns in a more direct manner.
Gu et al. [144] present a methodology based on mesh signatures [145] that allows de-
vices to participate in a domain while preserving their anonymity during interactions.
Their approach relies on a centralised architecture and neglects cases where identification
of specific devices is required. Yang et al. [146| achieve a similar objective leveraging
accumulators [147], outsourcing witness update computations enhance efficiency. Choud-
hury [148| proposes a scheme for authenticating in 5G mobile networks in an efficient,
secure, and privacy-preserving manner. The solution relies on a federation toward the
home 5G network. This renders the approach as less apt for general privacy-preserving
authentication, but poses appealing security and privacy properties for specific cases such
as bootstrapping in mobile networks.

In the discussed instances, as well as in other works in the broader landscape of IoT
identity management such as [149], the emphasis is put on the issue of (pseudonymous)
identification. A crucial element for privacy-preserving identity management absent in
these works is the facilitation of attribute-based authentication/authorisation processes. As
argued above, p-ABCs are a particularly useful tool to achieve this goal with privacy and
security guarantees. Their application in IoT contexts has been even more limited than
in general-purpose applications. This limitation stems mostly from the higher relative
impact of p-ABCs computational demands and lack of interoperability with traditional
solutions. Nevertheless, a few works in the literature have explored the usage of p-ABCs
to achieve privacy goals in IoT identity management. For instance, Canovas et al. [150|
advocate for using Idemix |28, 29, 73] in IoT devices for attribute-based authentication.
To mitigate its inefficiency, they delegate some of the computational work to an external
server. The parallel work by the same authors [151] additionally considers the security
notion of inspection. Despite these efforts, the inefficiency of the solution even with
delegated computations makes it impractical for most scenarios. Moreover, it primarily
focuses on technical aspects of the application of p-ABCs, neglecting its relationship to
other ToT identity management challenges like the device lifecycle. Alcaide et al. [152] also
fall short in addressing the dynamic nature of [oT environments and lifecycle management.
Further, [153] identifies a successful attack on their approach. Lastly, Neisse et al. [154]
also explore an Idemix-based approach in an IoT context, yet their evaluation focuses on
user machines rather than IoT devices themselves.

In definitive, the literature shows the high interest of the research community in achiev-
ing highly automated, secure and privacy-preserving identity management in IoT scenar-
ios. There are various works tackling different challenges attached to this objective such
as providing roots of trust for the identity, enabling identification of devices or authen-
tication and authorisation processes based on identity attributes. However, the existing
solutions often fail to properly address key privacy goals. More importantly, they ne-
glect to achieve meaningful links and coherence between solutions to these challenges,
which must all be addressed for achieving real-world applicability. The solution devel-
oped within this thesis focuses on achieving authentication and authorisation processes
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aligned with SSI principles, while considering their link to the initial bootstrapping and
enrolment phases for a holistic view on the identity management lifecycle. It also gives
insights on several practical considerations of such identity framework and its application
to a validation scenario.

2.1.4 Gap analysis

As hinted in earlier sections, the analysis of the literature related to the diverse studied
challenges lead to the identification of various gaps in existing research. Traditional
identity management systems like SSO schemes [38, 39] have critical flaws in terms of
privacy, particularly in terms of user tracking and adhering to principles like minimal
disclosure. While the rise of SSI |7] results in a better landscape for users, current solutions
have not fulfilled the security and privacy requirements, largely because of a lack of
implementation of adequate privacy-enhancing technologies. The few existing privacy-
preserving identity management systems relying on p-ABCs have not addressed the single-
point of failure issue for the identity provider. Moreover, their impact has been limited
due to poor efficiency, usability, and lack of interoperability with identity ecosystems [65—
68]. Thus, we identified a gap for a privacy-preserving identity management system that
avoids a single point of failure, provides usable and extensible access to p-ABCs, and is
inline with SSI security and privacy principles and technologies such as DLTs as a trusted
verifiable registry.

In the field of p-ABCs, while some reduced implementation for schemes with thresh-
old issuance exist [90, 91|, the theoretical groundwork of fully distributed p-ABCs (e.g.,
Pointcheval Sanders Multi-Signatures [15]) has not lead to a full-fledged implementation,
nor an integration and evaluation in a practical system. Moreover, advanced features
that differentiate p-ABCs from simpler solutions and justify their increased complexity
have not been taken advantage of. While the achievement of these advanced features in a
theoretical sense has been thoroughly studied |78, 94-101], practical implementation has
been very reduced, and particularly never paired with distributed issuance |66, 110-112].
More critically, no implementation of identity management with p-ABCs offers efficient
instantiation of such functionalities in a modular and extensible way. This would en-
able the introduction of advanced privacy features into heterogeneous ecosystems, with
a clear way to adapt and improve them whenever necessary. Lastly, the issue of non-
transferability has lead to various approaches like binding credentials to secure hardware
or biometrics, but it has become apparent that there is no silver bullet approach. The
latter is particularly appealing for physical access control for use cases like risk-based
access control, e.g. during pandemics [130]. However, most existing solutions rely on
deploying trusted hardware per user, which does not fit many scenarios especially in
terms of scalability. There are no practical instantiations that avoid this issue. What
is more, the few works that have considered this approach lacked a formalised security
framework [113, 114, 116, 117, 121, 128, 129|.

Finally, the analysis of the literature shows that researchers are aware of various chal-
lenges in IoT identity management. Providing a root of trust for device identities, enrolling
devices in domains, or enabling operational flows with secure and privacy-preserving iden-
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tification and authorisation are necessary for solutions that protect the whole lifecycle of

the device. Existing research handle one or a few of these challenges, with varying success

in terms of privacy or security, but none of them cover the complete set [133-141, 144—

146, 149-152|. Therefore, there is lack of a framework enabling automated, flexible, secure

and privacy-preserving identity management that holistically covers challenges throughout

devices’ lifecycle in a coherent and interlinked manner for heterogeneous IoT scenarios.
Summarizing, we identified the following gaps:

G-1 A privacy-preserving identity management system that provides usable p-ABCs and
avoids the single point of failure.

G-2 A dp-ABC system that offers advanced features such as inspection or pseudonyms
in a modular, extensible and efficient way.

G-3 A comprehensive decentralised zero-trust framework that covers identity following
SSI principles and offering privacy capabilities through p-ABCs.

G-4 An instantiation of p-ABCs taking advantage of their privacy capabilities in an
interoperable way with widespread specifications, particularly Verifiable Credentials.

G-5 A formalisation and instantiation of practical non-transferable p-ABCs based on
binding biometrics to credentials that avoid dedicated hardware per-user.

G-6 A practical application of p-ABCs to enable privacy-preserving authorisation sce-
narios in [oT.

G-7 A framework that comprehensively addresses privacy-preserving identity manage-
ment challenges throughout IoT devices’ lifecycle.

2.2 Results

This section summarises the main results obtained through the development of the thesis
with the aim of covering the identified gaps and achieving the established objectives. In
the following, we give an overview of these results, while following sections delve in deeper
detail into the publications of the compendium.

Initially, we developed an implementation of distributed privacy-preserving Attribute-
Based Credentials (dp-ABC) based on Pointcheval-Sanders Multi-signatures (PS-MS).
This implementation was empirically evaluated in the article [18], of which further de-
tails can be found in Section 2.2.1. This evaluation focused on measuring the execution
time of the scheme’s methods and assessing their behaviour and scalability in terms of
the relevant parameters, showing a significantly superior performance over Idemix. Addi-
tionally, this work described how the implementation was used to enhance a distributed,
practical and user-friendly identity management system within the framework of the EU
H2020 project OLYMPUS addressing G-1. This system, designed for SSO-like usability,
defines a transparent “virtual identity provider” comprised of partial identity providers
that enables user-centric privacy by design in delegated identity, as described in [17, 25],
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addressing G-1. The identity management framework was later expanded to achieve a
privacy-preserving zero-trust access control framework, whose application to a smart city
platform designed with user privacy and control at its core can be found in [22].
Advancing the distributed nature of the solution, and aligning with emerging SSI trends,
the identity management framework was enhanced with distributed ledger technologies to
foster a decentralised trust ecosystem [155]. Along with the previous outcome, this tackles
G-3. The main idea is moving away from traditional centralised PKIs for the dissemina-
tion of public keys and other data necessary for interacting with the distributed identity
provider. This was realised through a blockchain-based deployment, relying on smart
contracts to register and resolve data in an automated way. Particularly, we define smart
contracts that automatically computes key aggregation for distributed identity providers
comprised of multiple partial issuers. Additionally, the registered data will include in-
formation about each issuer, such as their individual public keys, and public parameters
like the definitions for attributes in issued credentials. Due to blockchain properties, this
creates an immutable record of who are the identity providers in the ecosystem, their
characteristics, and how they were created, acting as a source of trustworthiness in the
framework. Furthermore, the ecosystem allows for building trust relationship among its
participants, broadening the scope to service providers. Service providers willing to par-
ticipate in the ecosystem will be discoverable through the blockchain registry. For this
goal, they will be required to announce the policies along with services offered, including
the rationale and purpose. This produces an auditable registry of services, enabling the
analysis of their behaviour. For instance, users or monitoring entities may be able to
notify malpractices such as excessive request of data in discordance with currently pro-
claimed policies, or the evolution of service offerings and policies over time. Thus, the
trustworthiness participants can be continuously examined and asserted, leading to a safer
ecosystem.

Focusing on enhancements to the dp-ABC scheme, the work outlined in [21] develops
a refined zero-knowledge presentation protocol that enables modular extensions through
commit-and-prove techniques, addressing G-2. This outcome is validated by implement-
ing and evaluating four advanced features commonly sought in p-ABCs: range proofs,
pseudonyms, inspection and revocation. The results of the evaluation show the practi-
cality of the approach, whose suitability for improving the current identity management
landscape is discussed. We defer more details to Section 2.2.2. The practical applica-
tion and integration of this solution into the aforementioned identity management system
were further validated in relevant use cases within the context of the EU H2020 Cyber-
Sec4Europe project |26, 27].
The challenge of achieving non-transferability, another prevalent issue for practical p-
ABCs, was also tackled during the development of the thesis. We focused on physical
access control scenarios where private, secure and scalable verification is required, such
as in Risk-based Access Control during pandemics. In this context, we introduced [23]
a formalised framework for Biometric-Bound Attribute-Based Credentials (bb-ABC). In
this approach, instead of relying on a trusted dedicated device per user, each verifier is
equipped with a semi-trusted biometric reader. Within this framework, we developed and
detailed two constructions, proving them secure. Furthermore, we described practical in-
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stantiations of these constructions, showing their efficiency and suitability for real-world
applications. More details on these achievements and how they tackle G-5 are provided
in Section 2.2.3.

During the thesis, significant effort has been devoted to mitigating a key limitation of
existing p-ABC schemes: their lack of interoperability with other solutions and emerging
trends in identity (cf. G-4). This challenge has been part of the focus of the OLYMPUS
identity management system, with the integration of dp-ABCs in an SSO-like identity
provider transparently for users [17, 18]. With this objective in mind, we developed an
integration of p-ABCs and the W3C’s VC specification, complemented with a blockchain
implementation acting as a verifiable data registry for the necessary public information
through smart contracts. The aim was two-fold: make the implemented dp-ABC solution
compatible with the standard, and thus transparently integrable into solutions based on
it; and provide a reference integration that tackles practical issues of applying p-ABCs
to the specification, paving the way for privacy-preserving alternatives to the existing
VC instantiations. To achieve this, we define a set of materials and guidelines for the
integration of p-ABCs with the specification. This includes JSON-LD contexts for defin-
ing appropriate fields and (meta-)schemas for facilitating the creation and validation of
credential schemas containing the necessary information for zero-knowledge proofs, e.g.,
by establishing types for attributes, or minimum and maximum values for numeric at-
tributes. These efforts culminated in the definition and implementation of a signature
suste for the PS-MS scheme, introducing two new proof types for the scheme’s signatures
and zero-knowledge tokens. In this way, the proofs can be generated and verified trans-
parently along with other signature suites like Fd25519 signatures. This work has been
published through several contributions [19, 20, 155], and more details can be found in
Section 2.2.4 along with the results of [19].

These advancements on interoperability have been key for achieving the final out-
come of the thesis, which was published in [19]. In this work, we define, analyse and
instantiate a comprehensive privacy-preserving identity management framework for IoT
environments, covering the whole lifecycle of devices (c.f G-7). The dp-ABC solution
is proposed as an enabler for authentication and authorisation processes, showcasing its
efficiency. Its interoperability is fundamental to ensure the flexibility necessary for ac-
commodating the heterogeneous participants in the IoT ecosystem, from services and
end-users to resource-constrained devices. Thus, it is apt to address G-6. The frame-
work also addresses challenges like establishing a root of trust for device identities or
bootstrapping and enrolling in a security domain, establishing coherent links between the
steps. This publication, further delineated in Section 2.2.4, also describes an instantiation
of the framework in the context of the EU H2020 ERATOSTHENES project. Beyond
identity management, the project architecture encompasses trust and security lifecycle
management of devices within security domains. The instantiated identity solution is
a cornerstone for the architecture and, conversely, it is enriched by its integration with
the other technologies. For instance, trust management complements the adaptability of
the identity framework by enabling adapted responses to diverse alternatives for identity
mechanisms, such as establishing increased trust scores for devices with stronger roots of
trusts like physical unclonable functions [24].
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2.2.1 Implementation and evaluation of a privacy-preserving dis-
tributed ABC scheme based on multi-signatures

The implementation and evaluation of the distributed p-ABC (dp-ABC) scheme based
on PS-MS [15] introduced in [18] served as a crucial building block for the research de-
veloped in this thesis. The scheme, which had not seen any practical instantiation or
validation yet, can be informally described as a set of eight algorithms grouped in three
phases. First, the setup phase is comprised by a setup method for establishing public
parameters like underlying groups, as well as the methods for generating key pairs for
signing and aggregating public keys into a single verification key associated to a group of
signers. The next phase corresponds to credential issuance, and it has the usual signing
and werification processes. Additionally, the combine method allows the aggregation of
signatures over the same set of attributes generated by different issuers. Lastly, during the
presentation phase, the user can generate zero-knowledge proofs to disclose a subset of
attributes. Any entity will be able to verify the zero-knowledge proof against the issuer’s
(whether a single or a group) public key.

The aforementioned aggregation of keys and signatures is one of the key features
of the scheme, as contrary to existing dp-ABC implementations both of these methods
can be carried out without any interaction between signers. This allows avoiding the
single-point of failure of the issuer without having to rely on complex setup processes
or trust relationships between issuers. In fact, this property can be applied to enhance
decentralised use cases by stretching the boundaries of the zero-trust [156] paradigm to
encompass identity management itself. That is, users will posses credentials certified by
different issuers, and the trust deposited on their identity will depend on the aggregated
trustworthiness of the set of issuers. The caveat is less resilience against denial of service
than solutions based on threshold issuance.

The implemented scheme was integrated into the solution developed in the H2020
OLYMPUS project, which devises a privacy-preserving identity management solution
employing distributed cryptographic techniques. Here, the traditional identity provider
is substituted for a virtual identity provider (vIdP) composed of n individual IdPs. The
OLYMPUS architecture [17] integrates user authentication through distributed password
verification, aligned with traditional SSO solutions for ensuring usability (Figure 2.1 shows
the simplified architecture of the solution). Additionally, it integrates two solutions for
authentication against relying parties. First, distributed token generation based on the
PESTO scheme [157], which completes a distributed SSO solution. Second, p-ABCs for
offline authentication, issued in a distributed manner. The requirements coming from this
architecture shaped the goals of the implementation, with extensibility or configurability
(e.g., of security level through the underlying curve) being prioritised. The seamless
integration into the system provides a user-friendly way to use dp-ABCs in practical
applications.

The implementation was thoroughly evaluated through empirical experiments. First,
the efficiency of each method along with its behaviour and scalability with respect to the
relevant parameters was measured. For instance, Figure 2.2 shows measurements for ex-
periments in the issuance and presentation phase, which are the most common processes

19



Chapter 2. Summary of results

/ e Distributed P-ABC

OLYMPUS vidP

s Distributed Token Generation/Signing

4 N = Distributed Authentication
IDP4 @
o8 (e

Distributed Token Distributed Credential L_ - ‘
module module { IDP; % + IDPy, ‘

i

Distributed
Authentication

»
N
" />
,.,@ U
X9 2 Authentication 3 Token or
v e credential

N (User, pass) c
1D Proofing 'y issuance

External
Attribute

Provider

AV4
@ 1. Access request and authentication demand
Credential Manager <
8 4. Presentation token
ol Cllepl
Logic <
: 5. Service Usage
D User client *

Figure 2.1: Simplified version of the architecture of the OLYMPUS project [17]

involving users. The obtained values denote the practicality of the implementation. The
most expensive method, and the only one that can grow super-lineally when multiple
parameters are modified (attributes and number of signers), is key aggregation. Nonethe-
less, it is usually a one-off operation, and still 300 milliseconds in the worst case. The
issuance process, including signing, signature aggregation and verification, grows linearly
with the number of attributes and signers. The presentation phase grows linearly with
the number of attributes as well, with the caveat that proof generation time only depends
on the number of hidden attributes. In all cases, both issuance and presentation take
significantly less than 100 milliseconds in total.

These encouraging results correspond to the instantiation of the scheme with BLS12-
461 as the underlying pairing-friendly curve. This curve is estimated to provide 134 bits
of security [158], which is desirable for very strict security requirements. If the bar is
slightly lowered to just under 128 bits [158], using the BLS12-381 curve leads to a 40%
decrease in execution time. A similar improvement can be achieved again by using the
BN254 curve, but this would mean reducing the security guarantees to ~100 bits after a
recent attack was discovered [159], which should rule out their use in practice.

Lastly, the implementation was compared with Idemix [29, 30, 73|, as shown in Fig-
ure 2.3. The comparison only involved equivalent functionalities of both implementations.
Thus, the complete issuance processes of the schemes were directly compared, including
distributed issuance for the PS-MS scheme. However, attribute blinding was disregarded
in the Idemix method as it is not considered in our implementation. Additionally, only
selective disclosure proofs were considered for the presentation phase.
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Figure 2.2: Execution time of PS-MS with BLS12-461 for (a) Issuance phase, (b) ZK
presentation (with respect to the total number of attributes) and (c¢) ZK presentation
(with respect to the number of revealed attributes)

The comparison shows a significant discrepancy between the mean execution times, in
terms of base values (between twice and four times slower) and rate of growth. In light of
significant variances for the execution times in Idemix, the statistical significance of the
results was corroborated through non-parametric permutation tests, obtaining p-values
below the 10~* mark for all parameters. What is more, these values were obtained with
an Idemix configuration that achieves 112 bits of security [160], while the PS-MS scheme
had the underlying BLS-461 curve, reaching 134 bits.

2.2.2 Beyond Selective Disclosure: Extending Distributed p-ABC
Implementations by Commit-and-Prove Techniques

An extension to the dp-ABC implementation was proposed in [21]. Particularly, we
developed a formalised modification of the presentation phase, which allows for modular
extensions of the token generation through commit-and-proof zero-knowledge proofs. The
main idea to achieve this is splitting the proof goal into the individual goals for each
predicate along with a proof goal for the showing of the credential itself. To do so, we
modify the presentation protocol of the scheme to enable "linking" attributes to Pedersen
commitments. We prove that this modification of the scheme maintains the same security
properties as the original. That is, the method is still a non-interactive zero-knowledge
proof of knowledge. The security of the overall decomposition is then simple to verify,
as soundness and zero-knowledge can be reduced to the equivalent properties of the sub-
proofs along with the binding and hiding properties of Pedersen commitments (cf., e.g.,
Benarroch et al. [102] for formal details). Nonetheless, we additionally establish that all
sub-proofs will be bound to a context that includes an unambiguous serialisation of the
proof goal. With this, we ensure the non-malleability of the proof goal, avoiding any
potential mix-and-match attack.

Through this modification, we build an improved dp-ABC system with advanced pri-
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vacy and security features, as shown in Figure 2.4. Particularly, we implemented and
evaluated the practicality of the scheme enhanced with four applications: range proofs,
pseudonyms, inspection and revocation. As depicted in the flow, a new formal entity is
introduced in the system for governing each of the latter two. We give further insights on
these functionalities below.

Through range proofs, the system supports fine-grained predicates for numeric at-
tributes, contributing to the goal of minimal disclosure. Namely, attributes can be proven
to lie in a range without revealing the specific value. This enables, e.g., commonplace poli-
cies such as age proofs or non-expiration of a credential. Among the various approaches
in the literature, we opted for Bulletproofs [98] to instantiate these proofs because of
their relative efficiency and small proof size (cf. Figure 2.5a). Furthermore, the implicit
constraint of credential attributes to relatively small ranges of valid values (with respect
to integer modules used in secure settings) allows for using Bulletproofs for arbitrary
ranges through offsets [161] without needing two executions of the protocol in one-side
inequalities.

The introduction of scope-exclusive pseudonyms gives users fine-grained control over
their linkability [69]. Users may re-authenticate to a service using the same pseudonym,
while keeping unlinkability across providers. The scopes can also be time-gated, allowing
use cases such as privacy-preserving detection of account sharing. In order to achieve the
functionality, we apply the common approach of embedding in the credential an attribute
that is never disclosed, but is used along with the scope to derive the pseudonym instead.
For computing the pseudonym, we implement the same approach as [69], through hashing
the scope into the adequate group and using the secret attribute id as an exponent, as
shown in Figure 2.5¢.

Inspection offers a trade-off between full anonymity and accountability when using
p-ABCs. A trusted entity may re-identify users (e.g., through recovering an identifier)
from a transcript of the presentation, for instance in case they breach agreed policies.
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Following the usual methodology, we instantiate the functionality through encryption of
an id attribute under the public key of the inspector (cf. Figure 2.5b). The user will
prove upon presentation that the encrypted value corresponds to the attribute embedded
in the credential. Note that, thanks to the modularity of the solution, the inspection
process relies exclusively on the specific sub-proof. Moreover, in line with the goals of
the dp-ABC scheme, this process can be carried out in a distributed manner through
multi-party computation of the decryption [88, 162].

Lastly, revocation offers the possibility to invalidate a credential (e.g., identified
through inspection) after theft or misuse. To achieve this notion, we implemented an
allow-list approach, with the revocation authority maintaining an implicit list of the cre-
dentials valid in a specific epoch. The authority realises this by issuing its own credentials
on a secret attribute rh that is never revealed during presentation. To avoid losing un-
linkability, we rely on the same p-ABC implementation for the revocation credentials
(cf. Figure 2.5d). This approach is suitable for scenarios with low occurrences of re-
vocation, and avoids the high computational complexity for users in accumulator-based
solutions [163, 164|. Moreover, as in inspection, distributed techniques can be applied to
avoid the single-point of failure of the revocation authority.

The overhead of these functionalities over the basic scheme was measured for the prov-
ing and verification processes, including cryptographic operations and related processes
such as policy parsing. The results are summarised in Figure 2.6. The overhead incurred
by one inspection or pseudonym predicate is less than 20 milliseconds for both proving
and verifying, while revocation adds around 30 milliseconds to each operation. These
values are valid for practical applications. However, range proofs are much more expen-
sive, especially on the prover side. Nonetheless, proofs for numeric values that can be
represented in fewer than 32 bits, which cover most use cases, take less than 1 second
in total. Even in the case of 64 bits, the total execution time falls under 2 seconds. We
remark that, while Bulletproofs are widely used because of their overall efficiency, other
proofs with different characteristics like lighter costs on prover side might be useful for
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Figure 2.5: Schematic view of the applications implemented through the commit-and-
prove extension

specific use cases, such as demonstrated in [23]. On another note, we also measured the
impact on token size, which is summarised in Table 2.1. While the overhead from adding
each proof is not negligible, the magnitudes will stay in the range of few kilobytes for the
whole token in almost all use cases, which is notably low for practical purposes.

We compared the method with Idemix [30] (cf. Figure 2.7), the only implementation in
the literature achieving a similarly modular approach and supporting all four predicates.
Our implementation outperforms Idemix significantly, even when comparing proofs with
advanced predicates against the basic policy. Additionally, the feasibility of the solution
is shown through further scenarios. First, the execution time for each method is tested
on a mobile phone, with most operations taking less than a second, the exception being
range proofs that go from a few seconds to more than ten seconds at worst. Second, we
show a typical proving scenario where the cryptographic operations are implemented in
the C language, obtaining 5 to 10 times faster execution times. Thus, when necessary
for specific cases, operations may be carried out in a more efficient way, though partially
sacrificing the portability and flexibility of the original implementation.
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Linking . . Range Range Range 4 hidden | 10 hidden
. Pseudonym | Inspection | Revocation ; i . . .
commitment 16-bit 32-bit 64-bit attributes | attributes
Elements 1G,+27Z, 1G, +3%Z, 3G, +4Z, 2G,+10Z, | 12G,+5Z, | 14G,+5Z, | 16G11+5Z, | 2G,+9Z, | 2G,+15Z,
Bytes 193 241 483 674 1404 1598 1792 626 914

Table 2.1: Overhead in token size of the different predicates, along with the size increase
of the proof because of a linking commitment, and token sizes for credential showings
with 4 and 10 hidden attributes. Values correspond to using 48 and 97 bytes for Z, and
G element representation

All in all, we obtain an extensible, usable and practical implementation of dp-ABCs
with advanced functionality. These characteristics (particularly when paired with the
interoperability results discussed in this thesis) are very desirable in the current landscape
of emerging SSI-based identity use cases. The implementation can then become a basis
for introducing advanced privacy features into the existing heterogeneous scenarios, with
a clear and simple way to adapt and improve the implementation whenever necessary. In
this sense, Table 2.2 summarises how some contemporary use cases would benefit from
the features achieved by the proposed solution.

‘ Scenario ‘ Features ‘ Description ‘

Identity wallets All, extensibility Current wallet efforts would benefit from unlinkability
and zero-knowledge proofs. Generic heterogeneous sce-
narios and developing field make extensibility appealing.

IoT Pseudonym, inspection | Scope-exclusive pseudonyms are commonly sought in
IoT networks, while inspection enables trust manage-
ment solutions.

Beyond 5G, 6G Inspection, pseudonym, | Privacy-preserving authentication to untrusted subnet-
revocation works. Pseudonyms improve efficiency (caching) and
inspection /revocation enable security and accounting,.

Biometric-based ABC | Range proof, extensibility | Range proofs enable linking a credential showing with
a biometric matching operation. Extensibility allows
adaptability of matching algorithm applied [23].

Green Pass Range proof, revocation | The Green Pass requires both privacy features that can
be met by advanced proofs like range proofs (e.g., on
date of vaccination) and security guarantees for health
safety (so revocation is important).

Academic degrees Revocation Enabling privacy-preserving usage of academic achieve-
ments while avoiding misuse through revocation [165].

Data spaces Inspection, extensibility | Still-evolving  frameworks  with  privacy-sensitive
Attribute-Based Access and Usage Control. Inspection
as an enabler of prevalent auditability processes.

Table 2.2: Overview of relevant use cases and the most appealing features of the proposed
solution
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2.2.3 To Pass or Not to Pass: Privacy-Preserving Physical Access
Control

A rigorous formalisation of Biometric-Bound Attribute-Based Credentials (bb-ABC) was
introduced in [23]. Moreover, it proposes two generic constructions which offer trade-offs
between efficiency and trust assumptions, and provides micro-benchmarks showing the
practical feasibility of a concrete instantiation using facial biometrics. Figure 2.8 shows
an overview of the bb-ABC framework. It is comprised of the usual issuers, users and
verifiers in p-ABC systems, complemented by a reader device in charge of scanning fresh
user biometrics and generating from them input for users (U.GenEph and R.GenEphUser)
and verifiers (V.InputGen and R.GenEphVerifier). This reader is an independent device de-
ployed at verifier premises, avoiding dedicated hardware per-user to improve scalability.
Thus, the device agglutinates the trust assumptions inherent to biometrics. Its reduced
functionality and reusability for heterogeneous verifiers opens up straightforward certifi-
cation and audit processes that make this trust affordable in practical scenarios. Further,
the device will only require reduced communication and ephemeral cryptographic mate-
rial, leading to a small attack surface.

pp—ParGen

Reader device

o -1
Issuer (sk,pk)«I.KeyGen
— g
l =5 =
o «l.IssueCred : T /
i riy<V.InputGen
b«P.VerifyCred i -
: roy«—R.GenEphVerifier
riy«-U.GenEph _| I
roy«<—R.GenEphUser - Verifier
________ pt—U.Present ------» > beV-verity

Figure 2.8: Biometric-Bound ABC components and communication flow

We propose a formal security model for the bb-ABC system, based on the usual notions
for p-ABCs. In the following, we give an overview of the security properties, and refer
to the full text of the paper for the formal definitions through adversarial experiments
(cf. Section 4.3). Correctness follows the natural definition, with the particularity of
being tied to the same false positive/negative rates as the biometric matching procedure
implemented. Unforgeability requires that it is infeasible for an adversary to generate a
valid presentation token as a forgery if it has not received a credential satisfying the pred-
icates and the biometric matching, or has seen the exact same token. Before generating
its output, the adversary is allowed to obtain any number of presentations of credentials
of its choice, and request credentials on attributes at its discretion. This unforgeability
notion directly covers non-transferability because presentations are bound to a biometric,
which is specific to the credential owner. Lastly, unlinkability requires that no adversary
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can link two user actions when the reader device is honestly executing its protocols. The
adversary is given control over the issuer, the user’s credential, and the verifier with the
restriction that no trivial distinction may be possible. Notably, both definitions give the
adversary full control over the biometrics used, which implies that that a scheme proven
secure in our model is also secure for any real-world distribution of biometrics.

Within this setting, we provide two generic constructions and prove them secure under
the established model. In brief, the first construction, BioABC-R, defers the matching
of biometric templates to the reader device. The user proves in zero-knowledge that a
commitment of the template is consistent with the value embedded in the credential, and
sends the plain template and opening values encrypted so that only the device can retrieve
them for verifying biometric matching. This approach is largely agnostic to the specifics
of the biometric method used.

In contrast, the BioABC-ZK construction relies on the user creating an actual proof in
zero-knowledge of the biometric matching during credential presentation. In this way, the
behaviour of the reader and verifier can be audited by users, and provably demonstrated to
other parties. For example, this avoids the issue of a verifier arguing (fake) failed biometric
matching to deny entry to a user, and helps detect incorrect or rogue behaviour by the
reader. Thus, the necessary assumed trust in the overall system is reduced. However, as a
trade-off the approach introduces a critical efficiency bottleneck for practical applications.

Indeed, the overhead over plain p-ABC showings in BioABC-R is simply an ex-
tra attribute (the hash of the biometric template), a symmetric authenticated encryp-
tion/decryption of the template, and a commitment opening check. Thus, it can be
efficiently instantiated by state of art primitives such as PS-based p-ABCs, Pedersen
commitments and authenticated AES-GCM-256 [166]. In contrast, the practicality of a
BioABC-ZK instantiation will rest on the specifics of the biometric matching algorithm.
For instance, state of art fingerprint matching is based on a procedural process for pairing
minutiae [167], which is not translatable into efficient zero-knowledge proofs with existing
techniques. Other biometric methods are currently hindered by complexity parameters
instead. E.g., Iris recognition is based on computing the Hamming distance of biometric
templates bigger than 10000 bits in practice. This leads to prohibitively high execution
times with current hardware, although it can be an interesting approach in the near future.

Our instantiation, which is described in Construction 1 following the notation intro-
duced in the publication [23], is based on matching facial biometrics. Particularly, we rely
on Ouamane et al.’s [32] solution, that achieves 95% accuracy for "faces in the wild".”
The method consists on extracting vector templates from biometric readings, and com-
puting their cosine similarity: if the value is over a threshold, the templates are said to
match. This process can be translated into an inner-product operation and a range proof,
which can be efficiently computed in zero-knowledge. Particularly, we instantiate the
range-proof as a simple bit-decomposition proof, as the prover will be more constrained
than the verifier in our setting. The cryptographic primitives used in the instantiation are
otherwise equivalent to the previous: p-ABC based on PS signatures, Pedersen Commit-
ments and AES-GCM-256. In both instantiations, their security under the defined model
is reduced to the security properties of the selected primitives. In fact, while long-term

Shttp://vis-www.cs.umass.edu/1fw/results.html
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ParGen(1*). Return pp <$ PS.ParGen(1%)

Key Generation and Issuance.

|.KeyGen(pp). Return (sk, pk) «$ PS.KeyGen(pp)

l.IssueCred(sk, apio, a). b = (apjo, a). Return o «$ PS.Sign(sk, b)

U.VerifyCred(pk, 0, apio, @). b = (apio, a). Return 1 if PS.Verify(pk,b,o) = 1, else return 0

Presentation.

U.GenEph(pp). Return sk,, +$ AES.KeyGen().

R.GenEphUser(Bioy, riy). Parse riy = {sk,.}. Compute (Cpio;, VBio;) «$
BitPC.Commit(Bioy), i.e., Cpio, = (C1,...,CN) to the individual bits f; of

Bioy, and VBz’of = (r1,...,7N) contains the individual openings. Return roy =
AES.EnCrypt(Skae, {CBiof, VBiof, BiOf}).

U.Present(pk, o, agio, @, ¢, oy, riy, ctx). Parse {CBiOf,VBZ-Of,BiOf} =
AES.Decrypt(sk,., rorr). If decryption fails, return L. b = (api,, a).

Given apio = (€i)i[n]), Biof = (fi)icin]- Choose random blinding values w, z < Z,. Take o
as (d/,01,09) and compute (07, 0%) = (0}, (020%)"). Then, compute an Schnorr-style proof:

pt < NIZK[(0, (&), a, (fi), (i), s,7) :

N n
PS credential clu)cke(gliXHY:f H YaC;ij“_;_l,all) = e(g1,00)e(X, o))t A

i=1  j=1
N
Valid commitment /\ C; = gfi RN
=1
N
Valid inner productl = HCfig_sh_r A
=1

Biometric matchs € [22l7', 22l] A
Predicate checkg(a) = 1)(¢, ctx)
Verification.
V.InputGen(pt). riy = e.
R.GenEphVerifier(Bioy, riy). Return Cpjo, as computed in R.GenEphUser

V. Verify(pk, pt, ¢, roy, ctx). Parse CBio, < rov and use it for verification of proof. If pt
verifies correctly return 1. Else, return 0

Construction 1: Concrete instantiation of BioABC-ZKs

security is not achieved in terms of unforgeability, unlinkability is guaranteed even in post-
quantum settings: Pedersen commitments are perfectly hiding, the NIZK is constructed
through perfect honest-verifier zero-knowledge proofs and the Fiat-Shamir transform, and
AES-GCM-256 preserves 128 bits of security even with attacks using Grover’s algorithm.

We carried out micro-bechmarks for the cryptographic overhead introduced, showing
the feasibility of the BioABC-ZK instantiation. Particularly, the overhead involves the
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Entity | Process Time (s) | Precomputable | Total (s)

PS cred 0.149 Yes
User Pedersen 0.463 No 1103

Inner product | 0.119 No
Bio match 0.372 Yes*
PS cred 0.060 No

Verifier Pedersen 0.176 No 0.415
Inner product | 0.044 No
Bio match 0.135 No

Reader | Pedersen 1.677 Partially 1.677

Total All processes without precomputation 3.195

Table 2.3: Computational overhead of BioABC-ZK instantiation

added proof goals during the zero-knowledge proof generation and verification, and the
computation of the Pedersen commitment on the reader’s side. Each micro-benchmark
was computed using a device representative to the setting: a mobile phone for the user,
a general purpose laptop for the verifier and a Raspberry Pi 3 for the reader. The results
are shown in Table 2.3, with a total of just over 3 seconds. Nonetheless, the imple-
mentation leaves room for additional optimisations, and particularly to precomputations
that can reduce the online time. As reflected in the table, the user application can pre-
compute the proof for the credential check and, depending on the setting, the biometric
match proof. For its part, the reader can precompute the randomness in Pedersen com-
mitments, which would halve the execution time. Just through the two precomputations,
the execution time is lowered to around 2.1 seconds. The communication complexity is
not prohibitive either, as the reader would need to send two messages of around 115KB
and 58KB respectively, and the size of the proof sent by the user will be below 135KB.

2.2.4 A privacy-preserving attribute-based framework for IoT iden-
tity lifecycle management

In [19], a framework for privacy-preserving identity management in IoT scenarios is pro-
posed. It comprehensively covers the challenges identified in the literature. Namely, es-
tablishing a root of trust for device identification (Challenge-1), using this root identity
for bootstrapping in a domain (Challenge-2), enabling operational phase functionalities
of identification (Challenge-3) and fine-granular authorisation while preserving privacy
(Challenge-4), and achieving a coherent solution that links them (Challenge-5). The
framework specifies steps at various phases during the device lifecycle. As shown in
Figure 2.9, the initial bootstrapping will happen during or after device manufacturing,
leading to the installation of root identity material with varying degrees of complexity
according to device characteristics. Then, material related to the security configuration
and characteristics of the device (i.e., certificates) are installed, potentially linked to the
root identity in a cryptographic way. When the device is deployed in the operational
domain, it performs a bootstrapping based on authentication through the root identity,

30



Chapter 2. Summary of results

during which the security configurations and policies of the device will be adapted and ap-
plied to the security context. As the bootstrapping will ensue the creation of identification
mechanisms for the device within the domain, the framework contemplates an optional
procedure to register them through DIDs [44] following current SSI trends. Wrapping
up the enrolment, the device has to execute an issuance process where it will receive do-
main credentials that attest its identity attributes. The process involves identity proofs,
which may be tackled through the certificates obtained during the initial manufacturer
bootstrapping, and can be adapted to the needs of the specific domain. After completing
these steps, the device is ready to securely interact with other participants in the domain.

Domain Bootstrapping and Enrolment
Bootstrapping
Security domain
Manufacturer and

Manufactureriand certification domain
certification domain : PR
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Figure 2.9: Bootstrapping and enrolment Components and steps for IoT device iden-
tity bootstrapping and enrolment phases

Particularly, the main goal of the framework is enabling fine-grained and privacy-
preserving authorisation processes based on the zero-trust approach during the operational
phase. As reflected in Figure 2.10, we consider two complementary approaches for coping
with current solutions and heterogeneous scenarios. Both of them rely on attribute-based
authentication through a presentation token generated by the device itself, which contains
information requested by the required policy. While in Figure 2.10a, the service provider
is in charge of checking the authorisation of the device, in Figure 2.10b this process is
delegated to the infrastructure. At the cost of placing higher trust on centralised domain
actors, the latter enables very constrained service providers to integrate with the advanced
authorisation process. Moreover, it allows backwards compatibility to many scenarios
that rely on infrastructure-based authorisation [156, 168]. Nevertheless, in most cases
both approaches can coexist for a comprehensive coverage of the operational needs.

The framework was instantiated in the context of the EU H2020 ERATOSTHENES
project, which aims to create and apply complementary identity, trust and lifecycle man-
agement techniques in IoT environments. In this instantiation, hardware-based PUFs [169|
are used as a root of trust for device identification. After proper enrolment during the man-
ufacturing phase, PUFs provide strong unclonability and unforgeability properties [170].
Additionally, the use of Trusted Execution Environments (TEE) is posed for protecting
cryptographic material during its use. The security policy configurations for the device
are established through an extended MUD file [16, 171]. Within the security domain, the
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: Infrastructure authorization
Direct usage : (PDP/PEP...)

Security domain
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Figure 2.10: Operational phase Usage of the privacy-preserving approach based on
attribute-based policies for authorisation in two alternative scenarios (a) one-to-one au-
thorisation (b) authorisation through infrastructure

verifiable data registry is instantiated through DLTs, particularly Blockchain enhanced
with smart contracts. For managing attribute-based identity, the VC specification [43] is
used. Particularly, we apply a dp-ABC scheme [15, 18, 21] that enables unforgeability and
unlinkability. The scheme is used for deriving zero-knowledge based presentations during
authorisation processes, for which both the decentralised and centralised approaches are
supported. Particularly, the infrastructure offers a Policy Enforcement Point (PEP) and
Policy Decision Point (PDP) enhanced with capability-based authorisation tokens [172],
which are secured using ECDSA-256 signatures, offering 128 bits of security [173].

Nonetheless, we note that flexibility is one of the main goals of the framework, as it
is considered key to its practicality in heterogeneous IoT environments. Thus, variations
over the main proposed instantiation are foreseen and planned. For instance, we envision
that not every device will support PUFs, so alternative approaches for the root identity
like pre-shared keys or traditional certificates may be considered. The collaboration with
adjacent technologies is also considered. For example, the zero-trust approach of the
framework helps accommodate such changes more smoothly, taking into account device
characteristics to evaluate their trustworthiness.

In line with these ideas, we enhance the dp-ABC scheme to be aligned with the VC
specification. Through this integration, we achieve transparent interchangeability between
solutions with trade-offs on security, privacy, and efficiency, without changes to flows,
implementations or models. The integration was developed within the context of the
[oT application, driving its design. Namely, this lead to the following design goals: C1-
Trans) The integration should be transparent. C2-AdvZk) It needs to support the use of
advanced predicates over attributes. C3-SecDom) Identities will be used within specific
security domains, and issuers will generate specific credential types tailored to them. C4-
IoT) The application domain is an IoT environment. C5-Unlink) The technical solution
must enable unlinkability.

The key point of integration is the definition of the “PsmsBlsSignature2022” signature
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suite that handles VCs to generate and verify dp-ABC signatures, and the “PsmsBlsSig-
natureProof2022’ suite that serves to generate and verify a dp-ABC zero-knowledge proof
over a VC. The role of these suites is to generate the input for the cryptographic opera-
tions, i.e., the identity attributes as used in the scheme. As a first step, it is necessary to
perform normalisation of the VC so that syntactic differences such as serialisation order
do not impede signing. In line with C1-Trans, we decided to follow current approaches
and use the RDF Dataset Canonicalization Algorithm [174]. From the normalised output,
the data to be signed by the cryptographic scheme is derived, that is, the list of values
corresponding to the identity attributes. To allow predicates over attributes (C2-AdvZk),
their parsing will depend on their type and characteristics like minimum and maximum
value [20, 161]. Following the ideas in [20], we rely on credential schemas to define this in-
formation. For completeness, if no credential schema is present, all attributes are treated
as plain strings that will only be considered for selective disclosure. Additionally, we opt
for not signing metadata except for expiration date and the credential type and schema.
This helps avoid privacy issues from excessive metadata (C5-Unlink), along with the im-
pact on efficiency (C4-IoT) of extra attributes that should be kept hidden in most (if not
all) authentication scenarios. Other metadata such as credential issuer may be included,
but it will be implicitly verified and not signed as an attribute.
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Figure 2.11: Execution time of the different phases in the Raspberry Pi 4 used as test
device for PS-MS and BBS+, where Crypto refers to time spent specifically in the cryp-
tographic operations of the method and WalletProcessing to all other operations in the
wallet methods like VC parsing

Apart from these definitions, some other elements have to be determined to complete
the integration. First, we designate the “Bls12381G1Key2022” key format as a verification
method. Apart from the mandatory fields, it contains the number of bases (and attributes
supported) of the key. Note that, according to C3-SecDom, this will not result in an
explosion of the number of keys needed.

On another note, we need to establish the format of the proofs themselves. Aligning
with the C1-Trans condition, we decide to rely exclusively on the standard fields of the
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specification. The definition of particular aspects of the proof, like the predicates applied,
is left to the serialised proof value processed by the scheme. We present an alternative
approach in [20], explicitly including the predicates as part of the derived credential. This
would produce data more apparent for humans or machines processing the data, but it
makes credentials, schemas, and parsing more complex.

‘Work Challenge-1 | Challenge-2 | Challenge-3 Challenge-4 | Challenge-5

This work Yes Yes Yes Yes Yes
FDO [133] Yes Yes Yes, no privacy No No
Choudhury et al. [148] Yes Yes Yes No No
Canovas et al. [150, 151] No No Yes Yes No
Alcaide et al. [152] No No Yes Yes No
Niya et al. [134] Yes Yes Yes, no privacy No No
Qureshi et al. [135] Yes Yes Yes, no privacy No No
Kortesniemi et al. [136] No No Yes, no privacy No No
and others [137-139]

Diego et al. [140] No Yes Yes, no privacy | Yes, no privacy No
Akil et al. [149] No No Yes No No

Table 2.4: Overview on state-of-art solutions on IoT identity management and which

challenges they focus on tackling

We evaluated the performance of the implementation in a Raspberry 4 as a represen-
tative of high-end IoT devices, using BLLS12-381 as the underlying curve. The results are
shown in Figure 2.11, which also includes a comparison with BBS+. Our implementation
slightly outperforms BBS+, though both approaches obtain practical values, with less
than 150 ms for the costliest operation. Interestingly, the processing of the wallet opera-
tions and Verifiable Credentials takes similar or even more time than the cryptographic
operations themselves.

In definitive, as summarised in Table 2.4, the proposed solution is the first to tackle the
identified challenges for privacy preserving [oT identity management in a comprehensive
manner. Nonetheless, other solutions, such as FDO [133], can be useful as complemen-
tary or alternative approaches, and future works may bring improvements to each of the
identified phases. This extensibility is enabled by design through the generic approach
and flexibility of the framework.

This chapter has given an overview on the outcomes achieved during the thesis de-
velopment. The results have been developed within the framework of the identified chal-
lenges and gaps in the literature after exhaustive analysis [17-21|, according to Objec-
tive 1. As part of the outcomes, we have proposed and evaluated various advances on
privacy-preserving cryptographic systems, particularly in the field of distributed privacy-
preserving Attribute-Based Credentials, fulfilling Objective 2 |18, 21, 23]. Furthermore, in
line with Objectives 3 and 4, the developed solutions have been integrated with emerging
technologies such as DLTs or Verifiable Credentials, achieving comprehensive authentica-
tion and authorisation solutions in the scope of zero-trust architectures and Self-Sovereign
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Identity [17, 19, 20, 22]. These developments have been extended to cover the needs of
[oT environments, such as efficiency or adaptability to the heterogeneous characteristics
of IoT contexts, achieving privacy-preserving identity management solutions encompass-
ing devices lifecycle [19, 21, 23, 24| as outlined in Objective 5. Lastly, the practicality of
these applications has been validated through various real-world use cases in the context
of three H2020 European projects [17-19, 24-27], realizing Objective 6.
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Conclusions and future works

The widespread surge of digitisation of services, online presence of users and connectivity
of IoT devices is shaping modern society. This trend has led to numerous benefits in
efficiency, comfort and quality of life. Nonetheless, it also leads to a large attack surface
for compromising security and privacy. In that sense, one of the main challenges is
enabling secure authentication and authorisation through digital identity management
while ensuring that individual’s privacy rights are respected. In the current landscape,
numerous use cases require such notions with heterogeneous constraints depending on
the application scenario, as exemplified by Table 2.2. Existing solutions have failed to
address gaps on security and privacy, such as the identity provider becoming a single-point
of failure, and present issues that hamper their applicability in practical scenarios such
as poor efficiency, extensibility or interoperability.

This thesis has been carried out with the goal of developing identity management
solutions that are secure, privacy-preserving and practical, filling the gaps found in the
literature. The main object of focus has been privacy-preserving Attribute-Based Cre-
dentials. We have prioritised the implementation and evaluation of distributed systems
based on dp-ABCs that mitigate single points of failure. The implemented solution pro-
vides advanced capabilities such as range proofs or pseudonyms in a modular and ex-
tensible way through the commit-and-prove paradigm. Additionally, tackled the issue
of non-transferability in p-ABCs through a biometric-based approach. We formalised
the notion of Biometric-Bound Attribute-Based Credentialss and proposed two practical
instantiations, demonstrating their efficacy in real-world physical access control contexts.

Moreover, recognizing the importance of interoperability and standardisation for en-
couraging widespread adoption, we have integrated p-ABCs with the W3C Verifiable Cre-
dentials specification. This addresses one of the main shortcomings of existing p-ABCs,
while also tackling the privacy concerns of the specification, which is seeing extensive use
in current SSI proposals. Our aims for flexible, secure and user centric solutions have not
been only focused on such technical outcomes, but in achieving comprehensive solutions
to the problems at hand. Thus, we developed architectures based on zero-trust for au-
thentication and authorisation with dp-ABCs as a key enabler of privacy and security,
and Distributed Ledger Technologies as a backbone for decentralised trust.

Furthermore, we have emphasised the importance of extending efforts for achieving
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security and privacy in identity management to encompass IoT environments, given their
pervasive nature and unique challenges. In this scope, we proposed and instantiated a
framework that spans the whole lifecycle of IoT devices. The framework provides a way to
realise trustworthy and privacy-preserving authorisation during the operation within IoT
security contexts. This work underscores the significance of flexibility to accommodate
the heterogeneity of these environments.

Lastly, we have been committed to the practical validation of the solutions proposed
within this thesis in relevant use cases. This has resulted in their exploitation as part
of three Horizon 2020 European projects (OLYMPUS, CyberSec4dEurope and ERATOS-
THENES) demonstrating their feasibility. Summarizing:

Distributed privacy-preserving Attribute-Based Credentials (dp-ABC) have been
applied to address identity management in an efficient and usable way while miti-
gating the single point of failure issue of the issuer.

The use of dp-ABC enables privacy, security and functionality notions inherent to
ecosystems based on zero-trust authorisation.

The leveraged presentation process of p-ABCs based on linking commitments and
commit-and-prove techniques enables modular extensibility retaining formal guar-
antees of security and privacy.

The p-ABC extension was demonstrated as a mechanism to efficiently achieve key
advanced p-ABC features for contemporary identity use cases, namely inspection,
pseudonyms, revocation and range proofs.

The concept of Biometric-Bound Attribute-Based Credentials (bb-ABC), which en-
ables non-transferability through biometrics without dedicated devices per user, has
been formalised through the definition of variants of the traditional p-ABC security
properties: correctness, soundness and unlinkability.

The practical relevance of bb-ABC was demonstrated through two complementary
constructions and their instantiation with concrete primitives, whose efficiency was
showcased through micro-benchmarks.

The applicability of dp-ABC in relevant use cases, particularly IoT environments,
was improved through their effective integration into the W3C Verifiable Credential
specification.

A framework for flexible, comprehensive and privacy-preserving identity manage-
ment of [oT devices throughout their lifecycle is crucial, and has been achieved with
dp-ABCs as a key enabler.

The developed solutions were successfully applied to solve challenges in multiple
relevant use cases, showcasing their relevance in the current identity landscape.
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3.1 Future work

From these results, a number of interesting avenues for continued research can be identi-
fied.

First, the developed dp-ABC system enables future endeavors by itself. Its extensi-
bility opens paths of improvement like adding blind issuance of attributes or additional
proofs such as set-membership. Any theoretical work in related building blocks, such
as commit-and-prove techniques for, e.g., additional revocation mechanisms based on ac-
cumulators would also translate into direct benefits. Regarding the non-transferability
approach, a full deployment of the system and the exploration of additional biometric
features and matching algorithms that might become p-ABC-friendly could be pursued.
Additionally, the W3C’s Verifiable Credentials specification itself and its integration with
p-ABCs, could be further improved to enable the flexibility and parametrisation of signa-
ture suites, further leaning into the strong points of this result. A particularly impactful
outcome in this line of work could be derived from linking with current efforts to achieve
European Digital Identity through identity wallets. The initial deployments will not
include the advanced privacy properties offered by p-ABCs. Our solution may be inte-
grated as an extension of the initial wallet features, empowering citizens’ control over
their privacy rights and services offered by identity providers. An additional challenge is
the attestation of the wallet itself in a privacy-respecting way. This innovation is being
pursued in further European and national projects such as LICORICE and Truldentity.

On another note, the developed generic [oT identity management framework can be
instantiated through other state-of-art tools, serving to explore different scenarios and
their appropriateness for tackling specific challenges or developing adaptions to the pro-
cesses. In this sense, the identity management framework could be extended to cover the
needs of ultra-low-end devices through symmetric primitives in an integrated solution.
In this direction, slightly veering from identity management itself, the achievement of
fully functional security profiles and targets would be a key step for achieving completely
flexible identity management approaches and other cybersecurity aspects.

Lastly, as the general trend in the realm of cryptography, one may explore the achieve-
ment of equivalent or improved security and privacy solutions in a post-quantum scenario.
Particularly, in line with the thesis’ focus on flexibility and configurability of solutions, we
envision a line of research and innovation that aims to ease the transition between tradi-
tional cryptography and post-quantum solutions through their complementary application
until the former can be phased out.
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Publications composing the doctoral
thesis

4.1 Implementation and evaluation of a privacy-preserving
distributed ABC scheme based on multi-signatures

Abstract Despite the latest efforts to foster the adoption of privacy-enhancing Attribute-
Based Credential (p-ABC) systems in electronic services, those systems are not yet broadly
adopted mainly due to performance efficiency issues, lack of interoperability with stan-
dards and the centralized architectural scheme that relies on a unique Identity Provider
(IdP) for credential issuance. To cope with these limitations, this paper describes the
first implementation of the Pointcheval-Sanders Multi-Signatures (PS-MS) crypto scheme
proposed by Camenisch et al. and its integration in a distributed and privacy-preserving
identity management system proposed in OLYMPUS H2020 European research project.
Our efficient implementation provides remarkable privacy-preservation features for iden-
tity management in online transactions leveraging p-ABC systems, including unforgeabil-
ity, minimal disclosure of personal data through zero-knowledge proofs, unlinkability in
online transactions and fully distributed credential issuance across different IdPs, thereby
removing the IdP as a unique point of failure. The performance of the implementation has
been exhaustively analyzed and evaluated with different curves, signers and number of
attributes, and compared against Identity Mixer, the best known p-ABC system, outper-
forming significantly the credential issuance and zero-knowledge proving and verification
processes (2-4 times less execution time).
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4.2 A privacy-preserving attribute-based framework for
IoT identity lifecycle management

Abstract The Internet of Things (IoT) has brought a new era of interconnected devices
and seamless data exchange. As the IoT ecosystem continues to expand, there is an in-
creasing need for effective identity management mechanisms, specifically for authorization
processes and access control. The pervasiveness of such devices demands that desirable
solutions tackle not only security properties but also privacy aspects like granular control
over which identity data is shared in authentication/authorization processes, covering as-
pects like bootstrapping, enrolment, and service provision. In this context, it is natural
to turn to privacy-enhancing technologies, like (privacy-preserving) Attribute-Based Cre-
dentials (p-ABC), for achieving both high security and privacy guarantees. Nonetheless,
these technical tools need to be accompanied by a comprehensive approach that deals with
the particularities of IoT scenarios and covers the full lifetime of the device. In this work,
we propose the use of a p-ABC scheme with support for distributed issuance (dp-ABC)
as a keystone for privacy-preserving attribute-based authentication and authorization in
IoT scenarios. We integrate said cryptographic scheme with W3C’s Verifiable Credentials
standard, evaluating its impact to gauge its feasibility. The integration facilitates adop-
tion and, particularly, allows the solution to transparently coexist with simpler techniques
in heterogeneous scenarios that demand them. Moreover, we define and analyse a generic
and comprehensive framework for identity management that identifies challenges through-
out the device’s lifetime to achieve [oT privacy-preserving identity management following
self-sovereign principles. We show how the various aspects identified in the framework
are tackled in a concrete instantiation as part of the H2020 project ERATOSTHENES.
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4.3 'To pass or not to pass: Privacy-preserving physical
access control

Abstract Anonymous or attribute-based credential (ABC) systems are a versatile and
important cryptographic tool to achieve strong access control guarantees while simultane-
ously respecting the privacy of individuals. A major problem in the practical adoption of
ABCs is their transferability, i.e., such credentials can easily be duplicated, shared or lent.
One way to counter this problem is to tie ABCs to biometric features of the credential
holder and to require biometric verification on every use. While this is certainly not a
viable solution for all ABC use-cases, there are relevant and timely use-cases, such as vac-
cination credentials as widely deployed during the COVID-19 pandemic. In such settings,
ABCs that are tied to biometrics, which we call Biometric-Bound Attribute-Based Cre-
dentials (bb-ABC), allow to implement scalable and privacy-friendly systems to control
physical access to (critical) infrastructure and facilities.

While there are some previous works on bb-ABC in the literature, the state of affairs
is not satisfactory. Firstly, in existing work the problem is treated in a very abstract
way when it comes to the actual type of biometrics. Thus, it does not provide concrete
solutions which allow for assessing their practicality when deployed in a real-world setting.
Secondly, there is no formal model which rigorously captures bb-ABC systems and their
security requirements, making it hard to assess their security guarantees. With this work
we overcome these limitations and provide a rigorous formalization of bb-ABC systems.
Moreover, we introduce two generic constructions which offer different trade-offs between
efficiency and trust assumptions, and provide benchmarks from a concrete instantiation
of such a system using facial biometrics. The latter represents a contact-less biometric
feature that provides acceptable accuracy and seems particularly suitable to the above
use-case.
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4.4 Beyond Selective Disclosure: Extending Distributed
p-ABC Implementations by Commit-and-Prove Tech-
niques

Abstract The increasing user awareness and regulatory framework (e.g., GDPR, eIDAS2)
have contributed to considering data minimization and privacy-by-design as central guid-
ing principles for new systems. Among others, this has led to a paradigm shift towards
Self-Sovereign Identity solutions to put the user in full control over their data. Despite the
promising landscape, privacy-preserving Attribute-Based Credentials (p-ABC) have not
been widely adopted, mainly due to the lack of secure, flexible and efficient implementa-
tions that cover the basic and advanced needs in p-ABC systems. In this work, we tackle
this gap by developing an improved zero-knowledge showing protocol of a distributed
p-ABC scheme based on Pointcheval-Sanders Multi-Signatures to allow for modular ex-
tensions through commit-and-prove techniques. We use it to implement a flexible p-ABC
system with decentralized issuance that, apart from the basic notions of p-ABCs, cov-
ers range proofs, pseudonyms, inspection and revocation. Lastly, we thoroughly evaluate
the performance of the system under different testbed conditions, showing a significant
efficiency improvement over previous implementations.
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Appendix A

Abbreviations

Abbreviation Meaning

bb-ABC
CL

DID
DLT
dp-ABC
EBSI
eIDAS
EUDIW
FDO
FE
GDPR
IdM

IdP

IoT
MUD
NIZK

Biometric-Bound Attribute-Based Credentials
Camenisch-Lysyanskaya

Decentralized Identifier

Distributed Ledger Technologies

Distributed Privacy-preserving Attribute-Based Credentials
European Blockchain Services Infrastructure
Electronic IDentification, Authentication and trust Services
European Digital Identity Wallet

FIDO’s Device Onboard Specification

Fuzzy Extractor

General Data Protection Regulation

Identity Management

Identity Provider

Internet Of Things

Manufacturer Usage Description
Non-Interactive Zero-Knowledge
Privacy-preserving Attribute-Based Credentials
Policy Decision Point

Policy Enforcement Point

Privacy-Enhancing Technologies

Public Key Infrastructure
Pointcheval-Sanders

Pointcheval-Sanders Multi-Signatures
Physical Unclonable Functions

Self-Sovereign Identity

Single Sign-On

Trusted Execution Environment

Verifiable Credentials

Verifiable Data Registry

World Wide Web Consortium
Zero-Knowledge

Table A.1: Abbreviations
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