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 Create a new Grap

@ IR Maltego Community Edition 4.1.15
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« Entity Palette Search:
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A conversation via email

Conversation (Phone)
A telephonic conversation

Incident
An event or occurrence (for instance
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 Add a new Domain entity
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* Modify Domain entity’s name to um.es

Details X

Sl Attachments (0) Notes Properties (2)

um.es Google Mel
(6;\’ Domain N Wikipedia Me!
- [maltego.Domain]

@ Notes

Domain Name um.es\

More...

Use the + button to add images
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entlty as an InpUt +Files and Documents from Domain This transform will find the MX rec...
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* Run All Transforms
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Play around a bit
— Add new entities manually

Explore entities’ properties
Run specific transforms
Change layout of the graph
Save and open a graph

Create a new entity type

University

Unigue type name
* es.um.university

Category Locations
Inherited from Location

STEPS
1. Basic
Information

2.Main
Property

BEERES o @

B+
e M Investigate View Entities Collections T
o S % |mport Entities »

% Export Entities | Manage

New Entity Manage

Type Entities Icons

°  New Entity Type
% New Entity Type (Advanced)

New Entity Wizard (Basic)

BASIC INFORMATION: Enter the details for your new entity below

Basic Information
Display hame |
(This name will be used in the Entity Palette)

Short description
(This description will also be showed in the Entity Palette)

Unique type name

(e.g. paterva.infrastructure.EmailAddress)

Category

Inheritance
[ Base Entity

Icons
Browse...

Large icon (48 x 48)

Browse... Small icon (16 x 16)

9 Display name is required

< Back | Next> | Finish
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Maltego: Developing a new transform

« ITDS (internal Transform Distribution Server) Transforms

— Web application allowing distribution and management of
transforms, seeds and settings

— Transforms are written as a web services (or application/pages),
and the iTDS will call these scripts
— PROS

« Once setup transforms are easily distributed to multiple Maltego clients
* No configuration needed client side, scripts all live in one place

« Updating instantly impacts all clients

» Deeper into the protocol (Slider value + Transform settings/Popups)

— CONS

« Cannot integrate with applications local to the Maltego client

« All requests come from a single point (may impact things like rate limiting APIS)
« Server infrastructure setup is required
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* Local Transforms
— Pieces of code running on the same machine that the Maltego
client application is on
— Very useful for integrating in machine specific tasks
— Written in any language and merely rely on output to be sent via
STDOUT
— PROS

« Machine Specific
* Nothing ever goes 'over the wire' - unless you want it to
« Simple to write in any language
« Does not require any server infrastructure setup
— CONS
* Requires setup on each machine you wish to install them
« Does not go as deep into the Transform Specification - no slider or settings
Updating a transform means it needs to be updated on every machine
Sensitive data such as usernames and passwords could reside on the computer
of the analysts
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 Local Transforms
— Interacted with via STDIN and STDOUT

— STDIN
« Entity Value (what is displayed on the graph) - this is the first argument.
» Entity Fields (the fields contained in the entity), separated by #'s and each field
Is separated - name and value by an '=' sign.
* e.g., “Félix Gomez Marmol" person.fullname=Félix Gdomez
Marmol#person.firstnames=Félix#person.lastname=Gomez Marmol

— STDOUT

<MaltegoMessage>
<MaltegoTransformResponseMessage>
<Entities>
<Entity Type="maltego.Phrase">
<Value>Hello Félix Gémez Marmol</Value>
<Weight>100</Weight>
</Entity>

</Entities>
<UIMessages>
</UIMessages>
</MaltegoTransformResponseMessage>
</MaltegoMessage>
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