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What’s OSINT?




Cyber Threat Intelligence

* Its key mission is to research and analyze trends and
technical developments in three areas
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Cyber Threat Intelligence

« Collection of intelligence using different means

* Open Source Intelligence (OSINT)
— Data collected from publicly available sources

« Social media intelligence
— Intelligence gathered from social media sites, using both intrusive

or non-intrusive means, from open and closed social networks
« Sentiment analysis

« Human intelligence

— Information collected and provided by human sources
 Interrogations and conversations with persons having access to information
« Social engineering

« Technical intelligence

— Collection, evaluation, analysis, and interpretation of scientific and

technical information
« SIEM (Security Information and Event Management)
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OSINT Use Cases

Cybercrime and
Organized Crime
Spot illegal actions

Retrieve suspicious traces
Monitor malicious groups

Cybersecurity and
Sentiment Analysis Cyberdefence
Marketing Foot printing
Political campaigns Forensics analysis
Cyberattack attribution

Disaster management
HR recruiting
Journalism

Social engineering /
phishing attack prevention

UNIVERSIDAD DE

MURCIA




OSINT Sources

« Media
— Newspapers, magazines, radio, television, etc.
* Internet
— Online publications, blogs, discussion groups, social media
websites (i.e. — Facebook, Twitter, Instagram, etc.)
 Public Government Data
— Public government reports, budgets, hearings, telephone
directories, press conferences, websites, and speeches
 Professional and Academic Publications
— Information acquired from journals, conferences, symposia,
_ academic papers, dissertations and theses
» ¢ Commercial Data
l=s — Commercial, financial and industrial assessments and
> databases
Grey literature
— Technical reports, preprints, patents, working papers,
- business documents, unpublished works, newsletters, etc.

-
[ ]
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OSINT Sources: Media

e |ncome by street name
* https://elpais.com/economia/2019/09/11/actualidad/1568217626 928704.html

El mapa de la renta de los
espanoles, calle a calle
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OSINT Sources: Media

« Mortality by municipality name
» https://elpais.com/elpais/2020/02/05/ciencia/1580906716 232241.html

El mapa de la mortalidad
en Espafna, municipio a
Municipio
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OSINT Sources: Media

« Political inclination by municipality name
» https://elpais.com/politica/2019/11/10/actualidad/1573410266_570919.html

El mapa de resultados de las elecciones generales
del 10-N de 2019, municipio a municipio
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OSINT & Detection Maturity Level
(DML)
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http://ryanstillions.blogspot.com/2014/04/the-dml-model_21.html

OSINT Techniques
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OSINT Techniques

« Search Engines
 Social Networks
« Email Address

e Username
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Real Name

Location

IP Address

Domain
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| OSINT Techniques: Search Engines

Google YAHOOQO!

DuckDuckGo

searX




OSINT Techniques: Search Engines
Google

D ({$}] D %
— Force an exact-match search — Acts as wildcard
— E.g. “Félix Gémez Marmol” — E.g. Félix * Marmol
QOR ()
— Searchfor XorY — Group terms or search
— The | operator is equivalent operators
— E.g. murcia|heidelberg — E.g. Félix AND
O AND (Gémez |[Marmol)
— Search for X and Y 4Jd..
— E.g. murcia AND — Search for a range of
heidelberg numbers
Q - — E.g. 2010..2019

— Exclude a term or phrase
— E.g. murcia -heidelberg
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OSINT Techniques: Search Engines
Google

4 filetype: dintitle:

— Restrict results to those of a — Find pages with a certain
certain file type (e.qg., pdf, ppt, word (or words) in the title
docx, txt, etc.) — E.g. intitle:heidelberg

— ext is equivalent dinurl:

— E.g. filetype:pdf — Find pages with a certain

d site: word (or words) in the URL

— Limit results to those from a — E.g. inurl:heidelberg
specific website d intext:

— E.g. site:um.es — Find pages with a certain

word (or words) somewhere in

the content
— E.g. intext:heidelberg

16

UNIVERSIDAD DE @AM

MURCIA ((XGCTF




OSINT Techniques: Search Engines
Google

« Search for index directories within the domain um. es
— intitle:“index of /” site:um.es

« Search for Excel sheets within the domain um. es with the

term “salario”
— salario site:um.es filetype:xlsx

« Search for ftp sites within the domain um.es
— site:um.es inurl:ftp -inurl:(https|http)
« Search for usernames and passwords
— filetype:pwd inurl:(service | authors | administrators
| users) “# -FrontPage-”
— intitle:“index of” “Index of /” password.txt

— filetype:sql “# dumping data for table” “ PASSWORD"
varchar?”

o A
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OSINT Techniques: Search Engines
GO gle Full list of search commands

“Term”

Terml OR Term?2
Term1l AND Term?2

Terml* Term?2
-Term

+Term
~Term
#Term
$price
cache:URL
filetype:EXT
site:URL
related:URL
intitle: Term
allintitle: Term
inurl: Term

UNIVERSIDAD DE 4R/
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« allinurl:Term * inpostauthor:Term

* Intext:Term « allinpostauthor:Term

« allintext:Term * inposttitle:Term

« AROUND(number) * link:URL

« weather:Location * info:URL (also id:URL)
« stocks:$TAG « daterange:0000-0000

« map:Location * phonebook:Term

* movie:Term

« Amount in Unit
 source:SRC

e Term

« 000..000

* [nanchor:Term

« allinanchor:Term
* blogurl:URL

* |ocation:Location

https://ahrefs.com/blog/gooqgle-advanced-search-operators
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OSINT Techniques: Social Networks

Social Network | Type Scope Main potential for OSINT

4chan Online community | Worldwide Users interested in illicit activities

Badoo Dating Worldwide Intimate and personal details

Cloob Social connections | Iran Personal profile, posting and community membership
Draugiem Social connections | Latvia Personal profile, publications in blogs, group membership
Facebook Social connections | Worldwide Personal profile, preferences and places visited
Facenama Social connections | Iran Personal profile, publications, photos and videos

Flickr Photo-sharing Worldwide Activities, hobbies, places and personal relationships
Instagram Social connections | Worldwide Habits, locations and personal relationships

LinkedIn Business Worldwide Professional profile, education, skills and languages
Mixi Social connections | Japan Personal profile, interests and opinions

Odnoklassniki Social connections | Mainly Russia Personal profile of adults, past and present friendships
Qzone Social connections | Mainly China Personal profile, preferences, habits

Reddit Online community | Worldwide Users trends, behaviors, and publications

Renren Social connections | Mainly China Personal profile of students, friendships and discussions
Taringa! Social connections | Mainly Latin America | Personal profile, publications and community membership
Tinder Dating Worldwide Intimate and personal details

Tumblr Photo-sharing Worldwide Activities, hobbies, places and personal relationships
Twitter Social connections | Worldwide Personal profile, opinions and publications

VKontakte (VK) | Social connections | Mainly Russia Personal profile, preferences and publications

Weibo Social connections | Mainly China Personal profile, opinions and publications

YouTube Video-sharing Worldwide Video content, opinions and comments of subscribers
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OSINT Techniques: Social Networks

« Step 1 = Get your Facebook ID
— Hover your cursor over your profile picture

his helps people o] @i Id
Skip m
B &
G Y s | . B
Q Intro
L e https://www.facebook.com/profile/picture/menu_dialog/?profile_id 100032518218756

As per 2020, this field might be indicated by the referrer profile id param

https://www.facebook.com/photo.php?fbid= A - ct - N -t o= 3 8source=11 Al(referrer_prnfile_id{

21
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OSINT Techniques: Social Networks

e Step 2.a = Get the Facebook ID of someone else
— Hover your cursor over his/her profile picture ;-)

eeeeeee

" wmem s mwm orwm o

https://www.facebook.com§1992148431074273fphotos/2223374241285023/
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OSINT Techniques: Social Networks

« Step 2.b = Get the Facebook ID of someone else
— Visit https://whopostedwhat.com/

2.GetID
https://www.facebook com/mattia.zago 1678479836
Example: Paste in the URL from a profile, page or place, like "hitps2fwww facebook comizuck

« Alternative websites
— https://findmyfbid.com/
— https://lookup-id.com/
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OSINT Techniques: Social Networks

Visit: https://graph.tips/beta/

« E.g., photos by José Lujan Alcaraz

https://www.facebook.com/search/posts/?q=*&epa=FILTERS&filters=

%3D
eyJycF9hdXRob3Ii0iJ7XCIuYW11XCI {"rp_author™ "
6XCIhdXRob3JcIixcImFyZ3NcIjpcIj {"name"-"author", "
E50TIXNDgOMzEWNzQyNzNcIn0ifQ args":"1992148431074273"}
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OSINT Techniques: Email Address

# hunter

Is the email address valid?
— https://hunter.io

Products Pricing

Signin m

Email Verifier

Verify the deliverability of any email address with the most
complete email checker.

felixgm@um.es Verify

valid email address

his email address can be used safely

Format VALID Type PROFESSIONAL

Server status SUCCESS Email status SUCCESS

We found 4 sources for felixg

ofdirectorio/pdi Nowv 2

http://um.esfweb/matema

diic/contenido/pdi Sep 2, 2

UNIVERSIDAD DE
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Has the email address been

hacked?
— https://haveibeenpwned. com

Home Notifyme Do

';--have i been pwned?

Check if you have an account that has been compromised in a data breach

felixgm@um.es pwned? ]

@ Generate secure, unique passwords for every account | Leam more at 1Password.com

5,701,036,040

pwned pastes

86,927 94,839,579

Largest breaches Recently added breaches

(< il [m) (S
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OSINT Techniques: Email Address

« Check search engines * Check Pipl
— https://pipl.com

GO gle felixgm@um.es Q

Todo Shopping Imagenes Videos Noticias Més Configuracion Herramientas

L]
Aproximadamente 2.500 resultados (0,50 segundos plpl felixgm@urn.es

Félix Gomez Marmol - Biography

https://webs.um.es/felixgm/ v Traducir esta pagina Buscar por No se encontraron resultados para felixg; es. Relacionados
Félix Gémez Marmol, "Ramén y Cajal" Researcher in the Department of Information and
Communications Engineering (University of Murcia) felixgm@um.es. Félix Gomez Marmol

Germany y Spain

+ MAS OPCIONES Ramdn y Cajal Researcher en Universidad de Murcia

Personal Docente e Investigador - Departamento de Ingenieria de la ...
https://www.um.es/web/diic/contenido/pdi ¥

Goémez Marmol, Félix, 1.23, 868 88 9782, felixgm@um.es, Investigador Ramén y Cajal ... 868 88
4619, Idaniel@um.es, Profesor Titular de Universidad. Jiménez ... Felix Maldonado
Garden City, New York

Doctor of Philosophy (PhD), Computer Science de Universidad de Murcia

: ; 2 General Manager en M & R Hotel Management
Félix Gomez Marmol - Research Bachelor of Science (BS), Physics de New York University
https://webs.um.es/felixgm/research/ ¥ Traducir esta pagina

Research interests of Félix Gémez Marmol, "Ramén y Cajal" Researcher in the Department of

o Felix Gonzalez Montesdeoca
Information and Communications Engineering (University of . S e o

Las Paimas De Gran Canaria, Spain
Administrador en FDGROUP S.L
Félix Gémez Marmol - Contact
webs.um.es/felixgm/contact/

Faculty of Computer Science - University of Murcia. 30100 Murcia (Spain). Office. Office 1.23. Phone Jaime Felix, 40 afios de Rondonia, Ronddnia
+34 868 88 9782. E-mail. felixgm@um.es. LDAP entry. n

Asociado con Jairo Felix
Conocido en linea como felixgm

El investigador de la UMU Félix Gémez Marmol consigue una de las ...
https://www.um.es/.../-/el-investigador-de-la-umu-felix-gomez-marmol-consigue-una-... ¥ Felix Gonzalez Macip
017 - felixgm@um.es. 868 88 9782. Datos de contacto. Gabinete de prensa Asoclado con Patricla Patricla (PatMar) y Yo Mero

umucomunica@um.es. Universidad de Murcia: Avda. Teniente Flomesta ..

28 jul
Conacido en linea como felixgm

gomez marmol, felix - ATICA. Area de Tecnologias de la Informacion y ... FelixAGuerrero, Telixgm
https://curie.um.es/curie/serviet/um.curie.ginvest.ControlGrinvest?... ¥ -

E-mail, felixgm@um.es. Teléfono, 868889782. Fax, No disponible. HISTORIAL EN GRUPOS DE
INVESTIGACION. E096-02 SISTEMAS INTELIGENTES Y

Félix Gomez Marmol - Ramén y Cajal Researcher - Universidad de ...
https://es.linkedin.com/in/felixgm

Extracto. http://webs.um.es/felixgm. Experiencia. Universidad de Murcia. Ramén y Cajal Researcher.
Universidad de Murcia. marzo de 2017 — actualidad 1 afio
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OSINT Techniques: Username

Check availability in
social networks

Check Usemame ~ Create Profile ~ Community ~ Networks  About

Enter your personal username or business brand name in the "enter name here” box above and click Search. Then
0 click "Check This Category” to further specify the search for your brand name's availability in each section. Please note
Social Media usernames and accounts cannot contain spaces, symbols, or anything other than letters and numbers.

Tired of checking and registering all these names yourself?

Want to claim your Brand on all of these sites before someone else does?

Then you want our Social Profile Creation Service! Just give us your personal brand, product or business information, and a highly
trained Social Media Specialist assigned to you will begin creating up to 300 Social Media Profiles for you, today!

Since we launched in 2009 the KnowEm team has helped to reserve over 650,000 profiles and reported back to our clients over
50,000 issues of brand squatting and/or misrepresentation of a brand, username or trademarked term. Don't be one of those
companies that get stuck with a different handle on every Social Network - Make your Social Branding consistent, and reserve your
name today!

Blogging

Wik
Avallable “> Hatena
SOUVETOURNAL /o1t e BMedium /ol R Available
moonfrult Avaiabie ol Availabie

peni

blogtalkradio g Availablo

I

vailabie zimbio At zumvy [

Bookmarking

bitly Available R oo diigo  Avaiat [0 oo ICL
K folkd com Avallable Available Ava ik

|

| @ oo [EESIEEE TIATISMC € o /o,
wewit Available Availab

UNIVERSIDAD DE
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« Check avallability in domains

Rememberme? Il
Need Help?

® g e

Check Usemame  Create Profile = Community = Networks  About

felixgm M Most Popular  Social Networks BVOuEY]

Check Domain Availability
Find out if your username, brand, product or trademark is still available as a top level domain name on the internet.

Common Popular Domains:

@ felixgm.com A @ felixgmnet Avail
@ felixgmorg Availab @ felixgminfo Availab
@ felixgmbiz Avai @ feixgmitel Avaiiable
@ felixgm.mobi Avalable @ felixgm name

@ folixgm.co Avalab © foixgm.ag Avallat
@ felxgmitv Ave @ feixgmme Avaiable

@ folixgm.ravel Ay

Domains from North America:

teixgmca Avaiat Elfelixgmumx Avaiat
Efolxgm.commx Avaiiab 1
6 fologm.us Avarabe 6 folixgmus.com Available

Domains from South America:

Wifeignieoon An
B folixgm.cl Avalab W felixgm.gs Ava
Miolxgmpe Available
Domains from Central America and Carribean:
Bl felixgm.com.ag Available Blfelixgmnetag Avaiabic
Bl folixgm.org.ag Availab I3 folixgmbz A
Sfelixgmor Availat B felixgmgd Avai
Stelixgmhn Available W felixgmht Avalaby
B folixgmc Availat M felixgmms Avallab
Wfelngmtc Avalable Flfeixgmye Available
I felixgm.net.ve Available Wl felixgm.vg Available

27



OSINT Techniques: Real Name

Check Pipl
— https://pipl.com

« Check search engines

Go gle "Félix Gémez Marmol" Q

Todo  Imégenes  Noticias  Maps  Videos  Mas  Configuracién Herramientas

[ ]
Aproximadamente 8.480 resultados (0,34 segundos) i
P e J plpl Felix Gomez Marmol c (opciona u

Félix Gomez Marmol - Biography
https://webs.um.es/felixgm/ v Traducir esta pagina

Félix Gomez Marmol, "Ramén y Cajal" Researcher in the Department of Information and Buscar por Resultados para Felix Gomez Marmol
Communications Engineering (University of Murcia)
Felix Félix Gomez Marmol
Germany y Spain
Imagenes de "Félix Gomez Marmol" o —— Ramon y Cajal Researcher en Universidad de Murcia
Doctor of Philosophy (PhD), Computer Science de Universidad de Murcia

= + MAS OPCIONES
Félix Gémez Marmol
§ I J ¥ Asociado con David Ortiz Martinez y 4 mas personas
i ‘ Todos Locations

—) Mas imagenes de "Félix Gomez Marmol" Denunciar imagenes

O Germany p pe ,
Félix Gémez Marmol
Félix Gomez Marmol - Research
https://webs.um.es/felixgm/research/ v Traducir esta pagina
Research interests of Félix Gémez Marmol, "Ramoén y Cajal" Researcher in the Department of

Information and Communications Engineering (University of ..

Resultados Posiblemente Relacionados

Félix Gomez Marmol - Google Scholar Citations
scholar.google.com/citations?user=YFwhSEcAAAAJ&hl=es v Traducir esta pagina

Félix Gomez Marmol. Senior Researcher, University of Murcia. Verified email at um.es - Homepage -
CybersecurityIntrusion Detection SystemsBio-inspired .. TODOS LOS MEDIOS

Félix Gomez Marmol - Ramoén y Cajal Researcher - Universidad de ...

https://es.linkedin.com/in/felixgm Felix Marmol
Ve el perfil de Félix Gomez Marmol en LinkedIn, la mayor red profesional del mundo. Félix tiene 2 37 afios de Santo Domingo, Dominican Republic
empleos en su perfil. Ve el perfil completo en Linkedin y ... Asociado con Victor Polinés

Félix Gomez Marmol - Citas de Google Académico
https://scholar.google.es/citations?user=YFwhSEcAAAAJ&hl=es v

Félix Gomez Marmol. Senior Researcher, University of Murcia. Direccién de correo verificada de
um.es - Pégina principal - Cybersecuritylntrusion Detection ...
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| OSINT Techniques: Real Name

« Check social networks « Check genealogy sites

€D MyHeritage

DE FamilySearch

Geni

A MyHeritage Company

Thought

UNIVERSIDAD DE 4R/
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OSINT Techniques: Location

Get GPS coordinates from location

name
— https://www.gps-coordinates.net

GPS coordinates converter
his tool one end of the data (eit

Ibiza

E.g., GPS coordinates for the Faculty of

Computer Science at UMU are
— 38.023796; -1.17404590000001

UNIVERSIDAD DE
MURCIA

L
.ﬂfﬁ‘\ f}"
"mm_

Find out location from
GPS coordinates

Google Maps

A
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OSINT Techniques: IP Address

« Get location from IP Address
https://www.iplocation.net

Geolocation data from IP2Location (Product: DB6, updated on 2019-1-1)

IP Address Country Region City
155.54.1.1 Spain [ Murcia, Region de Murcia
ISP Organization Latitude Longitude
Universidad de Murcia Not Available 37.9870 -1.1300

Geolocation data from ipinfo.io (Product: API, real-time)

IP Address Country Region City
155.54,1.1 Spain [ Murcia Murcia
ISP Organization Latitude Longitude
Entidad Publica Empresarial Universidad de Murcia 37.9870 -1.1300
Red.es (um.es)

Geolocation data from EurekAPI (Product: AP|, real-time)

IP Address Country Region City
155.54.1.1 Spain [ Murcia Murcia
ISP Organization Latitude Longitude
Universidad de Murcia Universidad de Murcia 37.987 -1.13

Geolocation data from DB-IP (Product: Full, 2019-1-1)

IP Address Country Region City

155.54.1.1 Spain [ Murcia Espinardo

ISP Organization Latitude Longitude

Universidad de Murcia Not Available 38.0098 -1.15422

UNIVERSIDAD DE
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— https://viewdns.info

Whois, Reverse IP Lookup, Traceroute, etc,

ViewdNS.info

Tools APL Research Data

Reverse IP Lookup
Fia stes ot on g serve

Demain f

DNS Report
P compietsrepee o your DA ettinge

Domsin fe.5. domsin, corm)
G0

1P Location Finder

Find the geographic Iocation of an 17 Address.

»

G0

1s My Site Down
Check whettier st  actusby down o 1.

Dornain (.0, domain con)
60

Get HTTP Headers

Reverse Whois Lookup
1 i maena s by e bl o oy

Registrat Name or Emall Adress
G0

Reverse MX Lookup [NEW]

Find al it that uze = given mal server

Mall sarver (e.g. mal googie. o)

Chinese Firewall Test
Chacks whether  site is accessible from China,

URL Domain
Go

Iran Firewall Test
Check whether 3 58 Is secessible 1o an,

Site VAL { Domain

DNS Record Lookup
for o spcifed domain

iew the HTTP.

Domain

Traceroute

Trace the servers between ViewDIS and o remote host

Bomain/
6o

ASN Looku
Eonkasp iformmation on an ASH

Autonomaus Systom mber (a.g. 2456)

URL / String Decode

pamain (e.0. domain.cam)

o

Spam Database Lookup

et e
®

@
Ping
Tetk 0 oy of  remote sysrn o VemDNS.

G

Abuse Contact Lookup

b

History
Show etaricl I daresses or a camain,
Oomain (a9, domsincom)

6o

Reverse NS Lookup

Find sl stos that uze » given nameserver:
Mameserver {e.g. ne1. exsple corm)

G0

DNS Propagation Checker
Check hthar recent DN changes have peopagate

Domain (a.9. domain.com)

GO

Domain / IP Whois
Lookup intormation on a Domain o 1P aodress.

Do/ 10
G
Port Scanner
Check i comman ports ara open o a sarver
Oomain /1P
)
Reverse DNS Lookup
View the reverse NS enéry for an IP address
»
G0

DNSSEC Test

Temt f v domaln ame i configured for DRSSEC.

Oormain 0.9, domaincom)

GO

MAC Address Lookup

Carvert  URL with '9##” val

AL Shing
G0

Free Email Lookup
Determine # a damain rovdes fee emad addresses

Donsin {e.0. pmai com)

Domain.

Determine

MAC Address (e.g. 00-20-15-41-22-23)
G0

31



OSINT Techniques: IP Address

155.54.0.0 - 155.54.255.255

Whois 155.54.1.1

ViewdNS.infa

Tools APl Research  Data
> Jools > Domain / IP Whois

ViewDNS. info
Displays ownes/contact information for a domain name or IP ardress. Can also be used to determine if a domain name is registered or nat.

MNeed ta lookup a large number of domains? Enquire about our bulk whes service by emailing us with your requirements.

Domain / 1P Address

5 ic the RIPE Database query sexvice

s are in RESL format

naitions pat

nfomation on "status:® AtTribute read NTTps:/ A Tips.net/data-toola/dh/faq/faq-status-values-legacy-

% This query was served by the RIPE Database Cusry Service version 1.32,6 (BLAARKOE)

UNIVERSIDAD DE
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inetnum:
netname:

M

descr: Universidad de Murcia
descr: Murcia

country: ES

admin-c: MAGL1-RIPE

admin-c: JAMP1-RIEE

tech-c: MAGL1-RIPE

tech-c: JAMP1-RIPE

abuse-c: RIACZ-RIPE

status: LEGACY

remarks: For information on “status:'
resources

remarks: mail spam reports: abusefum.es
remarks: security incidents: cert@um.es

notify:
notify:
notify:
mnt-by:
mnt-by:
created:

last-modified: 2017-12-11T13:16:22Z

source:

person:

address:
address:
address:
address:
address:

glax@um.es
jamapefum.es
iris-nic@rediris.es
UNIMURNET-MNT
REDIRIS-NMC
1970-01-01T00:00:002

RIPE

Jose Angel Martinez Perez
Jefe Seccion Redes
Edificio ATICA
Campus Espinardo
30100
Murcia, SPAIN

phone: +34 868 884 913

e-mail: jamapsf@um.es

nic-hdl: JAMP1-RIEE

notify: jamape@um.es

notify: iris-nic@rediris.es
mnt-by: UNIMURNET-MNT

mnt-by: REDIRIS-NMC

created: 2005-01-12T10:06:352

last-modified: 2017-10-30T21:46:33%2

source:

RIPE

person: Miguel Angel Garcia Lax

address: Jefe Infraestructuras TIC
address: Universidad de Murcia

address: Edificio ATICA

address: Campus Universitario de Espinardo
address: E-30100 Murcia

address: SPAIN

phone: +34 368 584 349

fax-no:

+34 868 898 337

e-mail: glax@um.es

nic-hdl: MAGL1-RIBE

notify: glax@um.es

notify: iris-nic@rediris.es
mnt-by: UNIMURNET-MNT

mnt-by: REDIRIS-NMC

created: 2002-11-26T10:3%:432

last-modified: 2017-10-30T21:45:51z7

source: RIPE

attribute read https://www.ripe.nst/data-tools/db/faq/fag-status-valuess-legacy—
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OSINT Techniques: IP Address

Shodan search engine
— https://www.shodan.io

@ 155.54.212.103

City

Country
Organization
ISP

Last Update
Hostnames

ASN

% Web Technologies
@ Bootstrap
"® Google Tag Manager
& jQuery

‘ Modernizr

UNIVERSIDAD DE

MURCIA

La

Galapacha

“Rincon de
LoS I

Murcia

Spain

Universidad de Murcia
Universidad de Murcia
2019-01-10723:46:10.285823
wwwclu.um.es

AS766

eveloper Pricing

yTorre
Molina

Enterprise Acces

oB LTAna

T L
SanAfitonte + 5

Login or Register

moygnaoe: N T

-
Jacin:

1

¥ Rincon de
Y Gapclis

@ Mapbox © OpenstreetMap Improve this map @ DigitalGlobe.

n 220 FTP Server ready

230 Anonymous access granted, restrictions apply

214-The following commands are recognized (* =>'s unimplemented):

214-CWD XCWD  CDUP  XCUP  SMNT*  QUIT  PORT PASV
214-EPRT EPSV  ALLO*  RNFR RNTO  DELE MDTM  RMD
214-XRMD  MKD XMKD  PWD XPWD  SIZE SYST  HELP

214-NOOP  FEAT  OPTS  AUTH  CCC*  CONF* ENC*  MIC*
214-PBSZ  PROT  TYPE  STRU  MODE  RETR  STOR  STOU
214-APPE  REST ~ ABOR  USER  PASS  ACCT* REIN*  LIST
214-NLST ~ STAT  SITE  MLSD  MLST

214 Direct comments to root@araneussl.um.es

211-Features:

MDTH

MFMT

uTF8

MFF modify;UNIX.group;UNIX.mode;

MLST modify*;perm®;size*;type*;unique*;UNIX.group* ;UNIX.mode* ;UNIX.owner*;
LANG en-uUs*

REST STREAM

SIZE

211 End
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OSINT Techniques: IP Address

« Shodan search keywords examples
— webserver, webcam, ssh, telnet, default password, apache, cisco,

linksys,..
« Shodan search filters
dcity: d net:
— Find devices in a particular — Filter results by a specific IP
city range or subnet
U country: d os:
— Find devices in a particular — Search based on operating
country system
4 geo: 4 port:
— You can pass it coordinates — find particular ports that are
d hostname: open

— Find values that matchthe W before/after:
hostname — find results within a timeframe
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OSINT Techniques: Domain

 Visualize domain connections

— https://www.threatcrowd.org — http://www.visualsitemapper.com
i Oﬁ.‘.‘n.w — DOMAIN > UM.ES um.es Highlight links: | All | Outgoing ' Incoming
s o 2R %
I\ S Qe Per o
g _/ 1 0 . () “' X
o & N ® o0
% ® 2P oo
7\ - ) 0 ‘.o
A ® ] @
.‘ ‘)ﬂ ® ® o
f @ L) © ®
O [
o 00 ° N
6 [ JHC B o
o
*, % o,
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OSINT Techniques: Domain

e Check DNS and mailservers

— http://www.domaincrawler.com — https://who.is/dns

—

Yt/ DomainCrawler

———— .5 .com .net .org .rocks .social
Domain Information SE About Us g §250.00 $250.00
Available Available Avsilable Available
http://
Dashboard Social Whois Subdomains DNS Report Widgets
um.es
DNS information
. . Whois  [EBINELEENESE  Diagnostics
Domain Information for um.es
Domain Information » es > um Bookmark and Share
DNS Records for um.es
Category Information
IP-address(es) 2155542121103  (shared with 0 domains) Hostname Type m Priority Content
Nameserver(s) um.es SOA 21599 dns1.um.es hostmaster@um.es 2010120958 7200 720 2419200 7200
chico rediris es = o
& 1202081324 um.es NS 4864 sun rediris.es
dns1ymes 5 e 3,
22 = 1555411 (2) i L] um.es NS 4864 dns1.um.es
dns2 ym.es — = um.es NS 4864 chico.rediris.es
= 1555412(2) LAl L)
um.es NS 4864 dns2.um.es
sun rediris es
= 130.206.12(39)
! um.es A 21508 156.54.212.103
Mailserver(s)
um.es AAAA 15741 2001:720:1710:212::1:d
I 130.206.18.10 (1)
= 130206.18.11 (1) ol um.es MX 20120 10 mx02.puc.rediris.es
mx01.puc ediris es = 130.206,18,129 (1)
— T . um.es MX 20120 10 mx01.puc.rediris.es
= 130.206.18.130 (1) °
< 13020618131 (1) 7 g en— www_um. s A 3723 155.54.212.103
= 130206187 (1) °
A www.um.es ARAA 509 2001:720:1710:212::1:d
= 3
= 13020618432 (1) 2 www.um.es CNAME 3402 wwwolu.um.es
= 13020618134 (1) - .
mx02 puc edis.es = 102eiea0 20111222 20130427 2014.09-01
T 130.206.184 (11 T
B DomainCrawler
= 130206188 (1)
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OSINT Techniques: Domain

Network Tools

All Tools Email Network

@mx DNS Lookup for MX records

Sender Policy Framework

> B

@l spf

9 loc

DNS Logkup for Location

B

sa{ nsec3param NsSECIFARAM
a-

@ http

Website query (http://)

B

@ subnet calculator
Manitor an Entire Subnet

=7 dmarc report analyzer

DMARC Email XML Parser

UNIVERSIDAD DE
MURCIA

Website DNS

@;’imi

@ blackiist

Chedk IP or host

(] dkim

Domain Keys Identified Mail

v

Y\ ipseckey IFSECKEY Lociup

> B
BIMI Lockup

B~

https

Website query (https://)
- I

= email extraction
Extract Emails from any Text ﬁ

=¥ dmarc generator

DMARC Generator

" a

DNS Lookup for IP address

CMARC Lockup

B

@ldmarc

M. domain Domsin Hesith Report

B

[®] whatismyip 7 anc 1ocation

ICMP - Echo Request

Bc

@ ping

@ bulk lookup

Run Bulk Lockups

= spf generator

SPF Generator

Check DNS and mailservers

https://mxtoolbox.com/NetworkTools.aspx

B SMEP Test mail server SMTF (25
[~

DNS Lockup for IPvE

B

@ aaaa

@ asn

ASN Lookup
>

[_D CNAMe DNS Lookup Canonicsl

[ K%
Q’} trace

ICMP - Traceroute

@l email deliverability

View your full Deliverability Re;:1ﬁ
ﬁ investigator

Investigator

= prr

DNS reverse lockup

> B

@ SFV  DNS Lockup Senvice Record

> ¥
@T’rsig

DNSSEC Signature

DNS Lookup Text Record

B~

(=] txt

[D] arin

IP Address Blodks

[ B

E dns propagation

Dis Propagstion Cheok

@’spam analyzer

Spam Anslyzer

ﬁ] whois

Demain lokup
a-

DNSKEY Lockup

B

Y., dnskey

ﬁ:sec

NSEC Logkup
> I
DNS Start of Authority

B~

=¥ header analyzer

G s0a

Disgnase Delivered Email

Y{ password generator

Password Generator

E dns

Chedk your DNS Servers

CERT Lackup

B

L¥ cert

@Pds

DS Lookup
>

.‘. tep Fort status (ip-port)

B~

@ mailflow

End-tc-End Email Manitering

= dmarc delivery report

DMARC Delivery Repart
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OSINT Techniques: Domain

 Check traffic statistics

— https://www.alexa.com — https://www.similarweb.com
O SimilarWeb  Analyse anyw or Apy Solutions Resources Pricing AboutUs Login EN v
um.es Traffic Statistics o= — B um.es
J . s December 2018 Overview
GROW YOUR
o - © 14,445 &3 Related Mobile Apps
=560 :
(==
Bl spein ed Pl A @ Global Rank S Country Rank == Category Rank
¥ 20,945 > 693 v 388
Traffic Overview «
Total Visits @ Engagement
[ [J On desktop & mobile web, i the last 6 months
2 BE7M
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OSINT Techniques:

« Check subdomains

— https://findsubdomains.com

s FindSubdomains

subdomains of um.es

Countries - 1

&= Spain 947

Subdomains - 50 of 1 283 a

Search (&
Domain IP
eventos.um.es 87.253.228.167
entrada.um.es 155.54.212.118
salidasprofesionales.um.es 155.54.216.27
atica.um.es
pcigrp.atica.um.es 155.54.216.54
histelinic.um.es 155.54.216.54

histclinicwl.um.es
azarbewl.um.es

azarbe.um.es

UNIVERSIDAD DE

M

IP - 665

155.54.212.103
155.54.216.184
155.54.216.7
155.54.216.45

155.54.216.56

OSH ?

105

omain

Region

= Spain
= Spain

&= Spain

= Spain

= Spain

Show all

56

44

26

O\ FindSubdomains Registration

AS Blocks - 2

as 766 Entidad Publica Empresaria

as 48846 Informatica El Corte Ing

AS?

AS48846
AS766
AS766

AS766

AS766

View graph (4 Hide info

946

Domain names list ~

Organization

Informatica El Corte Ingles SA
Entidad Publica Empresarial Red.es

Entidad Publica Empresarial Red.es

Entidad Publica Empresarial Red.es

Entidad Publica Empresarial Red.es
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OSINT Techniques: Domain

Check for archives
— http://web.archive.org

INTERNET ARCHIVE Explore more than 345 billion web pages saved over time

mnunan"mnﬂnlnu umes

Find the Wayback Machine useful? [gslelNF]=3

Saved 1.663 times between October 12, 1997 and January 9, 2019.
Summary of um.es - Site Map of um.es

i b il .n.u...mlhﬂllﬁlll.iuwu

1986 1997 1998 1999 2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018

JAN FEB MAR aPR
2 3 4 5 1 2 1 2 3 4 [;
& 7 8 (8 10 2 3 ¢ 8 o ] s & 7 8 7 8 W12
415 18 18 19 ) 2 13 5 18 o 1 12 13 14 15 16 H 15 16 8 19 20
20 20 2 23 24 25 2% 8 19 20 210 22 2 T 18 19 20 21 2 23 20 2 23 24 2% 26 2
27 28 2 30 M 24 25 26 27 28 24 25 26 27 28 20 3 28 20 30
5
MAY JUN JuL AUG
1 2 3 2 3 5 6 2 3
5 Ll 8 2 10 2 3 5 & & 8 L] 10 12 13 5 L] 7 8 8 0
2 13 14 15 16 1 18 L] 10 2 4 4 15 16 1 18 19 20 12 6
9 20 2 3 1 17 8 9 20 ¥ 3 22 2 22 3 4 5 7 18 1 21 2 zZ 24
26 27 30 n 23 2 26 a7 28 29 28 29 30 3 25 26 27 28 29 30 3

Q, Search
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OSINT Tools

Input Data Platform

Domain, username, url, email image, Ny
Maltego MIT DNS, IP, location. .. A A

License

Metagoofii GNU 2.0 URL and type of file (extension)... ‘& ...
: : . [
The Foca GPL 3.0 Type of file, domain, search engine... & 5
l, k , url, AT
Shodan MIT IP, country, pro(;cr)]zc.)“ eywords, ur i
The Harvester GPL 2.0 Domain, search engine, , & L
Domain, special modules for
Recon-NG  GNU 2.0 gathering... A
Spiderfoot GPL 2.0 Domain, username, files, url, email... & L
2 | P
¢y Intel Techniques N/A (almost) All the above W
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OSINT

Tools

Input a3 ers
OSINT tool Tdentity Network - Sclectable Output Extensibility Interface Platform Other feature
File data
data data data source
File name Google. Identity info, Stand-alone Server discover
FOCA X Domain Folder ’ Bing, Network info, X oeram Windows module y
DuckDuckGo File info progra
Personal Location,
information Identity info, Custom Stand-alone Linux, Auto input/
Maltego N © ’ Domain File URL X Network info, ¢ f ) G‘ Windows, output refeed,
company, File info ranstorms program MAC Results in
community . )
oriented graph
. . . Network info, Command Linux, Option to narrow
Metagoofil X Domain File type X File info X line Windows results
Identity info Location,
Recon-NG . Personql Domain X Several Network info’, X Command Linux Modules for
information . line discovery and
File info S
exploitation
Operating
Country, system, } .
Shodan City, IP Address, X X Network X _ Web Online Location,
) info interface Webcam captures
Keyword Port,
Host name
Email, Domain, Linux. Different types
.. . IP Address, ) e Custom Web . i of scan,
Spiderfoot Real name, X Several Network info . - Windows, o
Subnet, modules interface Results in
Phone Number MAC .
Host name oriented graph
. S Linux, Results in reports,
The Harvester Company Domain, X Several Identity 1pt(3, X Command Windows, Option to narrow
DNS server Network info line
MAC files and results
Personal File name Location,
IntelTechniaues information, Domain, File tvpe ’ Several Identity info, X Web Online Public records,
nietfechniques company, [P Address 1 ypes Network info interface OSINT virtual
; File URL .
community machine
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OSINT Tools: IntelTechniques

 https://inteltechniques.com

INTEL TECHNIQUES

By Michael Bazzell

Online Training Live Events Services

IntelTechniques Services

=

Online Training Services

Search Tools Book Links Web Forum

Podcast

Online Training

SIMPLE AND FAIR PRICING

You can order your online video
training with any credit card right now
and receive UNLIMITED access to our
entire catalog!

These courses, with over 270 videos
containing over 85 hours of real
content, replicate our entire arsenal of
live training resources. All packages
now include FULL ACCESS to our
OSINT, Privacy, & Cyber courses.

Click below to order and start your
training today!

Buy Now: $499 - 90 Da

Full details of all training modules can
be found HERE

Contact | Copyright © 2009-2019 IntelTechniques.com | All Rights Reserved | Privacy Policy | lcons
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OSINT Tools: OSINT Framework

 https://osintframework.com/

UNIVERSIDAD DE

MURCIA

OSINT Framework ()

Username )

Email Address ()
Domain Name )

IP Address ()
Images / Videos | Docs ()
Social Networks ()
Instant Messaging )
People Search Engines )
Dating O

Telephone Mumbers )
Public Records ()
Business Records ()
Transportation )
Geolocation Tools | Maps O
Search Engines )
Forums / Blogs / IRC ()
Archives O

Language Translation )
WMetadata )

Mobile Emulation ()
Terrorism )

Dark Web ()

Digital Currency )
Classifieds (O
Encoding / Decoding )
Tools )

Malicious File Analysis )
Exploits & Advisories ()
Threat Intelligence O
OpSecQ
Documentation ()
Training O

Email Search O
Common Email Formats )
Email Verification ()

Breach Data ()
Spam Reputation Lists )

Mail Blacklists ()

Text O
Pictures ()
Analysis ()

Web Browsing ()
Screen Capture (O
Map Locations )

() Timeline J83

(O MailTester

() VerifyEmail

() Email Validator

() BytePlant Email Validator
() Read Motify

() Email Reputation

() MailboxValidator

(O MxToolbox

() Online OCR
O i20CR

() New OCR
(O Online OCR

() Hunchly (T}

() Fiddler (T}

() Burp Suite (T}

() Page2Images (T}

(O Archive.is

() Web Page Saver

() Snapper (T}

(O Full Page Screen Capture Chrome Extension (T)

45



OSINT Tools: Aware Online

* https://www.aware-online.com AHARE ONLINE

People search tool

In many OSINT investigations you will be looking for information about a person. For example, you search
for background information, assets, or accounts on someone's social media. The way you search for

information will have a lot of impact on the results you see. The the following custom OSINT tool can help

you to effectively search for people on the internet.

(Fill in some of the fields below)

(Google | exact search 1)

alternatives)

(Google | exact search 1)
(Google | exact search III)

(Google | resource Name
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OSINT Tools: Maltego

https://www.maltego.com/products

UNIVERSIDAD DE
MURCIA

PATERVA

Maltego CE is used by security professionals worldwide

What is Maltego?

Maltego is an interactive data mining tool that renders
directed graphs for link analysis. The tool is used in
online investigations for finding relationships between
pieces of information from various sources located on
the Internet.

Maltego uses the idea of transforms to automate the
process of querying different data sources. This
information is then displayed on a node based graph
suited for performing link analysis.

ABOUT PRODUCTS QUOTES & PRICING DOWNLOADS

A new train of thought .

Maltego CE

and ships with Kali Linux out-the-box.

COMMUNITY DOCS

CONTACT

What is Maltego CE?
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OSINT Tools: Maltego

« Maltego clients

Maltego eXtra Large is Paterva's new
premium solution to visualise large data
sets and is suited for people who need
to show relationships between up to 1
million pieces of information.

Buy

Read More

Maltego Classic is a commercial version
of Maltego which includes access to all
Paterva's standard OSINT transforms.
Maltego Classic allows users to visualise
up to 10 000 pieces of information and
the relationships between them.

Buy

Read More

Maltego CE is the community edition of
Maltego and is available for free for

everyone after a quick registration. It
offers the same functionality as Maltego
Classic with a few limitations.

Register

Read More

CaseFile is Paterva's answer to the
offline intelligence problem. Combining
Maltego's fantastic graph and link
analysis functionality this tool allows for
analysts to examine links between
offline data.




OSINT Tools: Maltego

« Maltego concepts
— An Entity is represented as a node on a graph and can be anything

such as a DNS Name, Person, Phone number, etc.
* The Maltego client comes with about 20 entities targeted for use in online
investigations, but you can also make your own custom ones

— ATransform is a piece of code that takes one entity to another
It does this by querying a data source and returning the results as new entities
on your graph
« The data sources are places like DNS servers, search engines, social networks,
WHOIS information, etc.

— Machines chain multiple transforms together to automate
common/tedious tasks
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OSINT Tools: Maltego :Oa

« Maltego graph

www.um.es

& & &= &= & %
With
YUI3 Liferay Microdata for Google Shopping SPF Modernizr yepnope
matchMedia JQuery Google Universal Analytics Google Analytics htmlI5shiv Respond
E buaied i EH EH
Y Y Y
www.um.es article?img_id=11798239&t=154843... article?img_id=11795298&t=154842... +34 868 88 30 00 9725678 +34 868 88 88 88 edit.um.es
www.youtube.com twitter.com pinterest.com www.googletagmanager.com html5shiv.googlecode.com www.campusmarenostrum.es
static.gen6.tecnico.ulisboa.pt general.um.es aulavirtual.um.es sede.um.es Pagina Principal - Universidad d...
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OSINT Tools: Maltego

« Maltego entities

- Devices
Desktop Computer
A personal computer in a form intended for regular use at a single location

Mobile Computer
A portable computer suitable for use while traveling

Smartphone
A mobile phone that offers more advanced computing ability and connectivity
- Events

Conversation (Phone)
A telephonic conversation

Conversation (Email)

A conversation via email

Meeting (Social)

A gathering of people for discussion or entertainment
- Groups

Company Education Institution

A business organization

Online Group Organization

A socializing service on the Internet such as Facebook, an IRC channel or a mailing list A social group which distributes tasks for a collective goal

Religious Group
A group of people who share religious or spiritual beliefs
- Infrastructure
AS . Banner . DNS Name
An internet Autonomous System (AS) Banner
. MX Record . NS Record Netblock
A DNS mail exchange record A DNS name server record
Website
An internet website
- Locations
University
University
Church
A place of worship
City
A relatively large and permanent settlement

Crime Scene
A location where an illegal act took place

Harbor
A sheltered port where ships can load or unload passengers or goods

Location

UNIVERSIDAD DE
MURCIA

An institution dedicated to education such as a school or university

Domain Name System server name

A range of IP version 4 addresses

Device
A device such as a phone or camera

Mobile Phone
A device which can make and receive telephone calls over a radio link whilst moving around a wide geographic area

Incident Meeting (Business)
An event or occurrence (for instance a murder or robbery) A gathering of people for a commercial purpose

Gang
An organized group of criminals

Political Movement
A group of people working together to achieve a political goal

Domain IPv4 Address
An internet domain An |P version 4 address

URL C Tracking Code
An internet Uniform Resource Locator (URL) Represents a tracking code for a web service.

Airport
A complex of runways and buildings for the takeoff, landing, and maintenance of aircraft

. Circular Area

A circular area somewhere on Earth

Country
A nation with its own government, occupying a particular territory

GPS Coordinate

A location on a World Geodetic System coordinate frame for Earth
Home

A place of living

Office




OSINT Tools:

« Maltego transforms

UNIVERSIDAD DE
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Transform
&Mirror: Email addresses found
@ Mirror: External links found
“Parse meta information
©To AS number
“To Alias
©To Aliases [mentioned in Tweet]
©To Circular Area
©To Company [Owner]
©To DNS Name (interesting) [Robtex]
©To DNS Name - MX (mail server)
©To DNS Name - NS (name server)
©To DNS Name - SOA (Start of Authority)

©To DNS Name - SPF (sender policy framework)

©To DNS Name [Attempt zone transfer]

©To DNS Name [Enumerate hostname numerically]

©To DNS Name [Find common DNS names]
“To DNS Name [From DynDNS username]
©To DNS Name [Reverse DNS]

©To DNS Name [Robtex]

©To DNS Name [Using Name Schema dictionary]

©To DNS Name from passive DNS [Robtex]
©To DNS Names in netblock [Reverse DNS]
©To Domain [DNS]

©To Domain [Find other TLDs]

©To Domain [Sharing this MX]

©To Domain [Sharing this NS]

©To Domains [DNS]

©To Domains [DNS]

“To Domains [Sharing this MX]

©To Domains [Sharing this NS]

©To Email Address [Verify common]

©To Email Address [using Search Engine]
©To Email Addresses [Found on web page]
©To Email Addresses [PGP (signed)]

©To Email Addresses [PGP]

©To Email Addresses [PGP]

Maltego

Input
Website
Website
Document
Netblock
Affiliation - Twitter
Tweet
GPS Coordinate
AS
Domain
Domain
Domain
Domain
Domain
Domain
DNS Name
Domain
Alias
IPv4 Address
Domain
Domain
IPv4 Address
Netblock
Email Address
Domain
IPv4 Address
IPv4 Address
DNS Name
Domain
MX Record
NS Record
Person
Phone Number
URL
Email Address
Email Address

Person

Output
Email Address

Phrase
maltego.Person,maltego.EmailAddress,maltego.Phrase, maltego.Document
AS

Alias

Alias

Circular Area

Phrase

DNS Name

MX Record

NS Record

maltego.NSRecord, maltego.EmailAddress
maltego.Netblock, maltego.|IPv4Address, maltego. DNSName, maltego.MXRecord, maltego. DNSName, maltego.Domain
DNS Name

DNS Name

DNS Name

DNS Name

DNS Name

DNS Name

DNS Name

DNS Name

DNS Name

Domain

Domain

Domain

maltego.Domain maltego.Netblock
Domain

Domain

Domain

Domain

Email Address

Email Address

Email Address

Email Address

Email Address

Email Address
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OSINT Tools: Maltego

« Maltego machines

Name Description
&Company Stalker This machine will try to get all email addresses at a domain then see which resolves on social networks. It also gets documents and extracts meta data. Input is domain.
%Find Wikipedia Edits This machine takes a domain and looks for possible Wikipedia edits.
&Footprint L1 This performs a level 1 (fast, basic) footprint of a domain.
& Footprint L2 This performs a level 2 (mild) footprint of a domain.
&Footprint L3 This performs a level 3 (intense) footprint on a domain. It takes a while and it eats resources. Use with care.
&Footprint XXL This machine is built to work on really large targets that's hosting their own infrastructure. It tries to obtain the footprint by looking at SPF records hoping for netblocks as w
&Person - Email Address Tries to obtain someone's email address and sees where it's used on the Internet. Input is an email address.
&Twitter Digger X Works on a Twitter alias (or aliases), analyzes Tweets.
&Twitter Digger Y Works on a Twitter affiliation(s). Finds Tweets and analysis it.
&Twitter Monitor This machine monitors Twitter for hashtags, and named entities mentioned around a certain phrase. Input is the phrase.

&URL To Network And Domain Information  From URL To Network And Domain Information.

Types in pipe LR L
Person EmailAddress pat {
> < o¢ £ es:false)

Person Type(Person) Person2Email
Location (PGP)

Types in pipe

D<} Phrase (Org)
Types in pipe
&) e Websites

URLZNER
Type(Phrase) Phrase2Website
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OSINT Workflows
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OSINT Workflows: Email Address

[ Remove Domain and
Email Address Search Username: User Name
mikeb55@yahoe-cem
A4 ’ Search Facebook FE—
by Email Address > ploy!
Verify Address
(Hunter.io) » [ Document Search ]_>[ EEmT— ]
 Which new

PIPL API

A

Information can | —Y

Search [ IntelTechniques Email ]

obtain from an Engines |1 Search Tool

. _ {
Email Address? = o o
* Which paths can —— Thars Them

| follow to reach Bing
such new ‘
information?

Websites / Blogs ]

ReverseMails

Hacked-Emails

Newsgroups

DomainData

Gravatar

, Y
[ User Names J—>[ Social Networks
\J

Email Email Search Email Assumptions
Permutator Engines (Work)
Y

[VerifyAddress ]4—[ Gmail, Yahoo, Hotmail, etc. ]4— Email Assumptions
\* \‘ (Personal)

UNWERSESRDC?E i FB Password Reset ]—»[ Facebook Profile ]—»[ Social Networks

—

Search
Engines




OSINT Workflows: User Name
UsorName || e [T @maicon

x@hotmail.com
Xx@outlook.com

. I X@live.com
Email Assumptions ] x@hushmail.com
Y x@me.com
) Y Xx@mail.com
Search Engines Have | Been Pwned x@facebook.com

 Which new 7
Information can | Googte |
obtain from a SuiLE
User Name?

Hacked-Emails

W .
‘ Email Address

Manual Attempts ]
Y
- A
(] IntelTechniques
WhICh paths Can ‘ Username Search Tool ] v
| follow to reach
Y
S u C h n eW p— Instagram
. . ,? [ API Searches ] Google+
iInformation” CheckUsers ——
NameVine Y
YouTube
UserSherlock Pipl S
UserSearch HIBP
PeekYou Hacked-Emails
[ Internet Archives ]
Pipl 1 Full Contact
Y \ \ Y
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OSINT Workflows: Real Name

Which new
Information can |
obtain from a
Real Name?
Which paths can
| follow to reach
such new
iInformation?
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Real Name

—Pl Facebook I \

Who |Is Search

Twitter Posts

Facebook
Password Reset

People Search Engines

Search Engines

Y

FamilyTreeNow

Intelius

Spokea

Y

' * [ Facebook Profile ]

Pipl Google

. Y
Thats Them Bing [ User Name }_>[ User Number ]
AdvCheck Yandex
FastPeople
[ FB Custom Tools ]

TruePeople

Y

Comments

Photos

Videos

Events

Y Yy

A

Address

[

Phone # ] [ User Name ]

[ Social Networks

A

Y

IntelTechniques Name Search Tool
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OSINT Workflows: Telephone Number
_>[ Facebook Search ]_>[ Facebook Page ]

.

Telephone #

Y
[ Facebook Posts ]

Reverse Caller ID Websites ]

\J

\«
Reverse Caller Reverse
e Which new _M \jﬁﬁ@éﬁé‘s
iInformation can | E— L
obtain from a OpencA b
Telephone | CalleriDService Real Name ;]
Num ber? ' [ Android Emulator ]_>| Mobile Apps |

o Wthh pathS Can [ IntelTechniques Number Search Tool ] ]

| Find "Friends"”
I fO”OW tO reaCh F;LtPeopleSearch j Y
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\
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OSINT Workflows: Domain Name
Domain Name _/'[ Live Website

y Y
[ Google ] [ Bing [ Yandex ] Wayback

Machine
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OSINT Workflows: Location

—»[ GPS Coordinates ]—>[ Twitter ]
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