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Abstract: As we are transitioning from the age of information to the age of
artificial intelligence, this study aims to explore the potential of blockchain and
Holochain technologies as solutions to the data privacy, security, and integrity
concerns in medical education, and to provide standpoints of a medical education
researcher for their use that also minimize negative impacts regarding planetary
health and climate change. While these technologies offer promising solutions,
their environmental impact has not been discussed in the literature with regard to
medical education. This study offers two key standpoints for medical education
researchers, educators, and policy makers to ensure the responsible use of Web3
technologies in this field. Standpoint 1: If the use of blockchain technology is
necessary, avoid using proof-of-work blockchains. Standpoint 2: Use Holochain
instead of blockchain.
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Introduction

Medical education is at the brink of an immense gradual change as we are
transitioning from the age of information to the age of artificial intelligence (1).
Data privacy and security are major concerns in this era. These concerns are not
limited to the realm of artificial intelligence; they also extend to various areas
within medical education, such as digital learning environments (2), learning
analytics (3), ethics and scholarship (4), and even student wellbeing (5).

Blockchain (6) and Holochain (7) have been proposed as promising Web3
technologies (8) in order to overcome these data privacy, security, and integrity
issues.

Blockchain is a distributed ledger technology for storing and transacting data
in a way that is almost impossible to falsify. It can be used as a public electronic
ledger that is shared openly among disparate users (nodes) and that creates an
immutable record of the transactions. Each batch of digital records in the chain is
called a block. Blockchain can be updated by consensus among the participants in
the system, and when new data is entered, it cannot be changed. There is only one
“true” chain that includes verifiable record of each and every entry made into the
system.
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Holochain is an open-source framework for building fully distributed, peer-to-
peer applications. Holochain allows to develop truly serverless applications with
appropriate levels of security, reliability, and performance. It is also scalable and
more efficient than blockchain (9) without requiring token or mining. The purpose
of Holochain is to enable humans to interact with each other by mutual-consent to
a shared set of rules, without relying on any authority to dictate or unilaterally
change those rules (10). Peer-to-peer interaction means you own and control your
data, with no intermediary (e.g., Google, Facebook, Uber) collecting, selling, or
losing it.

On the other hand, there is a growing discussion of planetary health and
climate change issues in health professions education (11-14). However, the effect
of utilizing these technologies on planetary health and climate change in the
context of medical education was not discussed.

The objective of this study is to offer two key standpoints to medical education
researchers, educators, and policy makers for utilizing these Web3 technologies in
a way that minimizes the negative environmental impacts.

Standpoint 1: If the use of blockchain technology is necessary, avoid using
proof-of-work blockchains.

Blockchain is a technology that uses a distributed ledger to store all
transactions in a secure and decentralized manner (6). Each transaction is validated
by a network of computers (for example, in Bitcoin network, miners who dedicated
the processing capacity of their computers) before being added to the chain in
chronological order, which is stored across multiple nodes (computers). In simpler
terms, blockchain removes centralized actors such as banks and notaries from the
equation of data exchange and validation, and uses a consensus mechanism
operated by some more distributed actors (computers all around the world) for
this validation process. This mechanism ensures that all nodes have a consistent
copy of the blockchain and prevents fraudulent or unauthorized transactions.

Blockchains need to use a consensus algorithm to operate. The consensus
algorithm is the underlying mechanism that allows the network of nodes
(computers) in a blockchain to agree on the validity of transactions and the current
state of the ledger (15). Since “one account one vote system” could easily be
cheated by creating multiple fake accounts, which is known as sybil attack (16), the
consensus system in proof-of-work blockchains requires miners to show a proof
that they solved a difficult and computationally intensive cryptographic puzzle in
order to add a new block (a batch of transactions waiting to be validated) to the
chain. Performing this complex calculation requires high amount of energy, thus
the cost of cheating is financially high (15).

Transforming electricity to heat in order for data validation is waste, no matter
if it is produced from renewable sources (17). Estimates suggest that the energy
consumption needed to sustain Bitcoin blockchain could lead to a rise in global
temperatures of up to 2°C within the next three decades (18). Even though this has
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been criticized as being an overestimation (19-21) and centralized alternatives such
as banks, notaries, and centralized servers also consume energy, it is clear that
more efficient approaches are needed for protecting planetary health.

However, it is not necessary for all blockchains to utilize proof-of-work, as
there are several consensus mechanisms (15). Proof-of-stake, for example, is a
different consensus algorithm to validate transactions and add new blocks to the
chain. In a proof-of-stake blockchain, instead of miners competing to solve
complex mathematical puzzles, nodes validate transactions and add new blocks
based on the amount of cryptocurrency they hold or "stake" on the network (22).
This has been designed to incentivize nodes (computers) to act in the best interests
of the network, as they accept to lose their staked cryptocurrency if they act
maliciously. Compared to proof-of-work, proof-of-stake is more energy-efficient, as
it does not require high amounts of electricity consumption to validate
transactions. Due to this reason, Ethereum, which is a popular blockchain network
that allows programming smart contracts, switched from proof-of-work to proof-
of-stake in order for decreasing energy consumption by over 99% (22).

Energy requirements aside, blockchain technology has been proposed to help
ensuring the security and privacy of data by creating an immutable and
transparent ledger. It has been suggested to increase trust between different parties
involved in education data sharing, such as universities, institutions, and students
(23). In medical education context, it was suggested that blockchain has an
enormous potential to enable more efficient and secure tracking educational
activities, providing an accountable mechanism for dealing with observations in
entrustable professional activities, and removing third-party intermediaries for
certification and credentialing (24). However, in actual practice, the application of
blockchain is largely limited to verifying identity, certifying degrees, and
facilitating some cases of cryptocurrency-based financial transactions such as
paying school fees and donations (25). As an example application, a group of
researchers proposed a blockchain-based solution to enhance the existing
continuous medical education credits system by automating the credits
accreditation and medical license renewal process (26). However, this kind of
solution was unable to achieve a wider acceptance. The obstacles are legal issues
(e.g. non-compliance with General Data Protection Rule of European Union),
immutability issues (records are immutable on blockchain network), and
scalability issues (slow and expensive) (27). Despite efforts to solve the scalability
problem using solutions such as rollups (28), the data-centric approach of
blockchain continues to pose challenges that hinder its widespread adoption.
While decentralization is a crucial aspect, blockchain’s data centric paradigm may
not be the most effective solution to achieve it, as Walsh stated “there are reasons
to be sceptical about blockchain and its application to healthcare professional
education” (29).

Overall, this study recommends that blockchain technology not be employed
for the decentralization of medical education data. However, if this technology
must be utilized, caution should be taken to avoid proof-of-work blockchains,
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which have been shown to have a negative impact on planetary health due to its
energy-intensive nature.

Standpoint 2: Use Holochain instead of blockchain.

Holochain is an open-source framework for developing fully distributed
applications (7). It provides a set of tools and protocols that enable developers to
create peer-to-peer applications that can operate on any device with or without a
connection. Holochain applications (hApps) do not rely on a central server or any
intermediaries while miners or stakers are a kind of intermediary in blockchains.
Each agent in a Holochain network has its own computing power and can interact
with other agents without relying on any centralized authority (30). Moreover,
contrary to blockchain, there is no scalability trilemma, which dictates that one of
security, scalability, or decentralization must always be sacrificed (31), in
Holochain technology because of having an agent-centric paradigm (32) instead of
blockchain’s data-centric approach. Developers can leverage this advantage to
create truly peer-to-peer and scalable applications that can match the performance
of centralized applications. There is a comprehensive source for developers to
understand how a hApp can be built (33).

It has been demonstrated that Holochain can be utilized to build and
implement a radically distributed system for health data (33). According to a
performance evaluation, an Internet of Things healthcare solution based on
Holochain technology is more resource-efficient and offers an adequate level of
security and privacy, when compared to a solution based on blockchain (9). As
these studies showed, Fritsch et al. (32) suggests that Holochain has the potential to
enable distributed, participant-led governance models that can be more responsive
to local needs and values. This can lead to more sustainable and equitable decision-
making in medical education, as well as more efficient use of resources. Therefore,
for the first time in medical education, data exchange and validation challenges
such as monitoring educational activities, establishing accountability in entrustable
professional activities, and eliminating third-party intermediaries from certification
and credentialing processes can now be addressed without compromising
scalability (7).

Holo, on the other hand, is a hosting platform for hApps (34). Holo provides a
bridge between hApps and the traditional internet, allowing users to access and
interact with hApps using a regular web browser. Holo provides a hosting
infrastructure for hApps, allowing developers to deploy and scale their hApps
without having to manage their own hosting infrastructure. Individuals contribute
their unused storage and processing capacity, either on their personal devices or
on dedicated devices called Holoports, to create this infrastructure. By doing so,
the individuals are getting paid in HoloFuel, which is a digital currency backed by
hosting power of Holo network, in return for their service (34). The operational
principles of Holo are similar to Airbnb or Uber, which despite having no single
room/car, can be considered as the largest hotel/taxi chain globally.

From the perspective of climate change, Holochain’s and Holo's infrastructure
model has the potential to be more environmentally sustainable compared to not
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only proof-of-work blockchains but also traditional hosting models that are used to
deal with medical education data. By utilizing unused storage and processing
capacity on personal devices or dedicated Holoport devices, Holo reduces the need
for energy-intensive data centers. This could make Holo a more eco-friendly
alternative for hosting medical education data.

Although Holochain and Holo offer significant benefits in terms of planetary
health, they have not been extensively tested in real-life scenarios unlike traditional
hosting and blockchain systems (7). As a result, it is necessary to implement a
gradual transition to avoid any potential adverse effects. However, they still seem
as a viable alternative considering security and privacy issues of centralized
solutions and scalability issues of blockchain technology. Based on the mentioned
possible benefits, this study recommends the use of Holochain technology, rather
than blockchain, to deal with important issues regarding data in medical
education.

5. Conclusions

* The energy consumption required for proof-of-work blockchains has been shown to
have negative impacts on planetary health, and this issue should be carefully
considered before adopting blockchain technology. Thus, alternative consensus
mechanisms such as proof-of-stake can be considered for their energy efficiency.
Furthermore, the data-centric paradigm of blockchain may not be the most effective
solution for achieving decentralization in medical education, as it poses legal,
immutability, and scalability challenges.

* Holochain and Holo offer a promising alternative to traditional solutions and
blockchain systems in the issues regarding medical education data. Holochain's agent-
centric paradigm and Holo's hosting infrastructure may allow for a sustainable
approach in terms of planetary health. Despite limited real-life testing, they offer
security and scalability advantages over centralized solutions and blockchain.
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