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ABSTRACT Identity Management (IdM) systems have traditionally relied on a centralized model prone
to privacy, trust, and security problems, like potential massive data breaches or identity spoofing. Identity
providers accumulate excessive power that might allow them to become a big brother, analyzing and storing
as much data as possible. Users should be able to trust identity providers and manage their personal infor-
mation straightforwardly without compromising their privacy. The European OLYMPUS project introduces
a distributed approach for IdM based on enhanced Attribute-Based Credentials (ABC) that splits the role
of Identity Provider to limit their influence and chances to become a unique point of failure. However,
the trust relationship between service providers, users, and identity providers is still a gap in those kinds
of privacy-preserving ABC systems. Decentralized technologies are an opportunity to break away from
the centralized model and propose systems that respect privacy while increasing users’ trust. This paper
presents an evolution of the OLYMPUS architecture, maintaining all the privacy features and incorporating
distributed ledger technologies to enhance trust and security in online transactions and IdM systems. The
proposed system has been implemented, tested, and validated, showing its performance and feasibility to
manage user’s identity in a fully privacy-preserving, distributed and reliable way.

INDEX TERMS Blockchain, digital identities, DLT, identity management, privacy, privacy enhancing
technologies, privacy-preserving, security.

I. INTRODUCTION
Data has become a big concern. Smart cities, eHealth,
Industry 4.0, and many cloud applications are putting tradi-
tional identity management systems into trouble that are not
evolving with the same speed. Systematic analysis through
algorithms, the reduction of storage costs, and the lack of
user-friendly tools that allow users to improve their privacy
pose a problem for consumers. Data, such as location or
health monitoring, allow valuable information to be collected
for companies, many times without users being aware of this
collection.

Traditional identity management systems (IdMs) rely on
the use of centralized identity providers (IdPs) that create,
manage and maintain identity information of its users or
smart devices and, at the same time, provide authentication
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mechanisms to service providers (SPs). This widely deployed
solution enables the operation of single sign-on (SSO) tech-
nologies. Although the way it operates is very convenient due
to its simplicity, achieving desirable levels of security and
privacy is a challenge. Tracking and linking by IdPs is one of
the main problems to be faced. For example, in applications
dealing with sensitive data (e.g., health), the loss of privacy
can be a major problem.

In this scenario, users must be careful and must have the
necessary information about when, how and with whom they
are sharing their personal information in order to be able to
avoid massive data leakage [1] or collection without con-
sent [2]. Furthermore, users should have at their disposal the
necessary tools to enable them to exercise the rights described
by the European Union in the General Data Protection
Law (GDPR) [3], [4].

Identity management systems are evolving towards decen-
tralised systems in order to address current shortcomings.
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The metamorphosis of Internet services and the quest for
greater security have brought distributed ledger technolo-
gies(DLT) [5] to the forefront. Among these technologies,
the most famous is Blockchain [6], which is nothing more
than a decentralized database organized by cryptographically
linked blocks. It makes it not possible to alter the information
once it has been introduced. Although the popularity of these
technologies is due to the irruption of Bitcoin [7] and other
cryptocurrencies, their application has been demonstrated in
other cases such as border control, e-voting, e-residence,
authorship management, supply chains, etc. In all these cases,
the digital identity and privacy-preserving concepts are gain-
ing strength and relevance, without forgetting that what you
write in the chain stays in the chain. In any case, DLT sce-
narios still have to address numerous challenges [8] regard-
ing linkability, network privacy, key management, or privacy
regulations

The progression from web-centric approaches or feder-
ated identities to a self-sovereign system (SSI) [9] where
users take control over their data to avoid constant tracking,
IdPs impersonations, or massive data leakages is a trending
topic [10]. Combining privacy-preserving IdM systems with
DLT or Blockchain technologies can provide a sufficiently
robust and user-friendly solution that wouldmaintain security
standards while improving confidence in the entire infrastruc-
ture and reducing the chances of fraud.

Although numerous solutions for identity management
have been proposed, there is room for improvement. While
widely deployed IdMs are weak on privacy, new solutions
are cumbersome, unusable, and still leave trust between the
entities involved unresolved. Users often find that their ability
tomanage their identity is lowered. Identity providers analyze
as much information as possible for their commercial pur-
poses. Even service providers act dishonestly by asking for
more data than necessary or modifying their access policies
without explanations to jeopardize user protection.

This paper presents a solution relying on distributed tech-
nologies and privacy-preserving Attribute-Based Credentials
(P-ABC) [11], [12]. The main challenge is to reinforce the
trust of users and service providers in the distributed enti-
ties that conforms the IdM system. The proposal is based
on the European OLYMPUS project [13], eliminating the
IdP as a critical point of failure, avoiding the tracking of
users through their behavior, and erasing the risk of imper-
sonation. It then modifies the OLYMPUS behavior to inte-
grate a reinforced trust system. The inclusion of blockchain
technology significantly enhances the trust features of the
architecture. First, it increases users’ trust in IdPs thanks to
ledger-backed registration. Second, trust between users and
service providers is also improved through the registration of
the service providers. Finally, it makes it easier for service
providers and identity providers to have a strong trust rela-
tionship from the start. All this while keeping usability and
integration features as straightforward as possible.

The rest of this paper is structured as follows. Section II
introduces the state of the art about identity management.

Section III introduces the OLYMPUS proposal and describes
the Blockchain distributed private attribute based credential
(dP-ABC) approach introducing goals and proposed architec-
ture. Section IV delves into proposal implementation details
and evaluation. Section V provides a security analysis of the
proposed solution. Finally, Section VI closes the paper with
the main findings, conclusions, and future work.

II. STATE OF THE ART: IDENTITY MANAGEMENT
User authentication is a critical aspect nowadays. Users have
multiple accounts with different service providers, and each
of these services may require a specific set of data. For
example, an airline will require user citizenship and pass-
port number, while other services will accept any user data.
Personal data is stored and protected by some authentication
mechanism that allows users to prove they are who they
claim to be. How this information is protected becomes a
critical point. The typical username and password pair has
been proven insufficient [1], [2], [4].

On the one hand, in terms of linkability, storing the same
attributes in different providers allows these providers to track
users across the services they use. Simply by relating or
comparing attributes, a user can be identified unambiguously.

On the other hand, although legislation such as the
GDPR [3] exists, not all service providers guarantee data
security, either for ulterior motives or simple negligence,
adding to the risk of sharing data with these providers, with
database leaks facilitating attackers in their task and increas-
ing the problem of reused passwords.

Beyond the typical username and password, other
solutions try to increase privacy and security, such as
public key infrastructures (PKI) [14], single sign-on
(SSO) [15], or privacy-enhancing attribute-based credentials
(P-ABC) [16]–[18] that we briefly introduce below.

Public Key Infrastructure (PKI) [14] and the use of
X.509 certificates is one of the best-known and easy-
to-implement solutions. Its operation is based on the trust
of certification authorities (CAs) and issuing certificates
endorsed by trust chains through these CAs. One of the
advantages of this scheme is that the CAs only have to be
available to obtain the certificate.

In contrast, service providers must agree to use and rely on
intermediate CAs that users can use. However, the major con-
cern is that users are responsible for managing their private
keys. If this material is lost, they will not be able to log in and
will have to create a new account. Even worse, an adversary
could claim to have lost his private key to impersonate a
legitimate user. In this sense, requests to create or close
accounts are critical. In addition to these problems, it also has
usability shortcomings. Since most users have more than one
device, distributing cryptographic material becomes a tedious
task. In addition, linkability remains a problem unless the user
has a different pseudonym and certificate for each service
provider. Finally, the X.509 is an all-or-nothing system and
lacks the concept of minimal disclosure. This means that
the user will always reveal the full content of his credential,
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including relevant and non-relevant data, during an
authentication process. From a privacy point of view, this is
a big problem.

Federated identity systems [15] is another well-known and
widely implemented technology. They are based on protocols
and standards, such as OAuth [19] or SAML [20]. These
systems centralize trust in a single entity, the identity provider
(IdP). This entity is responsible for storing all the attributes
associated with a user. Users only have to register with an
identity provider, and service providers must trust the identity
provider’s assertions about a user’s attributes.

Trust centralization is an advantage over X.509. However,
user attributes can still be stored in SPs and exposed in
case of a security breach. The user no longer has to take
care of cryptographic material; he only needs his username
and password, making this option easy to use even on new
devices. Revocation problems are no longer suffered, thanks
to the generally short lifetime of the tokens. Only the account
linked in the IdP needs to provide the appropriate revocation
or closing mechanisms. In addition, this approach eliminates
the repetitive task of filling the same data on each SP because
all attributes are stored in the IdP.

Nevertheless, the main benefit of SSO over X.509 is apply-
ing a high level of granularity to user attributes. For example,
if a service wants to verify that a user is older than a certain
age, it is no longer necessary to disclose the complete date
of birth. Asserting that the user is older than a certain age
is enough. However, this mechanism is not standardized in
all SSOs.

The biggest problem with this approach is precisely the
centralization of trust in a single IdP, making it a critical
failure point. In case of a compromised IdP, all private infor-
mation will be affected. Furthermore, linkability is still a
problem and is accentuated with traceability because every
interaction the user makes inevitably goes through the IdP,
which will learn everything about its users.

Traditional IdM systems share a lack of solutions con-
cerning user privacy, often leaving too much data exposed,
as in the case of X.509, or allowing an entity to act as
a big brother tracking all user movements in the case
of SSO systems. In this circumstance, Privacy-Enhancing
Attribute-Based Credentials (P-ABCs) [16]–[18] are pre-
sented as a privacy-preserving solution. P-ABCs make a sim-
ilar proposition to X.509, where a user receives a credential
issued by a trusted issuer. The credential contains a set of
attributes certified by the issuer for e.g., the user’s name,
age or nationality that can be used to convince a service
provider of the validity of the declared attributes. Unlike
X.509, P-ABCs enable the user to derive one-time use tokens
that reveal strictly necessary information, for e.g., certifying
that the user is older than a certain age.

In this scenario, users obtain from the service provider (SP)
an access policy (P) with which they have to comply
(i.e., older than certain age). If the user credential can satisfy
the policy, a so-called presentation token is obtained. This
token contains only the minimum amount of information

required by the access policy, potentially being a predicate
over an attribute. For example, proving that the user’s age
is higher than the required limit. An important aspect is that
the user can only obtain presentation tokens consistent with
the information certified in the credential, and the service
provider can verify the token against the policy and be con-
vinced of its correctness.

The benefits provided by P-ABCs are mostly related to
the privacy they bring to the user. Apart from gaining selec-
tive disclosure, users have more control over their linka-
bility because of the non-binding properties of the derived
tokens. It is not possible to know which credential they come
from once they are generated. However, P-ABCs suffer from
usability problems. Implementations such as IBM’s Identity
Mixer [21], [22] or Microsoft’s U-Prove [23] have not had
the expected adoption rate. They also inherit the same man-
agement issues as X.509 since users are responsible for the
security of their credentials. Compromising these credentials
or their keys could allow an attacker to impersonate the
user. Further, P-ABC systems are cryptographically complex.
Users and service providers must have specific software
to work with them, and they tend to be computationally
expensive. Finally, previous P-ABCs still rely on a single
identity provider; this exposes the IdP as a single point of
failure.

Distributed technologies are emerging strongly, and appli-
cations such as Blockchain are taking identity systems to a
new level where privacy and security are the challenges to
address [8]. Proposals in the context of the Blockchain are
growing in number, driven by the rise of cryptocurrencies.
Hawk [24], Zcash [25] or Zerocoin [26] are cryptocurrencies
that already add privacy features such as zero-knowledge
proofs or linkability controls. Privacy-preserving solutions
based on crypto-privacy techniques are emerging to empower
users with mechanisms to become anonymous and take con-
trol of their data following a Self-Sovereign Identity (SSI)
model. In that sense, solutions such as Sovrin [27], Serto
(previously uPort) [28], Jolocom [29] and Shocard [30] are
some of the foremost proposals.

Sovrin [27] is an identity management solution that runs
on top of permissioned blockchain [8], in particular, Hyper-
ledger Indy [31]. Sovrin supports DPKI (Decentralized Pub-
lic Key Infrastructure), where every public key has its public
address in the ledger (DID, decentralized identifier [32])
that enable universal verification of claims. Users can have
different DIDs for each existing relationship, with different
key pairs. Sovrin allows attestation, verifiable assertions, and
anonymous credentials based on zero-knowledge proofs, with
the scheme proposed by Camenisch-Lysyanskaya [21]. The
Sovrin approach is very comprehensive, and its advantages,
such as unlinkability, identity recovery, integration of DIDs,
or zero-knowledge proofs, are well integrated. However,
Sovrin does not provide an authentication service and lacks
usability by not displaying clear and precise information on
the privacy implications that may arise. Moreover, it does
not support smart contracts, which is an explicit limitation
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of the scenario. As for the credentials used, the underlying
cryptography is old, negatively impacting its efficiency.

Serto (formerly uPort) [28] is another identity solu-
tion that works on permissioned blockchains. It uses
a 20-byte hexadecimal identifier to represent the user’s ID,
with the address of a Proxy Smart contract deployed over
the Ethereum [33] network. The smart contract is used as an
indirection method between the user’s private key (hosted on
their device) and the accessed service. The user’s application
contacts a smart contract that contains the access control
logic.

This system provides some unlinkability by the possibility
of having different user IDs. In addition, it adds selective
disclosure with the possibility of attribute encryption. Finally,
it additionally supports identity recovery in loss and inte-
grates with the decentralized identifier (DID).

Serto’s proposal lacks precise information on privacy
implications. It also does not provide authentication, and how
attributes are stored can be problematic. Stored attributes,
even in encrypted form, are always publicly accessible and
therefore analyzable.

Jolocom [29] is an identity framework that by default
stores DIDs on the public Ethereum blockchain. Jolocom’s
approach aims to provide a lightweight, self-sovereign iden-
tity solution for decentralized systems that is easy to imple-
ment for non-technical users. In a nutshell, Jolocom provides
decentralized identity based on hierarchically determinis-
tic keys (HD keys) generated, supplied, and controlled by
users. It supports key recovery through the use of a seed
phrase and provides anonymity in context-specific interac-
tions. Interoperability is a goal to be achieved, so it introduces
Etherum-based smart contracts and includes support for other
blockchains.

The advantages are structural and in terms of interop-
erability. Distributed operation and support for W3C stan-
dards on verifiable credentials and DIDs are very positive.
However, it does not introduce any privacy preservation
mechanism, nor does it support verifiable presentations
(defined by VC-W3C). Moreover, it only allows the use of
JWT tokens as an authentication mechanism.

Shocard [30] is an identity management solution built on
a public blockchain. Generated ShoCards are stored in the
blockchain while keys and other sensitive information are
stored out of the band.

The significant advantage of Shocard is that it is very
lightweight and easy to implement. On the other hand, aspects
such as unlinkability are not fully guaranteed making it pos-
sible to track users. In addition, Shocard requires a server,
which can potentially be a critical point as it stores informa-
tion about users.

All the solutions described tend to be incomplete. They
do not provide a complete ecosystem. While traditional iden-
tity systems are weak on privacy, blockchain proposals lack
sufficient tools (authentication, authorization) to complete
identity management systems. We need an ecosystem that
brings together satisfactory privacy management while being

easy to use and integrate by all parties involved, providing
greater trust.

III. BLOCKCHAIN-BASED dP-ABC APPROACH
The previous section shows the current state of the art con-
cerning traditional IdM systems and introduces some dis-
ruptive Blockchain-based solutions. Now we introduce a
novel proposal based on the OLYMPUS identitymanagement
framework [13], [34] in combination with DLT technologies.

A. REFERENCE dP-ABC ARCHITECTURE
The European project OLYMPUS [13], [34], introduces a
new proposal for identity management applying distributed
techniques, intending to solve the problems presented in pre-
vious solutions. This approach devises a privacy-preserving
identity management solution evolving from federated iden-
tity systems and eliminating the IdP as the single point of
failure. OLYMPUS introduces the concept of oblivious iden-
tity management [35]. This approach distributes the capacity
of the traditional IDP over multiple partial IDPs. No single
server, or no collusion of servers smaller than a given thresh-
old, can impersonate its users, track their online behavior, link
their virtual identities across services, or recover their pass-
words. Figure 1 shows the OLYMPUS proposed architecture.
The proposal made by OLYMPUS identifies several

requirements to be addressed: No Impersonation by IdPs,
avoid offline attacks, short-lived authentication tokens,
unlinkability across Relying Parties (RPs), hide RPs from IdP,
minimize user-side hardware/software, data-minimization,
and Easy integration with existing IdM technologies.

The OLYMPUS approach focuses on usability propos-
ing a framework that imposes minimal requirements on
user devices and does not rely on secure hardware tokens.
Nevertheless, it respects users’ right to privacy by enforc-
ing unlinkability of authentications and minimal data dis-
closure concerning service providers and identity providers
alike. In addition, to facilitate adoption, OLYMPUS works
closely with existing technologies and standards, such as
the introduction of the Verifiable Credentials proposed by
the W3C [36].

The advanced cryptographic techniques used by
OLYMPUS allow moving from a centralized to a distributed
IdP model. Work is distributed among N IdPs that collec-
tively work as a Virtual Identity Provider (vIdP). Only by
compromising all IdPs would it be possible to compromise
the integrity of the system. OLYMPUS provides distributed
user and password-based authentication to operate (1) online
or (2) offline. (1) During an online case, OLYMPUS behaves
like a traditional SSO system in which the user obtains a
single-use access token for a specific service given an access
policy. (2) In the offline scenario, the behavior becomes a
P-ABC system where the user can obtain a credential to
derive access tokens later without using the identity provider
again.

A distributed signature scheme introduced in PESTO [37]
is used in the token-based scenario, where each of the
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FIGURE 1. OLYMPUS dP-ABC architecture.

IdPs generates a signature share. By combining all the
shares, the presentation token is generated. For the sce-
nario based on dP-ABC credentials, a multi-signature scheme
introduced in [38] based on Pointcheval-Sanders signatures
is used. Each partial IdP signs the user attributes (with its
independently-generated key), generating a credential share
whose functionality is equivalent to a credential issued by a
single IdP. The user combines the shares into a final verifi-
able credential with the aggregated public key of the vIdP.
This public key is the aggregation of the different public
keys of each partial IdP that mold the vIdP. A detailed
explanation of the dP-ABC implementation and associated
crypto-algorithms can be found in [39] and [40] respectively.

OLYMPUS has multiple benefits thanks to the combi-
nation of usability and privacy features that defined SSO
and X.509. It offers two possible forms of operation under
the same framework depending on the needs of the sce-
nario or the user. The framework introduces critical features
and capabilities needed for truly privacy-preserving identity
management solutions. It includes unlikability between ser-
vice and identity providers, protection against impersonation,
and minimal disclosure capabilities. However, the significant
advantage of the OLYMPUS scheme is the introduction of
decentralized technologies eliminating the critical point of
failure introduced in SSO systems.

Despite its advantages over traditional systems, the archi-
tecture can be improved in terms of trust. Although
OLYMPUS introduces distributed technologies through the
segmentation of the IdP and even in the issuance of crypto-
graphic material, it does not address the trust relationships
that are still necessary between the entities involved. Trust
is put on the composition of the vIdP (partial IdPs) but

ignores the necessary trust relationship between users, vIdP,
and service providers. They still need to trust, as traditionally
done, that everything is legitimate and reliable.

Users want to be sure that their identity provider is trust-
worthy. Total trust cannot be achieved through a typical rela-
tionship where the user trusts the vIdP; something more is
needed. Secondly, users value having as much information
as possible about the services they are going to use. Whether
a service provider operates honestly or whether something
looks suspicious, users need to be appropriately informed.
It is necessary to provide them with tools that increase their
confidence in these situations without diminishing their user
experience.

B. PROPOSED EVOLVED BLOCKCHAIN-AWARE TRUSTED
dP-ABC ARCHITECTURE
The proposed evolution of OLYMPUS aims to substantially
improve confidence in the entire infrastructure without penal-
izing the user experience andmaintaining the precepts of ease
of use, deployment, and integration with other technologies.

OLYMPUS offers two modes of operation, (1) online
and (2) offline, depending on the desired scenario. After
analyzing those scenarios, in both cases, clients must trust
the legitimacy of the vIdP (including partial IdPs) and ser-
vice providers. In addition, they must make service access
decisions according to a set of policies with no other help
than their common sense. Experience has shown that bur-
dening users with too many decisions often leads to prob-
lems and even loss of credentials and personal data. In other
words, all parties (including users) trust that everythingworks
as expected. For that reason, and although OLYMPUS is
going on the right path, the trust of the infrastructure can
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FIGURE 2. Proposed Blockchain-based and fully distributed privacy-ABC IdM system.

be increased by coupling technologies such as blockchain.
In that sense, the evolution of the architecture is pre-
sented (Figure 2) including a blockchain infrastructure that
allows increasing trust in the whole scenario, including user
interactions.

The proposal is based on introducing a ledger to write
or record specific events, serving as tamper-proof support
to subsequently deploy processes such as identity provider
discovery or verification of public cryptographic parameters.
Thus, the ledger provides a cryptographic root of trust, which
facilitates identity management without external authorities.

The proposed architecture shows an OLYMPUS scenario
in which different organizations operate the vIdP. Each orga-
nization contributes one or more partial IdPs that end up
forming the vIdP. The underlying cryptographic processes
have not changed. The issuance of dP-ABC tokens and
credentials still works in the same way. However, there is
now a ledger that acts as a watchdog and common registry
between the organizations. Each organization’s partial IdPs
are registered when they are launched, ensuring that their
characteristics do not change or aremodifiedwithout consent,
adding an extra layer of trust. If the registration does not
match the partial IdP, no further checks would be necessary
when composing the vIdP. Another innovation of the new
architecture is the possibility to query the ledger. Users and
service providers can observe the ledger and make decisions
based on the observed data. As we already know, the ledger is
a tamper-proof database that provides almost total confidence
for the data stored there, and therefore, the confidence in the

decisions taken based on this data is increased. In addition,
the proposed solution makes use of smart contracts [24]
(also known as chaincodes) to handle data into the ledger.
Smart contracts are blockchain stored programs that runwhen
predetermined conditions are met. They can automate work-
flows by triggering actions when conditions are met. The
typical usage is to automate executions over an agreement so
every participant can be sure immediately about the outcome
without intermediaries. Smart contracts are decentralized,
immutable, and transparent, making it possible to provide the
architecture with fully auditable and secure processes.

Data storage in the ledger is a critical process: What goes
into the ledger stays in the ledger. How it is stored can make
all the difference in terms of adoption, security, and trust.
The proposed solution includes the use of W3C Verifiable
Credentials [36] and Decentralised Identifiers [32] standards,
and no personal or privacy-compromising data will, under
any circumstances, be stored in the ledger.

In line with the introduction of blockchain technology,
OLYMPUS entities must modify their behaviour to accom-
modate new processes.

1) PARTIAL IdPs AND vIdP
IdPs are the most important entities of the architecture. vIdPs
are defined as a set of partial IdPs endorsed in the ledger
through the use of smart contracts. Whenever a partial IdP
starts its operation, it invokes an enrolment contract that
records information relevant to its subsequent identification.
A set of attributes defines each partial IdP: A DID document
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LISTING 1. Partial IdP enrolment.

consisting of an identifier (e.g. did:umu:OL-Partial-
IdP:0:test1), context and the service definition (address and
service type). It also includes information on whether it
is active, the spawn date and the associated public key.
An enrolment example is shown in the listing 1. In parallel,
when the partial IdP is being enrolled, the composition of
the vIdP of which it is part is also added or updated auto-
matically, avoiding that any of the partial IdPs acts as some
controller. No partial IdP should have more responsibility
than another. Automatically manipulating the composition
of the vIdP ensures that the architecture is not hierarchical
and eliminates the possibility of one partial IdP having more
weight than another. The vIdP is a virtual entity constituted
by the endpoints, DIDs, and public keys (as well as the
aggregated public key) of the partial IdPs that compose it
(Listing 2). This process guarantees that any IdP and vIdP
participating in the architecture was added by a trusted party,
who must have the necessary permissions and cryptographic
material to operate with the ledger, leaving a traceable and
auditable record.

2) SERVICE PROVIDERS
Service Providers play a verifying role in OLYMPUS. They
communicate access policies and verify accesses against that
policy. The new approach goes one step further and per-
forms a registration process for them through smart contracts.
As soon as a service wants to trade with the new approach,
the following information must be entered into the ledger: its
endpoint, DID, registration date, status, and a set of predicates
that define what data is required for its use, e.g., revealing the
email address or proving that the user’s age is in a specific
range (listing 3). In this way, anyone could know in advance
which services are part of the framework and which data they
claim to consume. The ledger acts as a watchdog register-
ing this relevant information in an immutable and auditable
way. The service registration process is manual and therefore
requires the involvement of administrators. In the future, this
process can be automated.

3) USER CLIENT
The user is the main subject to be protected. In OLYMPUS,
the user is shielded through the principles of minimal disclose
and the issuing of distributed cryptographic material. This
approach provides the client with connectivity to the ledger

LISTING 2. Virtual IdP enrolment.

LISTING 3. Service enrolment.

and gives it the capability of discovery. This allows it to find
registered vIdPs and IdPs securely before even registering
on the platform. Similarly, it can find the legitimate regis-
tered service providers along with the data they will require.
This puts the customer in an advantageous situation since
he can start making decisions without affecting his privacy
or security at a glance at the ledger. Firstly, the connection
configuration comes from a reliable source, the ledger, mak-
ing the configuration process trustable for the end-user and
even eliminating manual configuration by the user altogether.
Secondly, the user receives information certified by the ledger
about available services. What kind of service they are and
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what data they require. With this data, the user can make
decisions based on objective data. He knows that his IdP is
secure, and he knows that the declared services are being
monitored. If a service changes its access policies to, for
example, make them more aggressive unilaterally, the user
would be warned of this fact.

In any case, no information about users is recorded in the
ledger, preventing tracking or any data leakage. Although the
user client can send events to the ledger (e.g., warn about a
suspicious service), it behaves as an observer. Figure 3 shows
a mockup example of what a user will see in his application.

FIGURE 3. User client mockup view.

C. ARCHITECTURAL IdM FLOWS AND PROTOCOLS
The new proposal slightly modifies the workflows and
includes new entities (ledger and blockchain handler), hav-
ing different interactions between entities. First of all, it is
useful to detail the registration process of a vIdP and its
partial IdPs (Figure 4).

When an OLYMPUS partial IDP is launched, it starts an
internal configuration process in which it must generate the
necessary cryptographic material to operate together with
the other partial IDPs that will form the vIdP. During this
process, they must also be registered in the ledger so that
their connection data and public cryptographic parameters are
safely stored in an unmodifiable way. To this end, the partial
IDPs have been given direct integration with the ledger, using
a preset configuration so they can connect and directly invoke
smart contracts.

Once the connection between the partial IDP and the ledger
is established, it performs the invocation of the addpartialidp
contract. This contract stores the structure shown in listing 1.
The ledger checks the existence of the IdP to be registered
or updates it if it exists. In parallel, smart contracts that add
or update a partial IdP also invoke the smart contract in
charge of adding or updating the vIdP (addorupdatevidp),
avoiding a partial IdP to become a controller, steps 3 to 6.

FIGURE 4. Partial IdP and vIdP ledger registration.

As previously mentioned, preventing an IdP from becoming a
controller is an important task. No IdP should havemore tasks
associated with it than another. That is, they all have the same
responsibilities. None of them can decide when to update
the vIdP, and as a consequence, the problem of a malicious
partial IdP trying to control the creation or update of the vIdP
is eliminated. The last step in the registration is to add the
public parameters to the ledger, steps 7 to 9.

Service providers wishing to operate using the proposed
solution must also go through a small configuration process
as they include the necessary verifier to validate user presen-
tations (Figure 5).

Service providers receive a configuration regarding the
location of the provided Blockchain Handler. To operate
with an identity provider based on the proposed solution,
the service provider needs to obtain the corresponding vIdP
information and to do so, it will query the Blockchain Handler
(getvidp), obtaining the connection data of the vIdP from the
ledger. In this way, the service provider already knows that the
vIdP is legitimate or, at least, that it was reliably registered,
steps 1 to 7. Next, to configure the verifier, it needs the
cryptographic parameters it obtains through the Blockchain
Handler, steps 8 to 12. At this point, the service provider
can already verify presentation tokens generated by the pro-
posed solution. The last step is to register the service, for
which it again makes use of the Blockchain Handler and the
addservice smart contract to which it passes the data shown in
the listing 3.

With the vIdP and the services registered in the ledger,
the scenario is ready for the users. Assuming that the user
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FIGURE 5. Service ledger registration.

client has a previous minimum configuration concerning
the Blockchain Handler endpoint, the user client start their
interaction by launching an auto-configuration process that
will culminate with the obtention of the vIdP connection
parameters as well as the cryptographic primitives (Figure 6).
For this purpose, it makes a query to the Blockchain Han-

dler that acts as an intermediary between the client and the
ledger, deployed by the organization or organizations with a
static configuration assumed as reliable. Step 3 indicates that
a secure connection has been established between the entity
and the ledger.

Once the connection between the ledger and the
Blockchain Handler is established, the getvidp smart con-
tract (chaincode) is invoked, returning the corresponding
data (steps 5 to 7). The last step, performed by the client,
is to obtain the public parameters associated with the vIdP
it has received, and to do so, it starts the query through the
Blockchain Handler who will invoke the getschema chain-
code. The client will receive the encoded scheme public
parameters as well as the attribute definitions associated with
the vIdP. At this point, the client can recheck the parameters
by directly asking the vIdP to verify that they are indeed the
same. However, it is sufficient to assume that they are true
because if they have changed, the following processes will
not work.

Once all elements are deployed and configured, users are
ready to operate and make use of the available services.

FIGURE 6. Client auto-configuration process.

The available services can be obtained through any dis-
covery methods. The user application can check, using the
Blockchain Handler and the ledger, that a service has been
previously registered. For example, verify that a service has
not changed endpoints without notification. This feature adds
extra security and confidence against the possibility of a
phishing attack or service spoofing.

According to these characteristics, Figure 7 describes how
a user can make use of a service offered within the presented
proposal. First, the user selects a service from those available
by obtaining an access policy, steps 1 to 3. Then begins an
internal verification in which the client retrieves information
about the service he wants to access from the ledger through
the getservice smart contract. The ledger contains the service
record and the data it declared it would use from the users
(policy), steps 3 to 7. The application compares the infor-
mation received (service policy and the one recorded in the
ledger) and warns the user if something has changed, step 8.

At this point, the user visualizes the policy applied to
access the service and makes a decision. If the user continues,
the next step is to obtain the dP-ABC credential, listing 4, with
Verifiable Credential format [36], with the particularity of
the proof field. We have extended the Verifiable Credentials
and Verifiable Presentations data model to accommodate the
cryptography introduced by OLYMPUS. It includes an epoch
for expiration purposes, the purpose of the proof, the proof
value, and the type of signature it contains. The credential
is obtained from vIdP in steps 9 to 12. In this case, the
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FIGURE 7. Service access.

LISTING 4. Example of leveraged verifiable credential.

credential obtained shows a series of attributes: annual salary,
role, email, organization, and date of birth on which the user
will be able to perform tests. The credential has a ‘‘proof’’
field that includes a digital signature. This signature is

a group signature generated by the N partial IdPs that make
up the vIdP.

The reconstructed credential is stored locally (until its
expiration), avoiding the need to always go to the vIdP.
Finally, with the obtained credential, a Verifiable Presentation
Token, listing 5, is generated and presented to the service to
obtain the requested access, steps 13 to 16. The presentation
generated for a particular access policy is observed now. The
disclosed attribute is included as well as the cryptographic
proof.

Throughout the entire process, the components and ser-
vices were always supported by the blockchain infrastructure
and smart contracts. It is possible to consult the parameters of
the vIdP or the registered services at any time without affect-
ing the user’s experience. In this regard, the following section
presents concrete implementation details and an evaluation of
the proposed solution.

IV. IMPLEMENTATION AND EVALUATION
This section describes details of the implementation accom-
plished and presents an evaluation of this implementation.

The realised implementation is structured as follows.
An Android-based user client, three JAVA-based partial
IdPs, a Javascript-based Blockchain Handler entity and a
blockchain platform. The development of the user client on
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LISTING 5. Example of leveraged verifiable presentation.

Android is simple, only needing the OLYMPUS dependen-
cies and small code extensions for the scenario. Meanwhile,
partial IdPs incorporate the functionality to communicate
with the blockchain platform natively and are entirely depen-
dent on the type of platform selected.

Selecting and integrating a blockchain platform is not a
trivial decision. Among the available options, those based on
the Hyperledger [31] project have been considered. The first
option was to use the Indy [41] project since it is focused
on identity management. A small integration test based on
this platform was performed, but it did not meet all our
expectations. Mainly it was because of the lack of support
for smart contracts [42], [43]. The next option was the Fab-
ric [44] project, with more functionalities. Among others,
it includes smart contracts and a modular design. It also
promises low latency and advanced privacy management.
Although it is not a project specifically designed for identity
management, it does provide the desired flexibility and func-
tionality. In addition, the scalability and efficiency of Fab-
ric have already been analyzed in several studies [45], [46]
with promising results, such as the possibility of handling
200 transactions per second and more than 100,000 partic-
ipants with an average response time of 0.01 seconds for
100,000 ‘‘query’’ transactions requests [47].

In Fabric, smart contracts are called Chaincodes and are
closely related to the use of channels. Channels are private
sub-networks for communication between two or more spe-
cific network members to perform private and confidential
transactions. More detailed, the blockchain deployment has

an organization composed of the organizations or members,
anchor peers, the order node, chain codes, and the shared
ledger, figure 8.

FIGURE 8. Hyperledger fabric channels and chaincodes.

Each transaction on the network is executed on a channel.
In addition, each party must be authenticated and autho-
rized to perform transactions on that channel. The proposal
made (figure 2) includes an extended trust substructure that
enhances the OLYMPUS architecture. The entities involved
modify their behavior to use the blockchain infrastructure and
chaincodes to query and enter data into the ledger.

Although OLYMPUS IdPs natively support interaction
with Fabric, this is not the case for user clients and service
providers. There are several reasons for this situation. Firstly,
they would make deployments of these entities too heavy and
secondly, these entities should be agnostic to the blockchain
infrastructure being used. For these reasons, we have chosen
to develop the Blockchain Handler entity, which allows both
users and service providers to interact with the ledger without
having to perform additional configurations.

A. BLOCKCHAIN HANDLER
It is a REST API that provides interaction with the ledger
deployed by our solution via common HTTP methods. It is
based on JavaScript and allows a light and easy to extend
development. In addition to the methods for interacting with
the ledger, it allows us to simulate different elements such as
the service provider with its respective verifier.

Next, we present a performance evaluation based on a
test scenario, figure 9, consisting of the following elements:
First, Hyperledger Fabric v2 was deployed using Open-
Stack. Each Fabric virtual host consists of 2GB of RAM
and a single virtual core. The Fabric infrastructure consists
of 2 organizations with two peers each, a certification author-
ity and an Orderer node. Every Hyperledger machine is run-
ningDocker v19, andDocker compose v6.14. Secondly, there
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FIGURE 9. Deployed scenario.

is an Ubuntu Server 18.04, also virtualized by OpenStack,
with four cores, 8GB of RAM, and the necessary software
suite to run the tests: Docker v19, Docker compose v1.17,
NPM v6.14, and JAVA v1.8. Finally, an Android emulator
based on the Pixel 3A model with 4GB of RAM and a
virtualized CPU is available, as well as an Android device
model, OnePlus 6T, that has 6GB of RAM 8-core Qualcomm
Snapdragon 845 processor.

First, the performance of the OLYMPUS vIdP was eval-
uated. Specifically during the setup phase of a partial IdP.
The times involving accesses to the ledger for the smart con-
tracts getpartialidp, addourupdateidp and addschema have
been collected. Additional measurements have been taken
depending on where the IdP is deployed, i.e., measurements
marked as local mean that both the ledger and IdP are on the
same network and remote measurements mean that the IdP
and ledger are on different networks. While both are valid in
real deployments, the remote scenario where an organization
deploys its IdPs without the ledger necessarily being in its
domain would be the closest to an actual use case. Figure 10,
shows the results obtained. It can be seen how placing the
deployment of IdPs and ledger in the same network increases
the performance, being more noticeable in heavy processes
that involve multiple interactions such as addorupdateidp.
The data obtained show that the setup process of a partial

IdP can take between 33.43 to 36.1 and 41.1 to 45.86 seconds,
depending on whether they are deployed in the same network
or not (Figure 11). The difference is significant and is mainly
in the remote scenario where there are many configuration
hops. In contrast, the local scenario benefits from fewer hops
and lower latency due to network sharing. Considering that
the setup process must be performed only once, it is a man-
ageable time that would not be detrimental for a production
release.

Continuing with the evaluation, the next focal entity of
the measurements is the Blockchain Handler. This ele-
ment will receive queries from both user clients and service
providers, and consequently, its performance is critical to the

FIGURE 10. OLYMPUS IdP and Ledger interaction.

FIGURE 11. OLYMPUS IdP and Ledger time window.

proper functioning of the scenario. Figure 12 shows the times
obtained for each of the available methods: getvidps, getvidp,
getschema, addservice, getservices and getservice.

In general, the times obtained with a deployment where
ledger and Blockchain Handler are stationed in the same
network are sensibly lower than those obtained with remote
deployment. It is also observed that the most expensive
methods are those that require collecting information from
the ledger, such as getvidps and addservice. Both methods
involve searches on the blockchain that become more expen-
sive as the blockchain grows, which could be problematic in
a larger scenario.

In addition, times for the verifier and the user application
have been obtained. Precisely, the time required to launch and
setup the verifier was measured along with the time required
to auto-configure the user application.

The Figure 13 shows the auto-configuration times for both
the verifier and the user application. As can be seen, for
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FIGURE 12. Blockchain handler times.

FIGURE 13. Verifier and APP setup times.

users, the auto-configuration process is not a major overhead.
The auto-configuration includes retrieving the vIdP to use,
and obtaining the necessary cryptographic material from the
ledger through the Blockchain Handler and using it to per-
form OLYMPUS-related configuration.

The verifier is placed on the same server as the Blockchain
Handler, responsible for instantiating verifiers when needed.
When the Blockchain Handler receives a verify request for
a given vIdP DID, it first checks if there are any running
instances for that DID; if not, it initiates the instantiation pro-
cess.When a new verifier instance is launched the Blockchain
Handler waits 5 seconds for it to come online. The 5-second
wait has to do with the need to instantiate a verifier that

runs on JAVA and whose invocation is being performed from
an element that is not directly compatible (JavaScript). The
wait time is applied to make sure that the verifier has been
launched correctly before interacting with it. In this sense,
the obtained times distinguish between real-time, which
includes the 5-seconds, and pure time, which excludes it.
After that, the setup interface is used to configure it. That
interface receives the result of a query to the ledger for the
smart contract getvidp, whose times are shown in Figure 12.

As in the case of the IdP, the verifier only needs to be
instantiated and configured once. It will only require recon-
figuration in case of changing the cryptographic parameters
of the IdP, e.g., the credential structure.

With the verifier ready, the user is ready to obtainVerifiable
Credentials, generate Verifiable Presentations and perform
verification requests. In this sense, different tests have been
performed generating Verifiable Presentations, measuring
their generation time and later the verification time. In our
tests, a user credential is defined by the following attributes
and may contain some or all of them:

• url:DateOfBirth
• url:Mail
• url:Organization
• url:Role
• url:AnnualSalary

Figure 14 shows the times obtained when doing a presen-
tation process with different policies (i.e., attributes revealed
and range proofs), while Figure 15 illustrates the propor-
tion of time consumption of each sub-process. At a glance,
it can be seen that revealing is much lighter than range

FIGURE 14. Verifiable presentation generation and verification.
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FIGURE 15. Time proportion between verify, generate the presentation
and total time.

proofs, which are computationally more expensive. The fig-
ures also show the contrast between verification times when
there is user intervention and no user intervention. User
intervention indicates that the user must have consented to
generate the verifiable presentation for a given access pol-
icy, while non-interaction only shows the time of internal
processes in which the user has not had any interaction.
We can see that, in scenarios where the proof only requires
attribute revelation, generation and verification times are sim-
ilar and have a similar impact as user interaction in total
execution time (i.e., not a heavy overheard). However, when
the computationally-complex range proofs are needed, the
VP generation times are much higher. This is due to the range
proof protocol itself (generation is heavier than verification),
but above all because of the more constrained hardware on
the user side.

V. SECURITY ANALYSIS
This section introduces a brief security analysis of the pro-
posed solution, covering known problems and possible ways
of mitigation.

The proposed solution is a combination of distributed sys-
tems. On the one hand, we have the OLYMPUS solution, and
on the other, Hyperledger Fabric.

OLYMPUS follows a distributed security model, meaning
that all partial IdPs must be corrupted for an adversary
to jeopardize the security. The OLYMPUS system ensures
that, as long as a single partial IdP is not corrupted, it is
impossible to forge identities or impersonate any user. More-
over, it is not possible to brute force attack user passwords
because of the partially-oblivious distributed pseudo-random
functions [37] used for distributed password authentication.
OLYMPUS incorporates proactive security, whichmeans that
if a partial IdP has had its secret cryptographic material com-
promised, it is possible to refresh this material, preventing
the adversary from using the previously secret information to
impersonate it.

The incorporation of Blockchain through the Hyperledger
Fabric (HLF) platform leaves OLYMPUS’s strengths com-
pletely preserved; however, systems like HLF enable dis-
tributed applications running smart contracts (chaincodes)
on Nodes (peers) belonging to multiple cooperating orga-
nizations. These nodes intercommunicate on a network that
updates multiple copies of a distributed network ledger
that contain exact replicas of ordered blocks of data. The
distributed nodes of these systems are usually running on
standard computers and are spread over multiple domains,
making them a good target for attackers. Works such as
Brotsis et al. [48], Andola et al. [49], Yamashita et al. [50],
and Dabholkar et al. [51] have already dealt with security
analysis of HLF, including common attacks and problems
(i.e., DDoS attacks, double registration problem or tamper-
ing), structural challenges and possible problems arising from
smart contracts implementation (i.e., not using specific lan-
guages like Solidity1), without revealingmajor shortcomings.
In that sense, the security of the HLF infrastructure will
depend to a greater extent on good practices in the deploy-
ment and development.

We designed data models taking into account that some
assets are potential targets of stale data attacks. Mainly
those that define public parameters for vIdPs and service
providers. The relevant entries include two fields that can
thwart attempted attacks. First, the status can be modified
to show that an asset is no longer active. Also, these entries
contain a DID document. The secret key corresponding
to the DID would only be available to the rightful owner
(if not, the compromise would come from a different attack),
so the validity of entries and the legitimacy of another party
can always be checked during interactions by a challenge
to that secret identity. Lastly, we remark that there is no
additional risk of stale data attacks that harm user privacy,
as the ledger will not store any sensitive information. What is
more, possible attacks against service providers are mitigated
because of P-ABCs’ privacy features (i.e., minimal disclosure
and unlinkability).

The security of the user identity during interactions is
assured through the properties of the P-ABC scheme [38].
The IdPs are not involved in a presentation process, and

1https://solidity-es.readthedocs.io
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service providers only receive a short-lived zero-knowledge
presentation token. Thus, even if multiple service providers
and the IdPs collude, they will not obtain more information
than the user accepted or cryptographic data that can be
used for impersonation attacks. What is more, unlinkability
ensures that different presentations cannot be linked to the
original user, ensuring privacy. Note that, as with any other
mechanism, privacy may be breached through ‘‘external’’
attacks (fingerprinting. . . ) or if the user decides to reveal
identifying information.

In the proposed solution, connectivity between IdPs and
the HLF platform is done directly, taking advantage of the
security infrastructure provided by Fabric. This ensures a
legitimate connection between IdPs and ledger. Nonetheless,
this is not the case for users and service providers, where
the Blockchain Handler entity becomes relevant. Although
a direct connection of customers and service providers to the
ledger would be desirable, this is not entirely realistic. Direct
integration is cumbersome and complex to manage at these
ends. In addition, problems arise, such as disparate devices or
the need to handle excessive cryptographic material. There-
fore, the Blockchain Handler entity provides an intermediate
form of connection, which opens the door to other significant
concerns about security (point of attack) and trust.

This entity provides connectivity data to users and service
providers as a starting point to begin operations. Whether or
not to trust this entity is not a trivial decision.While in the test
scenario, this entity is deployed and trusted manually without
users or providers having to intervene, the interaction is more
complicated in a real scenario. As is already the case with
other services such as e-banking or government services, trust
in this entity is guaranteed through digital certificates issued
by a trusted authority (i.e., government), thus placing the final
decision in the hands of users or service providers.

However, these issues can be mitigated, increasing security
and trust. For example, we can apply techniques to make the
handler distributed (e.g., distributed computing). We could
even leverage the permission mechanism of the ledger to
allow different entities to perform the handler role. In this
case, different approaches like trust scoring can be applied
to improve the result. Lastly, we remark that it is possible to
make the two options coexist: the chain offers a handler for
users/devices that need it but is still directly accessible if an
actor wishes to, avoiding the issues mentioned above.

Another advanced security functionality, revocation of cre-
dentials, is still a semi-open problem. Groups of P-ABC cre-
dentials can already be revoked through the epoch attribute,
which is mandatory to reveal during presentations and is
already used for managing credential lifetimes. The ledger
would be an appropriate tool for maintaining a list of epochs
revoked by each vIdP. Some new smart contracts would be
needed, but they would be effortless. However, it is much
more desirable to have fine-grained revocation. This is left
for future work because the modifications to the P-ABC
cryptography needed are still not fully developed. Again,
the ledger would be a great assisting tool, suitable for storing

the public information needed by the revocation scheme (e.g.,
publishing and updating accumulators if revocation is based
on them).

VI. CONCLUSION AND FUTURE WORK
The purpose of OLYMPUS is to provide a user-friendly
ecosystem in which privacy is the crucial element. The inclu-
sion of blockchain seeks to increase trust in the infrastructure
by providing the means for users, service providers, and iden-
tity providers to enjoy the features that OLYMPUS provides
and perceive an ironclad trust throughout the infrastructure at
all stages.

This work demonstrates that integration between dis-
tributed identity provider technology (OLYMPUS) and
blockchain is possible and provides the desired trust. The
pilot deployment and subsequent analysis performed indicate
no usability penalty in the entities involved or considerable
impediments hindering adoption.

The solution shown allows users to have confidence during
all the stages; for example, the identity providers used are
legitimate, and that the services do not unilaterally change
their access policies with hidden intentions. When a service
wishes to change its access policies, it must notify the infras-
tructure in advance; otherwise, the user will be warned of
possible dishonest use.

However, during development, some problems have been
encountered that need to be improved in future work. Firstly,
the cryptographic elements need to be further optimized for
more limited devices (e.g., IoT devices). Secondly, smart
contracts and, in general, the way queries are made to
the blockchain platform must be revised to avoid exces-
sive growth of query times. It has been found that as the
blockchain grows, so do the query times. The greater the num-
ber of blocks, the greater the distance to explore. In medium
or small scenarios, the times may be manageable but they
could be challenging in significant scenarios if no action is
taken. In any case, this problem can be solved. Firstly bymak-
ing use of the indexes already built into Hyperledger Fabric
and secondly by applying updates and patches to Fabric as
the project is optimised and reviewed by the community.

In addition, the existing P-ABC solutions on blockchain
are not fully distributed. They do not split traditional IDP
over multiple partial IDPs. This paper proposes the first
fully distributed, trusted, oblivious, blockchain-based, and
privacy-preserving ABC Identity management system to the
best of our knowledge. This proposal 2 achieves the goal of
providing an enhanced trust system. Partial IdPs, virtual IdPs,
and even public cryptographic data are reflected in the ledger
so that users and other entities can consult them at any time.
Service providers go through a similar registration process so
that users can easily detect changes in criteria. In addition,
all operations are achieved through the execution of smart
contracts and transparent to the users.

2The code will be publicly available in https://github.com/rafaeltm/
OLChainEnabled once the paper is published.

105802 VOLUME 9, 2021



R. Torres Moreno et al.: Trusted Approach for Decentralised and Privacy-Preserving Identity Management

To conclude, we are currently working on three ways to
improve the proposed scenario. Firstly, automating processes
(i.e., registration of SPs), thus avoiding excessive manual
configurations that may lead to errors. Secondly, revocation
of credentials with blockchain support. Revocation is an
important issue and needs to be addressed to ensure full func-
tionality. While it is possible to revoke groups of credentials
with the current deployment, the goal should be to achieve
fine-grained revocation. Blockchain and smart contracts are
positioned as an excellent way to solve this challenge. Finally,
the application of a blockchain-backed trust scoring system
can significantly increase the prospects of the scenario, even
allowing the application to IoT scenarios where devices often
operate unattended and where the action is necessary to
reduce attacks such as node hijacking or impersonation.
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