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PolicyRuleName:  string[key]
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RuleUsage:  string
SequencedActions:  uint16 {Enum} = 3
ExecutionStrategy:  uint16 {Enum}
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CIM�SharedSecret(SS1?) ∧RemoteID(SS1?, ”fgarcia”)∧
Secret(SS1?, ”abcde”) ∧ Algorithm(SS1?, ”HMAC −MD5”)∧

CIM�Identity(ID1?) ∧ InstanceID(ID1?, ”fgarcia”)
⇒

CIM�AssignedIdentity(AI1?) ∧ IdentityInfo(AI1?, ID1)∧
ManagedElement(AI1?, SS1?) ∧

CurrentlyAuthenticated(ID1?, TRUE)
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CIM�ComputerSystem(CS1?) ∧Name(CS1?, ”Firewall”)∧
CIM�AuthorizedPrivilege(AP1?) ∧ InstanceID(AP1?, ”positif :

grantExecute”)∧
CIM�Role(R1?) ∧Name(R1?, ”admin”)∧

CIM�AuthorizedTarget(AT1?) ∧ Privilege(AT1?, AP1?)∧
TargetElement(AT1?, CS1?)

⇒
CIM�AuthorizedSubject(AS1?) ∧ Privilege(AS1?, AP1?)∧

PrivilegedElement(AS1?, R1?)
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CIM�AuthorizedPrivilege(AP1?) ∧ CIMRole(R1?)∧
Name(R1?, ”admin”) ∧ CIM�AuthorizedSubject(AS1?)∧
Privilege(AS1?, AP1?) ∧ PrivilegedElement(AS1?, R1?)∧

CIM�Role(R2?) ∧Name(R2?, ”manager”)
⇒

CIM�AuthorizedSubject(AS2?) ∧ Privilege(AS2?, AP1?)∧
PrivilegedElement(AS2?, R2?)
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CIM�ComputerSystem(CS1?) ∧Dedicated(CS1?, 11)∧
Name(CS1?, ”Impresora1”) ∧OperationalStatus(CS1?, 6)∧
CIM�MessageLog(ML1?) ∧Name(ML1?, ”WarningLogs”)

⇒
CIM�LogRecord(LR1?)∧RecordData(LR1?, ”Impresora1−ko”)∧

RecordInLog(RIL1?) ∧MessageLog(RIL1?,ML1?)∧
LogRecord(RIL1?, LR1?)
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CIM�Door(D1?) ∧DeviceID(D1?, ”Puerta1”) ∧
Open(D1?, TRUE)∧

CIM�AlarmDevice(AD1?) ∧DeviceID(AD1?, ”Alarma1”)
⇒

AlarmState(AD1?, 3)
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CIM�ComputerSystem(CS1?) ∧Dedicated(CS1?, 10)∧
CIM�FilterList(FL1?) ∧Name(FL1?, ”filtrosparafirewalls”)
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CIM�HostedF ilterList(HFL?) ∧
HostedF ilterList(HFL1?, CS1?)∧
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CIM�ComputerSystem(CS1?) ∧Dedicated(CS1?, 20)∧
CIM�IPsecRule(IPR1?) ∧

PolicyRuleName(IPR1?, ”reglaipsec1”)∧
CIM�IKERule(IKER1?) ∧

PolicyRuleName(IKER1?, ”reglaike1”)
⇒

CIM�PolicySetAppliesToElement(PSATE1?)∧
ManagedElement(PSATE?, CS1?)∧

PolicySet(PSATE?, IPR1?)∧
CIM�PolicySetAppliesToElement(PSATE2?)∧

ManagedElement(PSATE2?, CS1?) ∧
PolicySet(PSATE2?, IKER1?)
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CIM�ClockDevice(CD1?) ∧DeviceID(CD1?, ”Reloj1”)∧
Day(CD1?, ”Domingo”) ∧ CIM�Door(D1?)∧

DeviceID(D1?, ”Puerta1”) ∧Open(D1?, TRUE)∧
CIM�AlarmDevice(AD1?) ∧DeviceID(AD1?, ”Alarma1”)

⇒
AlarmState(AD1?, 3)
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CIM�SecuritySensitivity(SS1?) ∧ InstanceID(SS1?, ”positif :
red”)∧

CIM�ComputerSystem(CS1?) ∧Dedicated(CS1?, 10)∧
CIM�ElementSecuritySensitivity(ESS1?) ∧

SecurityLevel(ESS1?, SS1?)∧
ManagedElement(ESS1?, CS1?) ∧ CIM�FilterList(FL1?)∧

Name(FL1?, ”filtrosRed”)
⇒

CIM�HostedF ilterList(HFL?) ∧
HostedF ilterList(HFL1?, CS1?)∧

Dependent(HFL1?, FL1?)
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descripción 
del sistema

política de
seguridad

POSITIF framework amenazas y 
vulnerabilidades

mapa de 
seguridad

SB

IPTables 

Firewall
plug-in
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Red 
Interna

Investigador

Servidor1
SSH

Comunicación
interna

PC5

Red 
Externa

Comunicación
externa

Servidor2
GT4

Administrador

Jefe Laboratorio

Servidor3
POSITIF

PC1

PC2

PC4

Investigador

Investigador

PC3

ACEPTAR tráfico SSH desde PCs

ACEPTAR tráfico SSH a los Servidores SSH
ACEPTAR tráfico WEB a los Servidores GT4

- Servicio telescopio PERMITE 
consultas de los investigadores.
- Si los investigadores tienen un 
privilegio, los jefes de laboratorio 
también lo tienen.

ACEPTAR tráfico WEB desde PCs
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CIM�Role(R1?) ∧Name(R1?, ”Investigador”)
⇒

CIM�AuthorizedSubject(AS1?) ∧
Privilege(AS1?,#authzquery)∧
PrivilegedElement(AS1?, R1?)

�� �������� �� ���������� ������ ��� ��������� ���������� �������� �� ����
������������ ���� ����� ������� �������� �� ���� ���� �� ������������ ��
�������������� ������ �� �� ����������

CIM�AuthorizedPrivilege(AP1?) ∧ CIM�Role(R1?)∧
Name(R1?, ”Investigador”) ∧

CIM�AuthorizedSubject(AS1?)∧
Privilege(AS1?, AP1?) ∧ PrivilegedElement(AS1?, R1?)∧

CIM�Role(R2?) ∧Name(R2?, ”JefeLaboratorio”)
⇒

CIM�AuthorizedSubject(AS2?) ∧ Privilege(AS2?, AP1?)∧
PrivilegedElement(AS2?, R2?)

�� �������� �� ������� ���� ��� ���������� ��� �������� �� ������� ��
����� �� ������� ��������������� � ��� �������� ��� �� ���� �������� ����
�� �������������� ������ �� �� ����������

CIM�Role(R1?) ∧Name(R1?, ”ServidorSSH”)∧
CIM�ComputerSystem(CS1?) ∧

CIM�MemberOfCollection(MOC1?)∧
Collection(MOC1?, R1?) ∧Member(MOC1?, CS1?)

⇒
CIM�HostedF ilterList(HFL1?) ∧

Antecedent(HFL1?, CS1?)∧
Dependent(HFL1?,#sshServidorF ilterList)

��� ����� ����� �� �������� �� ������� ���� ��� ���������� ��� ��������
�� ������� �� ����� �� ������� ��������������� � ��� �������� ��� �� ����
�������� ���� �� �������������� ������ �� �� ����������
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